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2023.3 (11.3) Release Notes

These release notes describe the new, enhanced, and changed features provided with the release. Some
changes may require action, so review these notes carefully. These notes complement the Stibo Systems
Enterprise Platform (STEP) Online Help, which includes in-depth information on previously existing and new
system functionality, including detailed explanations and step-by-step instructions for use, when appropriate.

Release highlights:

¢ Configuration Management — Delivering the first phase of an end-to-end configuration management
solution that is intuitive, reliable, and fully supports continuous development needs (Platform)

« Deletion Optimization in Cassandra — Optimizing deletion operations (use of background processes,
user feedback, and deletion options) to improve overall system performance and user experience
(Platform)

¢ Faceted Search for Customer MDM — Delivering a consistent and relevant cross-domain search
experience enabling users to interact with data in an efficient manner (Customer MDM, Supplier MDM,
and Location MDM)

¢ Optimized Central Authorship — Introducing a new data container editor supporting address
typeahead, multivalued attributes, and rich text for improved user experience and efficiency (Customer
MDM, Supplier MDM, and Location MDM)

« Certified Translation Connector — Certified integration to Lionbridge APIv2 ensuring stable integration
plus improved workflow and job statuses (Product MDM)

« Digital Catalog — Extending and solidifying the Digital Catalog offering to support user management,
customized Ul, and faceted search (PDX and Product MDM)

As always, Stibo Systems is continuously adapting to the changing needs of the market and our customers by
implementing various enhancement requests in all of our releases.

Information regarding the enhancements above and a wide variety of other enhancements and changes are
included in this release note set.

Note: Product Data Exchange (PDX) release notes and online help are available in the PDX solution.
Once logged into the tool, click Help Center > Documentation using the left navigation panel.
Documentation will open in a new tab.

New: Quarterly Releases

The 2023.3 (11.3) release is the beginning of a new quarterly release cycle. Releases will now be identified by
year and quarter to align with this new cadence. The first four digits (2023) indicate the year of the release.
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The last digit (3) indicates the calendar quarter. The next releases will therefore be named 2023.4, 2024 .1,
2024.2, and so on. Quarterly releases are supported for one year with no maintenance patches planned for
the release cycle.

More releases mean a shorter time to market so our customers can take advantage of the new capabilities
faster. It also means faster market feedback leading to an improved overall quality of the solution. By
releasing more frequently, we can be more responsive to changing market conditions and quickly enhance
our solution to best fit your needs. With this shorter release cycle and automated updates (first applicable to
our SaaS v2 customers), Stibo Systems aims to make upgrades seamless so that our customers always
benefit from our latest technology.

Upgrade Guide

In addition to the individual release notes, upgrading customers should read the 2023.3 (11.3) Upgrade
Guide. This guide provides information that existing customers need to know prior to upgrading. This includes
actions required for deprecated components and unsupported functionality.

The Upgrade Guide includes information about actions that need to be taken prior to upgrading.

At the time of your installation, read the hotfix release notes for 2023.3 (11.3)—if applicable—to understand
the full scope of changes for the 2023.3 (11.3) release and subsequent patches.

Important: Some functionality described within these notes is controlled via licenses and/or component
installations and may not be available on your system. Questions should be directed to your Stibo
Systems account manager or partner manager.

Academy and Community Resources

Stibo Systems Academy

Stibo Systems Master Data Management (MDM) Academy offers customer and partner hands-on training
options to expand your knowledge on Stibo Systems MDM solutions. Information regarding our certification
programs and specific classes can be found on our website: https://www.stibosystems.com/services-
support/mdm-academy.

Stibo Systems Communities

All customers and partners are encouraged to join their respective Stibo Systems Communities to collaborate
with other users. These release notes and other release materials, including videos, are also available within
each Community.

Customers: https://www.stibosystems.com/online-community

Partners: https://www.stibosystems.com/partners/partner-community
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Installation Recipe

The baseline (and additional components) can be installed using these commands:
./spot --upgrade=step:2023.3

For on-premises systems, refer to the SPOT Program documentation for more information, including how to
use the SPOT --upgrade command to also find compatible components that can be added at the same time
as the baseline patch (--upgrade=al1) in the SPOT Program topic of the System Administration Guide
found in Downloadable Documentation. For assistance, contact Stibo Systems Technical Services. For SaaS
systems, contact your Stibo Systems account manager. For customers that have custom add-on components
and/or if Stibo Systems Support is deploying your system upgrades and patches, submit an upgrade request
via the Support Portal.

This document is intended for use by active Stibo Systems Enterprise Platform (STEP) users and partners
and describes the above and other new functionality and improvements in greater detail. It does not serve as
a replacement for the Online Help, which includes additional information on previously existing and new
system functionality, as well as more detailed explanations and step-by-step instructions for use, when
appropriate.
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2023.3 (11.3) Upgrade Guide

Summary

There are many benefits to keeping your current system upgraded. And, remember that upgrades are made
easy with SaaS.

* Getthe latest and greatest software to stay ahead of your competition

¢ Take advantage of new capabilities and enhancements to improve the user experience and increase
both productivity and efficiency

« Stay current with releases for security, supportability, third-party application versions, latest industry
standards, and more

¢ Support new business initiatives, which allows for opportunities to expand the use of the solution and
increase business value

» Benefit from improved system performances

Customer action may be required. Before upgrading the platform and its add-on components to 2023.3
(11.3) from an earlier version, customers should be aware of certain system changes. The list that follows
may not be comprehensive; however, along with the full release note set, it provides a starting point for
upgrade evaluation.

For on-prem deployed systems, it is always recommended to use the latest released version of SPOT
(regardless of the current STEP version in use). If upgrading via the --upgrade command, using the latest
SPOT version is required.

Details

Use of reflection in JavaScript business rules will be disabled

In JavaScript business rules, reflection has been used to access non-public methods in the API. Since
reflection can be a security risk and can potentially lead to performance issues and unexpected issues during
upgrade, it will be disabled in a future release. With the current release, a new scheduled healthcheck
identifies business rules that use reflection. To prepare for reflection being disabled, rewrite the reported rules
to use publicly available methods. If the needed functionality is not public, use the customer support portal to
create an enhancement request to make the functionality public. For more information, refer to the General
Enhancements and Changes release note.

OIEP STEPXML Splitter post processor changes

The STEPXML Splitter logic used for publishing STEPXML to a version control system (VCS) has been
changed. Instead of using a collection to package the objects, now, a change package is used and a new
folder structure is in place below each published change package, which differs from previous functionality.
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To eliminate confusion, consider using a new branch when publishing change packages from 2023.3 (11.3).
For details, refer to the Configuration Management Improvements release note.

Support removed for 'Website' legacy objects - customer action required before
upgrading

In workbench, objects of the legacy object type 'Website' enabled customers to publish STEP data
downstream, often to a website. The 'Website' object publication functionality was implemented using a
workspace to hold data approved for publishing or tracking published data in files. With release 2023.3
(11.3), support is removed for 'Website' objects, and STEP cannot start if they exist. Therefore,
before upgrading to 2023.3 (11.3), customers must manually delete 'Website' objects and any related
workspaces. For details, refer to the General Enhancements and Changes release note.

New object type icons available

Updated object type icons are available with this release. All updated icons are of the Scalable Vector
Graphics (.svg) file type. SVG images retain image fidelity when resized and are easier to create, edit, and
maintain.

Customers upgrading to 2023.3 (11.3) should be aware:

¢ Object type icons that were set by a user (i.e., object types for which an icon displays in the ‘Icon’ field for
the object type object) can either be retained or updated manually by selecting a new icon from the set of
new icons.

¢ Object type icons that are system defaults and do not have an icon displaying in the object type object will
be automatically updated to one of the new SVG icons.

In the event upgrading customers wish to adopt updated object type icons for the object types not
automatically updated, they may edit the icon by right-clicking the 'lcon’ field for the object type and selecting
the desired icon from the 'Select Icon' dialog that displays.

It should be noted that once an icon has been swapped, the old icon is no longer available. For additional
details, refer to the General Enhancements and Changes release note.

Start Page display based on user privileges for SaaS environments

Administrators can update the Start Page so that link categories are hidden if the user does not have the
correct privileges assigned to them. This feature is only applicable for SaaS environments in which the user
logs in with Keycloak. The 'About STEP' and 'STEP Documentation' links are not controlled through user
privileges; therefore, the 'Resources' section will continue to display for all users. Administrators should
review the privileges if they do wish to make changes upon upgrade. For more information, refer to the
General Enhancements and Changes release note.
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BMEcat updates

A number of updates to BMEcat, BMEcat 2005, and BMEcat 2005.1 have been made to support industry
standards for ECLASS and ETIM when exporting data. For more information, refer to the Data Exchange
Enhancements and Changes release note.

WebSphere receiver and delivery methods are renamed

IBM has renamed their 'IBM WebSphere MQ' product to 'IBM MQ.' To reflect that name change, the OIEP
delivery method 'IBM Websphere MQ SSL Delivery' option and the IIEP receiver method '|BM Websphere MQ
SSL Receiver' have been renamed as 'IBM MQ SSL Delivery' and '|BM MQ SSL Receiver.' For more
information, refer to the Data Exchange Enhancements and Changes release note.

Displaying Context and Workspace per user in Web Ul

Users and user groups can now control the available Workspaces and Contexts through the intersection of
Global Representation Lists and workbench-specified GUI Settings, allowing different users to have different
contexts and workspaces available in the same Web Ul and improving the user experience for users who only
access a subset of data. These restrictions will be reflected in the overall context and workspace selections in
the Global Navigation Panel, as well as in components throughout the Web Ul where users have a context or
workspace selection option, such as Multi Context, Multi Language, and Multi Workspace Screens.

If the user does not have GUI Settings applied, they will not notice a difference in their available options. In
implementations where GUI Settings are used, administrators should review existing privilege setups to
ensure that end users will have the expected access following upgrade.

Support, platform, and system admin information

Baseline desupport information is as follows:

« 1n 2023, support for 10.1 ends December 1St.

o In 2024, support for the 10.2 release ends May 15t, support for 2023.3 ends September 30th, and support
for 10.3 ends November 1St.

Additional Platform and Software Support information as well as information about future changes to

deployment architecture for on-premises and private cloud customers can be found in the Platform and
Software Support Changes topic in the 2023.3 (11.3) Release notes.

Important: Prior to upgrade, customers should be aware of any maintenance patch updates that came
out in earlier releases. The projects below were covered in the 11.2 (2023.2) Maintenance Patch Notes.

New features incorporated via 11.2 (2023.2) maintenance patches

Below is a list of new features or important announcements introduced / published within the 11.2 (2023.2)
release cycle:
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¢ New 'Quarantine’ State for Lionbridge Translations (MP2)
« New 'Self referencing' parameter in the Onboading Mapping Details Screen (MP1)
« PDX Channel Configurator Ul extension (MP1)
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Configuration Management Improvements

Summary

Change packages support data governance by allowing configuration management across environments in a
Development, Test, Acceptance, and Production (DTAP) environment, and can be used alone orin
conjunction with an integration to Git for version control. With 2023.3 (11.3), both change packages and the
Git integration have been updated to begin to provide a more holistic solution for managing configuration
changes across environments. The improvements that have been made as part of the 2023.3 (11.3) release
are outlined below and are described in the Details section that follows.

¢ Support for additional types of objects in change packages lessens the manual configuration required in
target systems. Additionally, security while creating users for processes is now improved with a system-
generated user password.

* Automated transfer functionality between systems and to an external version control system (VCS)
reduces the manual work that was previously required. Change packages and their included objects now
include text fields to communicate instructions for target system installation. This is especially useful in
cases where the configuration is not fully supported in change packages to provide a single source of truth
or 'checklist' for the full set of changes.

« Change packages are now supported in the external VCS integration so administrators can segregate sets
of changes in a dynamic folder structure using a template, supporting multiple deliveries within one branch
instead of replacing everything in the branch with each update.

¢ Improved usability when creating, analyzing, sealing, importing, and installing change packages
minimizes errors and makes change packages easier and more reliable to work with. Dependent-object
analysis is also optimized for relevancy, and a new default handling mode provides users with complete
control of the configuration objects to be installed.

These improvements streamline the management of configurations across environments for STEP
developers and administrators. Customers can expect additional improvements in the overall configuration
management solution over the next several releases.

Details

Additional types of objects supported in change packages

Creating a change package on a source system now supports many additional types of objects from both the
System Setup and Tree tabs, including individual hierarchy nodes, import / export configurations, collections,
and other data objects that often serve configuration functions. This improvement increases the number of
configuration items that can be transferred via change packages and streamlines overall configuration
management operations.

In addition, users created via change packages, for example, for integration endpoints or event processors
being transferred, are assigned a system-generated password upon installation on the target system. When
passwords are managed in STEP, the 'Forgot Password' option on the Web Ul login page provides password
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reset, or an administrator can assist the password changes in workbench. If passwords are managed in an
external identity provider, it is not necessary to reset the password in STEP.

For information on all types of objects available for change packages, refer to the Change Packages section
in the Configuration Management documentation.

Automated transfer functionality
To reduce the manual work previously associated with change packages:

¢ Sealing a change package (which indicates it is ready for export) now generates an event. The change
package event provides a way to automate data exchange between a source system and a target system
using event-based integration endpoints. Additionally, an OIEP can be set up to export the change
package contents to a VCS in STEPXML format. Working with a VCS allows for the tracking and
comparing of different versions of the same change package, the option to edit business rules externally
from STEP, and provides a consistent way to define changes for automated system-to-system transfer.

¢ Teams working on different projects or domains can use custom attributes on the change package to
organize them within a repository branch, automatically using a directory template and macros for key
aspects of the change package. For example, change package ID or the system where the change
package was sealed and/or originated could be used to identify the data on the repository branch. Below
the change package, the Primary and Secondary flipper grouping (visible in workbench) is maintained.
Subfolders for different objects improve the organization of STEPXML files, grouping them by type. This
allows administrators to avoid overwrites by exporting subsets of the configuration independently, without
needing to export the entire configuration.

» On atarget system, change packages can be automatically imported via a REST-based integration
endpoint (IIEP) to directly receive change packages from an upstream system, or to directly update
objects from a VCS in STEPXML format.

¢ The Change Package Git Delivery method allows integration with popular repositories, supporting the
HTTPS (token-based) or the SSH (file-based) access methods for GitHub, GitLab, and Bitbucket. The
delivery option now toggles access to the appropriate fields when either HTTPS or SSH is selected for the
access method, making the required and irrelevant fields clear.

For information on the available automated transfer functionality, refer to the Configuration Management
topic, the Version Control System Integration section, and the Change Packages topic, all in the Configuration
Management documentation.

Change package usability improvements

These change package improvements allow users to control an installation by explicitly choosing which items
to include, while using the remaining items for impact analysis. This full control ensures reliable transfers
without unintended objects being installed.

¢ Creating and modifying change packages include new ‘drag and drop,' multi-select, and filtering
functionality.
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¢ The 'ltems Required for Transfer' list and the 'Possibly Impacted ltems' list have new functionality for
promoting items to the ‘Primary ltems’ list and show fewer distantly related objects.

¢ Default handling now only includes objects explicitly selected by the user, with dependent objects noted for
impact analysis but not installed when transferred.

¢ The dependent-object analysis used to determine the items on the 'ltems Required for Transfer' list and
the 'Possibly Impacted Items' list now includes significantly fewer objects. This means that reviewing the
list of dependencies requires less effort and that the file size for a new change package is smaller.
Updating items in an existing change package recalculates the dependencies, which also results in a
smaller file size.

¢ On the target system, some items require manual configuration once installed. To communicate notes for
installation, on the source system, each object added to the change package can now have a user-defined
instruction attribute that is transferred with the change package. The ability to add objects without
supported installation, along with the new instruction attribute eliminates the need for an external
document to describe manual changes necessary to support the installation process.

¢ User-defined description attributes can be added to change package object types to communicate
information relevant to the entire change package, like general instructions or prerequisites. These
description attributes can also be used when integrating with a version control system (VCS), like GitLab,
GitHub or Bitbucket, to automate a consistent folder structure within a branch of a repository.

¢ The STEPXML splitter post-processor used with an OIEP integration to a VCS has been changed. It no
longer replaces the entire content of a repository branch with the current set of files where the objects were
included from a collection. Instead, change packages are used to house configuration changes for a
feature set and many change packages can be exported to the VCS branch over time. The branch can
automatically have sub directories built using a template with macros to generate the organizational
structure, with the change package ID at the end of the path template, storing all of the change packages.
STEPXML and JSON files are contained within the change packages, and are grouped by the Primary and
Secondary flippers, then by type of object. These files do not contain the context and workspace, however,
they can be added manually for ad-hoc imports or can ideally be used with an IIEP where the context and
workspace can be defined for imports. When using the new features in 2023.3, consider creating a new
branch in the repository.

For more information, refer to the topics within the Change Packages section and the Version Control System
Integration section in the Configuration Management documentation.

© Stibo Systems - Internal - Release 2023.3 (11.3) - September 2023 14



|STIBOSYSTEMS

e MASTER DATA MANAGEMEMNT

Faceted Search Enhancements

Summary

The following enhancements to STEP's faceted-search functionality have been made as part of the 2023.3
release and are described in the Details section:

e Elasticsearch version support update.
¢ Elasticsearch now supports entities, making the solution more consistent across various solutions.

» Elasticsearch now supports data container data for products and entities. In addition, the Web Ul search
screen has been optimized for displaying data container data.

Details

Elasticsearch version support update with required upgrade

STEP now supports Elasticsearch version 8.8.2 and higher. Improvements made in this version will make it
easier to maintain for future enhancements.

For more information, refer to the Initial Setup for Elasticsearch topic in the Web User Interfaces
documentation and the 2023.3 (11.3) Upgrade Guide.

Added support for entities in Elasticsearch

Elasticsearch can now display entity data. Such as with other available object super types, entity object types
can now be selected during configuration, indexed by Elasticsearch, and the resulting data can then be
displayed on a search screen in Web Ul. Previously, only product, classification, and asset data could be used
with Elasticsearch.

For more information, refer to the Creating an Elasticsearch Configuration topic in the Web User Interfaces
documentation.

Added support for data containers in Elasticsearch

Elasticsearch can now display data container data for products and entities. The attributes and reference
attributes of a data container can be selected during configuration and indexed by Elasticsearch. The
resulting data can then be displayed on a search screen in Web Ul, which now includes additional
configuration options for displaying data container attributes and references.

For more information, refer to the Creating an Elasticsearch Configuration topic in the Web User Interfaces
documentation.
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Once a set of data container attributes have been configured as facets on a search screen, users will be able
to search for entities based on these attribute values. To account for the inclusion of data containers, the Web
Ul Search Screen has received cosmetic adjustments, including a dividing line that should help the user
differentiate between attributes that belong to different data containers.
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For more information, refer to the Search Screen Search Configuration topic in the Web User Interfaces

documentation.
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Customer MDM and Supplier MDM Enhancements

Summary

The following enhancements have been made to the Customer and Supplier Master Data Management
solution with the 2023.3 (11.3) release. These updates are outlined below and described in the Details section
that follows:

» Users now have the option to apply Attribute Control Type Rules when configuring the display and
behavior of attribute values in the Web UI. This option gives system administrators additional flexibility as it
enables them to specify rules for specific attributes and apply different settings on different screens if
needed.

¢ Anew Globally Configured Unfolding Data Container component has been added that allows users to
display data container attribute values within an expanded view on a Node Details screen and facilitates
the creation and maintenance of data containers.

Additionally, updates to the faceted search functionality as it relates to entities and data containers have also
been made with this release. For additional information on these enhancements, including a video, refer to the
Faceted Search Enhancements release note.

Details

New Attribute Control Type Rules

With this release, additional flexibility has been added to the Override Control Type Rule component that
gives users the option to choose between 'General Control Type Rules' and 'Attribute Control Type Rules'
when configuring the display and behavior of the attribute values in the Web Ul. While the first parameter
option (General Control Type Rules) enables users to apply general rules for the display of validation base
types, the second option (Attribute Control Type Rules) allows users to specify rules for specific attributes.
The latter option enables Web Ul administrators to configure the display of the validation base type of
specified attributes differently and apply different control type settings on different screens if required.

The general and specific attribute control type rules are configured within the existing ‘Override Control Type
Rule’ properties in the Web Ul designer.
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Management screen type or on the Attribute Value component
when configured on Node Details screen.

Component Description

General Control Type -

Rules P
‘ Add... ‘ ‘ Edit... ‘ ‘ Remove ‘ Up ‘ ‘ Down

Attribute Control Type -

Rules P
‘ Add... ‘ ‘ Edit... ‘ ‘ Remaove ‘ Up ‘ ‘ Down

For more information, refer to the Override Control Type Rule topic in the Web User Interfaces
documentation.

Optimized central authorship through new Globally Configured Unfolding Data
Container

In the Web Ul, a new Globally Configured Unfolding Data Container is now available, enabling users to
display data container attribute values within an expanded view on a Node Details screen. The component
facilitates the creation of new data container instances with attributes and references, and users can
efficiently edit existing data containers and remove them as needed, while making use of features such as
Address Typeahead and updated Override Control Type configurations, which make it easier to update and
maintain data in the data containers.
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* Main Address Axel Kiers Vej 11, Hgjbjerg, 8270, Denmark = B
Street Axel Kiers Vej 11 ’;
Zip 8270 ’;
City Hejbjerg ’:«;
State ’:«;
Country Denmark ’;

* Phone : i v

Add

The Globally Configured Unfolding Data Container component is added to a Node Editor child component
within a Node Details screen. For more information, refer to the Globally Configured Unfolding Data Container
View and Globally Configured Unfolding Data Container Component topics in the Web User Interfaces
documentation.
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Data Exchange Enhancements and Changes

Summary

The following enhancements to STEP's data exchange functionality have been made as part of the 2023.3
(11.3) release. These updates are outlined below and described in the Details section that follows:

The integration options with external cloud storage providers are expanded with the new Google Cloud
Storage connection option available for gateway endpoints. Assets can be delivered to Google Cloud
Storage through the Asset Publisher event processor, and data can be delivered via the Export Manager
or an outbound integration endpoint (OIEP).

The 'Mongo Delivery (from release 4.2)" delivery method for an OIEP is updated to support delivery to
MongoDB versions 5.0 and 6.0. Support for the OIEP 'Mongo Delivery' option will be deprecated in a future
release.

SSL certificates for outbound integrations can now be managed in the STEP Workbench without
assistance from Stibo Systems Support. Managing these certificates within STEP reduces system
downtime and streamlines the overall integration management process.

The existing 'IlBM MQ SSL' delivery and receiver (formerly named 'IBM Websphere MQ SSL') options are
renamed and updated to use the latest supported versions of IBM MQ to ensure data exchange continues
to function with currently supported libraries.

The IIEP Kafka Receiver option is updated to allow access to metadata, which can be used in the
execution report and can also be accessed in the work done by a pre-processor. This provides added
logging and identification of the Kafka message processed in a specific background process.

The existing IIEP and OIEP Kafka integrations now allow a business function to generate bearer tokens for
use with OAuth 2.0 authentication. This allows customers to implement SASL / OAuth 2.0, an industry-
standard authorization protocol, with their Kafka integrations.

Bulk importing users and passwords with STEPXML is now restricted to eliminate a production system
security risk that could give unintentional access to STEP. A new configuration property allows user
creation with passwords defined in STEPXML to remain available on systems with low risk, such as those
used for development and automated testing.

A number of updates to BMEcat, BMEcat 2005, and BMEcat 2005.1 have been made to support industry
standards for ECLASS and ETIM when exporting data.

The ECLASS Advanced Editor Screen has been enhanced with a refined user interface, streamlined
functionality through toolbar access, and a new 'Duplicate’ action for efficient element replication between
products.

PDX channels are now available in Instrument. Products can be assigned to PDX channels individually in
perspectives. This allows Category Managers to check product assignments as well as tracking product
syndication via PDX.
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Details

New Google Cloud Storage gateway integration endpoint option

Customers who use Google Cloud Storage can now create an integration from STEP via a new gateway
integration endpoint (GIEP) plugin. This new plugin type enables customers to integrate outbound digital
assets and data maintained in STEP with their Google Cloud Storage account. Further integration with the
customer's Google Cloud ecosystem is also available, for example, through storage triggers that enable
publishing to Google Pub/Sub.

[ Gateway Integration Endpaoint ][ Skatistics ” Errar Log ” Skatus ” Log ]
@ Gateway Configuraton

Gateway Plugin Type: Google Cloud Storage
* ConnectionkeyPath boytte-ges-dev
* Bucket boytte-gos-dev
* Connection timeout in seconds 60
Edit

©-Gateway Comnectvity

Assets can be delivered to Google Cloud Storage via the Asset Publisher event processor. Data can be
delivered by selecting the Google Cloud Storage GIEP when configuring the Cloud Blob Storage delivery
method in the Export Manager or an outbound integration endpoint (OIEP). The Cloud Blob Storage delivery
method has been updated to include a zip option to group and compress the content; it also allows integration
with Azure Blob Storage and AWS S3 Storage.

Cloud Blob Storage - Configuration

Outbound Integration Endpoint  [RESTITEITNTE | Event Triggering Definitions || Background Processes

Claud Blob Storage Delivery
* Cloud Elob Storage Provider GoogleCloudStorage
> Blob Storage file path template  $5Yystemname /$timestamp(yyyy-MM-dd_HH.mm.ss)/$filename. $extension

* Zip content Mo
| # |Edit Delivery

For information on the new GIEP plugin, refer to the Configuring a Gateway Integration Endpoint - Google
Cloud Storage topic in the Digital Assets documentation.

For delivery information, refer to the Asset Publisher topic in the Data Exchange documentation, the OIEP
Cloud Blob Storage Delivery Method topic in the Data Exchange documentation, or the Export Manager
Cloud Blob Storage Delivery Method topic in the Data Exchange documentation.
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Support for updated versions of MongoDB

The 'Mongo Delivery (from release 4.2)' delivery method that is available for outbound integration endpoints
(OIEPSs) now supports delivery to a MongoDB version 5.0 and version 6.0. In a future STEP release, the
original 'Mongo Delivery' delivery method will be deprecated and MongoDB versions older than 4.2 will not be
supported.

[ Outbound Integration Endpoint ][ Event Triggering Definitions ” Backgro
= Configuration
= Event Queue Configuration
= Qutput Templates
7 Delivery Method
Mongo Delivery (from release 4.2)

> [Server(s) Edit Delivery Configuration
* Raw DB prefix
» Select Delivery Method |Mongo Delivery (from release 4.2)
> lPassword kafka Deln.-fery

Mongo Delive
* |Use S5L to encrypt netw|  Server(s) Mongo Delivery (from release 4.2
* Key store location e e Oracle AQ Delivery

For more information, refer to the Mongo Delivery Method topic in the Data Exchange documentation.

Manage SSL certificates for outbound integration in workbench

Administrators can now use the workbench to fully manage SSL certificates (mTLS and self-signed TLS) for
outbound integrations without any system downtime. A new 'SSL Client Certificates' node is available in the
System Setup tab that provides full visibility into all configured certificates and their expiration, offers the
ability to test if a secure connection to a certain remote URL is possible, and can be used to directly import
certificates from remote URLs or files. Furthermore, users can download the mTLS client public key for
implementing a mutual trust for outbound integration.
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SSL Client Certificates - HTTPS Connections

HTTPS Connections

¢

* |Valid Until * Updated By  * [Updated Date >
ed Apr 23 2025 02:01 U Jul 13 2023 16:04

Subject Common Mame  * |[Certificate Alias

LRL Certificate Alias > Tested Date
* https://papi.westeurope.. ... product api K Thu Jul 13 2023 16:07
¥ https: ffapi.westeurope.do... Server Mot Trusted |Z| User ] Thu Jul 13 2023 16:07
* https:ffanypoint.mulesoft.... K Thu Jul 13 2023 16:07
» https: /fintegration.hub.com jntegration hub Ok Thu Jul 13 2023 16:07
> | Agd URL

For more information, refer to the SSL Client Certificates topic in the Data Exchange documentation.

Support for latest version of IBM MQ SSL

The existing 'IBM Websphere MQ SSL Delivery' method and the '|BM Websphere MQ SSL Receiver' option
have been renamed to remove "Websphere' in keeping with a name change by IBM. The newly named '|BM
MQ SSL Delivery' and 'IlBM MQ SSL Receiver' options are updated to use the latest supported version
(version 9.3.3.0) of IBM MQ.

For information on working with IBM MQ, refer to the IBM MQ SSL Delivery Method topic and the IBM MQ
SSL Receiver topic, both in the Data Exchange documentation.

IIEP Kafka Receiver updated with access to all metadata

The existing Kafka Receiver option in an inbound integration endpoint (IIEP) now has access to the message
metadata from ConsumerRecord. This means that all available metadata is now accessible. Customers can
extend the IIEP functionality with a custom pre-processor to include additional logging and identification of the
Kafka message processed in a specific background process.

For more information, refer to the Kafka Receiver topic in the Data Exchange documentation.

OIEP and IIEP Kafka allows OAuth 2.0 bearer tokens

SASL / OAuth 2.0 can now be configured for STEP with Kafka to authenticate securely via bearer tokens.
With this release, a business function allows integration with the existing Kafka Receiver for inbound
integration endpoints (IIEPs) and the Kafka Delivery method for outbound integration endpoints (OIEPs). The
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business function handles the OAuth authentication and returns a HashMap containing the Bearer Token and
other details.

This functionality requires the following new sharedconfig.properties entries:
* Kafka.Delivery. [OIEP_ID].ExtraDriverOptions - toindicate the OIEP ID.
* Kafka.Receiver. [IIEP_ID].ExtraDriverOptions - toindicate the IIEP ID.
¢ stibo.authentication.function - to set the JavaScript business function ID.

e security.protocol - to indicate either SASL_PLAINTEXT (while testing) or SASL_SSL (in production)
for the SSL transport layer.

For details on configuration, refer to the Kafka Receiver topic and the Kafka Delivery Method topic in the Data
Exchange documentation.

New property restricts user creation with known passwords

Importing new users via STEPXML has allowed including an initial known password, which is useful during
development and testing. However, in a production system, it exposes a security risk since access to the
STEPXML file also gives access to STEP via the specified usernames and passwords. Now, by default,
passwords provided in a STEPXML import file are ignored on import and instead, a temporary password (not
known to anyone) is created. Temporary passwords must be reset by the user or by the administrator if STEP
manages passwords.

To resolve the security risk in production systems and to follow the recommended practice, the new case-
sensitive Import.Users.PasswordIgnored property in the sharedconfig.properties file is set to 'true' by
default. For development and testing systems, as needed, set the property to 'false' to allow bulk creation of
users with specified passwords via a STEPXML import.

For more information, refer to the Working with Users topic in the System Setup documentation.

BMEcat Version Updates

With progressing globalization, increasing quantity of product data, and constantly diminishing product
lifecycles, there is a growing market requirement for information through the use of industry standards such as
BMEcat.

Itis now possible to export BMEcat 2005 and BMEcat 2005.1 in multiple languages and have a default
language. Previously, it was only possible to correctly export in one selected language. Now, users are able to
customize their exports to include proper tags for multiple context languages, as well as designate a default
language. This eliminates the need for manual data entry or the use of multiple systems, and manufacturers
can now easily share their product information with a wide range of partners.
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Export Manager

Steps Select Format
1. Select Configuration EMEcat 2005.1 -
2. Select Objects ]
Converts to an EclassBMECat2005ConverterPlugin format based on a sample.
3. Salect Format
4. Map Data Allow empty tags Mo i~
5. Advanced ECLASS ADVANCED version
6. Select Delvery Method
Walidate XML Mo “
Export data for selected contexts | yeq "
English US
French CA
Germany DE
Select Contexts
Select default context iGermany CE R
FID Selection Palicy Auto enumerate blocks vy
Back Mext Finish Cancel

<?xml version="1.8" encoding="UTF{§"?2?> ~
<BMECAT version="2805.1"
xmlns="http://www.bmecat.org/bmecgt/2885+onto”
¥xmlns:xsi="http://www.w3.org/20081 LSchema-instance"”
xsi:schemalocation="http://www.eclass.eu/static/eClassXML/2.8/
bmecat/bmecat 2885onto.xsd">»

<HEADER >

<CATALOG>

[<LANGUAGE>fra</ LANGUAGE >
<LANGUAGE default="true">deu</LANGUAGE>
<LANGUAGE »eng< / LANGUAGE »
<DATETIME type="generation_ date">

<DATE»>2023-89-85</DATE>
</DATETIME> W

Additionally, with BMEcat 2005, users are able to select a standard and an associated template to use when
exporting to support industry standards for ECLASS and ETIM. Previously, users only had a generic default
template provided that did not always cover all user needs, and they were not able to select a standard. This
often forced users to contact support for help. Now, with the ability to create and upload as many templates as
needed and associate them with standards, such as ECLASS or ETIM, users have control of how they export
configured data with BMEcat 2005. This saves time by enabling users to already have templates to select
from that support industry standards for ECLASS and ETIM and eliminates the need to contact support for
data transformation.
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Steps

Select Format

1. Select Configuration

2. Select Objects

3. Select Format

4. Map Data

5. Advanced

6. Select Delvery Method

{EMEcat 2005

Converts to an BMEcat2005 format based on a sample.

Include Standard ETIM
Template BEMEcat Template ETIM
Sample <HEADER>

=<CATALOG=

YYMM? =< /CATALOG_ID=>

</DATETIME=

Allow empty tags Mo
Export data for selected contexts | no

Select default context

Catalog Group

<LANGUAGE=<?Parameter Language?=</LANGUAGE:=
<CATALOG_ID=Industry_EGH_<=?ExportDate

<CATALOG_VERSIOM=<=7?Parameter Catalog
version?=</CATALOG_VERSION=
<CATALOG_MAME=Siemens AG Industry
EGH_<7?ExportDate MM-YYYY?></CATALOG_MAME=
<DATETIME type="generation_date">
<DATE=><?ExportDate?></DATE>

Back

Mext Finish Cancel

BMEcat 2005 and BMEcat 2005.1 have also been aligned and improved to support industry standards for
both import and export for ETIM and ECLASS. The following has been updated:

¢ Export of the classification hierarchy is now available in BMEcat 2005

o 'Attributes Inherited from Classification' is available for BMEcat 2005

e The Price list (term list) option is now available in BMEcat 2005.1

¢ The 'Self-contained' option is available in BMEcat 2005.1

¢ The 'Feature price' option is now available for BMEcat 2005.1

These updates allows users to serve their customers with product data that is structured uniformly, prevents
customization, accelerates time-to-market, and improves data quality through the use of industry standards.

Using BMEcat functionality requires the enablement of commercial licenses. Contact your account manager
or partner manager to begin the process of enabling a license or licenses for your system.

For more information, refer to the BMEcat Format topic, the BMEcat 2005 Format topic, and the BMEcat
2005.1 Format topic in the Data Exchange documentation.
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Improvements to ECLASS Advanced Editor Screen

The ECLASS Advanced Editor Screen has undergone the following enhancements and updates:

¢ Enhanced User Interface: The Ul has been updated to highlight important elements in the data model,
Blocks, aspects, and cardinality attributes.

¢ Functionality Consolidation: To ensure seamless navigation and enriched usability, existing functionalities
'Remove link," 'Approve ECLASS,"' and 'Link to ECLASS Advanced' have been conveniently consolidated
and are now accessible through the toolbar.

« New functionality: With the new Duplicate toolbar action it is now possible to duplicate either the entire
product or specific aspects or block structures. This functionality can be used to duplicate internally on the
products or to other products.

Node Details
Primary Product Hierarchy Products

Contactor relay, 3SNO+2NC,
EClassAdvanced Editor

— P Link to ECLASS Advanced /" Approve ECLASS E'_lb Duplicate @a Remove link

ECLASS 10.0.1 27-37-10-01 Contactor relay

Caollapse all sections

> Contactor relay

v A Add on Documentation
C number of documentations 4 4
> e 1918 - Additional Information
> e 1924 - Additional Information
» e 1931 - Additional Information
» e 1936 - Additional Information
> A CAxbasic
> A CAxconnector and function
> A Commercial
> A Identification

» A Information
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For more information, refer to the ECLASS Advanced Editor Screen topic in the Web User Interfaces
documentation.

PDX Channels in Instrument

Instrument now allows users to view, add, and remove PDX channels for one or more products in a
perspective table view. This will enable Category Managers to easily check if products are assigned to the
desired PDX channels. If the products have not been assigned to the desired PDX channels, the Category
Manager can add or remove PDX channels to ensure that products will be syndicated to the correct receivers
via PDX. Furthermore, the PDX Channel solution in Instrument supports business processes to be executed
before the actual syndication takes place. This is triggered via a Business Action that will run when channels
are either added or removed.

For more information, refer to the PDX Syndication documentation. For more information on Instrument, refer
to the Instrument Documentation that is included when Instrument is enabled on a system. It is located on the
Start Page under Resources.
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General Enhancements and Changes

Summary

The following enhancements and changes have been made as part of the 2023.3 (11.3) release. These are
outlined below and described in the Details section that follows:

An updated set of object type icons is now available; when selected, the icons will display for object types
in the various hierarchies in both the STEP Workbench and the Web UI.

Functionality is extended in the JavaScript API to add requested methods, in the REST API to provide
requests for Gateway endpoints and deletion processes, and in the GraphQL API to improve search and
sort capabilities.

Individual contexts are now displayed as objects with a new icon in the System Setup hierarchy where they
are relevant. This new format shows the relationship between contexts and dimensions / dimension points
and also allows selecting individual contexts for a change package.

A new healthcheck identifies the use of reflection in JavaScript business rules to assist users in identifying
rules that need to be rewritten before reflection is disabled.

STEP's ability to delete a large number of objects is now more stable and efficient with improved user
feedback. Also, a new healthcheck reports the absence of scheduled cleanup processes that remove
unnecessary data from the system.

Support for legacy "Website' object types is discontinued; customer action is required before upgrading.
Outbound integration endpoints are the recommended functionality for publishing data.

Access to the Admin Portal (STEP System Administration) is now available via single sign on (SSO) for
on-premises hosted STEP systems using SAML.

DaaS improvements, including better handling of derived events and dimension-dependent LOVs, are
provided to better serve customers using the DaaS offering.

The Start Page displays the links and link categories based on the user privileges for SaaS environments,
eliminating screen congestion and irrelevant link categories.

List of Values log is enhanced, capturing the details in a more descriptive format.

List of Values can be exported and imported using Excel format, which allows for easier management and
maintenance of large LOVs.

'Price Lists' and 'Attributes Inherited from Classification' can be exported using CSV and Excel format,
providing human-readable extracts for this combined information and supporting customers who need to
export price data as part of ETIM and/or ECLASS extracts.

A new 'Fraction (No Decimal)' attribute validation base type is available, which does not allow decimals as
avalue.

The 'Started by' user field can be edited in Scheduled and Queued Processes. This allows for changes to
the user without the manual work of deleting existing scheduled processes and scheduling new ones, for
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example, when the original user is either no longer with the company or changes roles within the company.

e The Lionbridge APIv2 Connector has been certified by Lionbridge, meeting requirements from Lionbridge
to ensure a stable and updated integration between STEP and Lionbridge. This update which also gives
customers time to review and approve jobs, now has a new quarantine state before jobs are completed or
archived, as well as updated execution reports.

¢ An Azure SQL Database delivery method solution is now available for Audit Message Framework (AMF)
for SaaS systems.

¢ Anew PDX Channels Context bind is now available for use as part of the syndication of product data from
Instrument (STEP) to receivers via PDX.

Additionally, as part of continuous efforts to maintain the core of our software, this release includes
fundamental updates to adopt new technologies in our database access layer. This makes it easier for us to
extend and evolve our software. Enhancements are also included to ensure the continued security and
supportability of the platform.

Details

Object type icon update

A bold refresh of STEP object type icons has been made available to all customers with this release. The
object type icons that display throughout the STEP Workbench and the Web Ul have been updated to both
contemporize the visual look and feel of the STEP interfaces and to follow the principles laid out in Google's
Material Design visual language. The updated icon set is displayed in the 'Select Icon' dialog, shown in the
screenshot below.
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Select lcon

CurrentIcon: 5

Download Tcon Upload Icon
® Products / Entities
2 2 0 03 O O O O O
0 93 P 0T E = &
¢ Folders
E B B BB
OO m B

o |

@ Assets
0O ® B F ® e 0B
8 & 0O © B & n &
kE 82 B G B & & B B

@ Other
0O 1 & 0N s F B
= 2 mM VW 2 w B 3@ D a
o S @

§ Custom Icons

Select Reset Cancel

New STEP implementations will automatically have the updated icons for all system object types. Current
STEP customers updating to 2023.3 (11.3) will have system object type icons automatically updated with the
new SVG icons if those icons have never been replaced. For object types whose icon has been replaced,
users who want the new icons will need to manually swap out the old icons with the new; if no icons are
swapped, the old icons will continue to display.

All new object type icons will be of the Scalable Vector Graphics (.svg) file type as images of this type retain
image fidelity when reduced or enlarged, present no issues with regard to aspect ratio, and are generally
easier to create, edit, and maintain.

Icons assigned to object types in the workbench will also determine the icon assignment in the Web UI.

For more information on assigning object type icons, refer to the Object Type Icons topic in the System Setup
documentation.

For more information on how the updated icon set may impact your current object type icon assignments,
refer to the 2023.3 (11.3) Upgrade Guide.

Updates to JavaScript, REST, and GraphQL APIs

The JavaScript API, the REST API, and the GraphQL API have been extended to improve functionality in
existing methods. These improvements provide consistency among the APls and help to support customers
in automating testing efforts using the desired API.
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JavaScript API

The JavaScript API has been improved with the following updates:

¢ In addition to the previous functionality of adding and removing attributes from attribute groups, now
reference types and data container types can be identified, added, and removed from attribute groups via
getAttributeGroups(), addAttributeGroup(), and removeAttributeGroup().

¢ Previously, the inheritance of a value has been visible, and now, the name on an object can also be
checked for inheritance via isNameDimensionPointInherited().

¢ Previously, a product override could be created from a Business Rule, and now, a method to set the
product to optionally override is available via setOverriddenProduct().

e STEP can convert units on values, such as meters to centimeters, which is often needed when showing
values to users. Now, the functions are publicly available via convertValueToUnit().

¢ The ability to access information about which dimension point a translated value is set is now publicly
available for values and LOV values via get DimensionPoints().

Details on the JavaScript API functionality are included in the STEP APl documentation (accessible at
[system]/sdk or from the system Start Page) within the Extension API section from the Javadoc link.

REST API

The REST API has been improved with the following updates:

¢ Functionality already available for outbound and inbound integration endpoints is now available in REST
API for gateway integration endpoints (GIEPs). Users can get a list of GIEP IDs, get the status of a GIEP
by ID, and enable / disable a GIEP by ID.

¢ Now, the REST API can be used to approve deletions and purge assets, classifications, entities, and
products that are in the recycle bin. For automated testing systems, temporary data (assets,
classifications, entities, and products) is often created and should be cleaned up to avoid degraded system
performance. For most other use cases, it is recommended to use a scheduled empty recycle bin instead.

Details on the REST API functionality are included in the STEP APl documentation (accessible at
[system]/sdk or from the system Start Page) using the link in the REST API section.

GraphQL API

The GraphQL API has been improved with the following updates:

* When STEP IDs are not known by external systems, Keys can be implemented to uniquely identify objects
through data known by external system. Keys can already be used through REST API, and are now also
available in GraphQL API via the keylID parameter.

¢ Previously, the existing DateTimeValueConditionlnput has only been available for use on attributes with
the 'ISO Date and Time' validation base type. Now, attributes with the 'ISO Date' validation base type can
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also be used with the same existing operators (eq, It, Iteq, gteq, neq).

¢ Prior to this release, using 'search by list' required nesting OR statements, which is error prone and overly
complex. Complex sets of OR statements are eliminated with the new list condition (using the ID, name,
attribute, or defined key filter) and input is available for:

e searchForAssets

» searchForEntities

e searchForProducts

» searchForAttributes

» searchForClassifications

¢ The sort order applied by users for object type (manual sorting) can be honored for product or
classification children via the option (sorting: {manualSort: true}) while setting the option to 'false'
uses the default alphabetical sorting

Details on the GraphQL API functionality are included in the STEP API documentation (accessible at
[system]/sdk or from the system Start Page) using the link in the GraphQL API section.

New object type and icon for contexts

Contexts on the System Setup tab now have a new object and icon. This allows contexts to be added to
change packages and also gives a visual indication of the relationship between contexts and dimensions /
dimension points, displaying the context in each relevant dimension hierarchy. The context editor continues to
display as a table when selecting the top-level node and is used to create new contexts, edit selections for
existing contexts, and delete contexts.

System Setup

= E Contexts
L——_} Language

EI Language Root
E} Danish

(] English GB
E English UsS

For more information, refer to the Contexts topic in the System Setup documentation.

Use of reflection in JavaScript business rules will be disabled

In JavaScript business rules, reflection has been used to access non-public methods in the API. Since
reflection can be a security risk and can also potentially lead to performance issues and unexpected issues
during upgrade, it will be disabled in a future release. With the current release, the new Configuration
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healthcheck 'Reflection usage in business rules' identifies business rules that use reflection. To prepare for
restricted access of reflection usage, rewrite the reported business rules to use publicly available methods. If
the needed functionality is not public, use the customer support portal to create an enhancement request to
make the functionality public.

Name ‘ Category ‘ lssues‘ Severity‘ Status ‘ Completed

Reflection usage in business rules Configuration 4 High Succeeded | 13/07/2023, 00:10:13

For information on the healthcheck, refer to the Healthcheck Test Index topic in the Administration Portal
documentation.

Improved performance and usability for delete operations

Stability and performance are improved for STEP's deletion operations to include initial deletion from the
Tree, deletion approval, emptying the recycle bin, and force purging (which allows users to immediately force
removal of data from the Recycle Bin). Usability is also enhanced by providing customers with more granular
user feedback to better monitor system progress and improved error handling while deleting and purging.
These improvements reduce the overall time required, for example, to iteratively load and then delete test
data on a development or QA environment, and to remove unneeded data in a production environment.

Stibo Systems recommends using the new 'Data cleanup tools' Performance healthcheck to identify missing
or poorly-configured scheduled purging processes. The healthcheck informs users:

« if scheduled Recycle Bin purging is not configured for all contexts. The system administrator can configure
'Schedule Empty Recycle Bin' for the Tree tab Recycle Bin to address this issue.

¢ if a scheduled 'Revision Management' event processor is not configured or is not enabled. Purging old
revisions across workspaces improves performance.

Name ‘ Category ‘ Issues ‘ Severity‘ Status ‘ Completed

Data cleanup tools Performance 2 High Succeeded 29/07/2023, 00:01:39

Although these improvements focused on Cassandra-based In-Memory systems, some of them benefit all
system types.

For more information, refer to the Recycle Bin for the Tree Tab topic in the Getting Started documentation and
the Healthcheck Test Index topic in the Administration Portal documentation.
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Support removed for 'Website' legacy objects

In workbench, objects of the legacy object type '"Website' enabled customers to publish STEP data
downstream, often to a website. The 'Website' object publication functionality was implemented using a
workspace that holds data approved for publishing or tracking published data in files. Support for "Website'
objects is discontinued with this release and customer action is required before upgrading to 2023.3
(11.3). Customers must manually delete 'Website' objects and any related workspaces for STEP to
be able to start up after the upgrade. STEP 2023.3 (11.3) cannot start if 'Website' objects exist.

WebPubIncOnly - Website Editor =

Website Editor |0 |
& >

Mame Value >

System Setup

@ Table

- (& Keys » ID WebPubIncOnly

E‘ Websites * Mame WebPubIncOnly
[ﬂw * Website type Website with workspace
-- Component Models * Workspace WebPubIncOnly

=% Recyde Bin v

£ >

The recommended functionality to publish data is outbound integration endpoints (OIEPs). For more
information, refer to the Outbound Integration Endpoints topic in the Data Exchange documentation.

SSO login extended to Admin Portal

To provide a more consistent user experience for SSO users, now, user logging into on-premises hosted
STEP systems using SAML can access the Admin Portal (STEP System Administration on the Start Page).
Systems require a sharedconfig.properties entry to enable / disable the functionality.

STEP Authentication information is located in STEP APl documentation accessible at [system]/sdk or from
the system Start Page.

DaaS improvements
The following new capabilities extended the functionality for Stibo Systems' Data as a Service (DaaS):

¢ Derived events: Publishing changes to an event queue now handles the generation of derived events
more efficiently. The event queue subscription configuration now also includes new options to enable or
disable the generation of derived events for child or parent objects or objects that are the source of
incoming references. This improves performance and eliminates timeout issues, especially when the
system has a large number of contexts.

¢ Dimension-Dependent LOVs: The @mapLinkedDimensionID directive is now valid under
@mapListOfValuesObiject, which, after republishing from STEP, allows access to the dimension
dependencies on lists of value objects.
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For more information, refer to the Publishing to Data as a Service topic in the Data as a Service
documentation or the DaasS built-in User Guide.

Start page display based on user privileges for SaaS environments

Administrators can update the Start Page so that link categories and links are hidden if the user does not have
the correct privileges assigned to them. This feature is only applicable for SaaS environments in which the
user logs in with Keycloak. Below is the description of setup action privileges used against various link
categories and links.

¢ Access Web Ul - If the user does not have this setup action applied to their user group, then all Web Ul
links on the Start Page will be hidden from that user. If the user has access to this setup action for a
particular setup group, they are allowed to log into the Web Uls within those groups only.

¢ Access Workbench - If the user does not have this setup action applied to their user group, then all
workbench links on the Start Page will be hidden from the user.

¢ View SDK Documentation - If the user does not have this setup action applied to their user group, then the
link to the STEP APl Documentation in the 'Resources' section on the Start Page will be hidden from that
user

¢ View Administration - If the user does not have this setup action applied to their user group, then they the
links to the STEP Performance Analysis and STEP System Administration in the 'Resources' section on
the Start Page will be hidden from the user.

« Update Web Ul configuration - If the user does not have this setup action applied to their user group, then
the Web Ul Component Report link in the 'Resources' section on the Start Page will be hidden from the
user.

The 'Resources’ section will display for all users because the 'About STEP' and 'STEP Documentation' links
are not controlled through user privileges.

For more information on Setup Actions, refer to the Setup Actions and Error Descriptions topic in the System
Setup documentation.

List of Values updated change log

With this release, the List of Values (LOVs) log has been enhanced and now captures the details of values
added, deleted, or updated. The log also shows the changes when any value is modified, added, or deleted
for the dimension dependent LOVs. This update allows the administrator to track the changes for both
dimension-dependent and non-dimension-dependent LOVs.
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List of Values ” References ]I State Log ”

Tasks ]

Showing pege 1 of 1

2023-04-26 11:32:27 "STEPSYS:
2023-04-26 11:32:28 "STEPSYS:
2023-04-26 11:32:28 "STEPSYS:
2023-04-26 11:32:28 "STEPSYS:
2023-04-26 11:32:28 "STEPSYS:
2023-04-26 11:3%:28 "STEPSYS:
2023-04-26 11:3%:28 "STEPSYS:
2023-04-26 11:51:01 'STEPSYS:
2023-04-26 12:16:18 "STEPSYS:
2023-04-26 12:32:53 "STEPSYS:
2023-04-26 12:59:35 "STEPSYS:

2023-04-26 13:00:33 "STEPSYS:
2023-04-26 13:00:35 "STEPSYS':
2023-04-26 13:00:51 "STEPSYS:
2023-04-26 13:12:15 "STEPSYS:
2023-04-26 13:17:03 "STEPSYS':
2023-04-26 13:26:18 "STEPSYS:
2023-04-26 13:27:26 "STEPSYS:

2023-04-26 13:28:07 'STEPSYS:
2023-04-26 13:28:08 "STEPSYS:
2023-04-26 13:28:09 "STEPSYS:
2023-04-26 13:28:11 "STEPSYS:
2023-04-26 13:28:12 "STEPSYS:
2023-04-26 13:28:34 "STEPSYS:
2023-04-26 13:28:34 "STEPSYS:

List of valuss madified :
List of values modified :
List of valuss madified :
List of values modified :
List of values modified :
List of valuss madified :
List of values modified :
List of values medified
List of valuss madified :
List of values modified :
List of valuss madified :
List of valuss madified :
List of values modified :
List of valuss madified :
List of values modified :
List of values modified :
List of valuss madified :
List of values modified :
List of values modified :
List of valuss madified :
List of values modified :
List of valuss madified :
List of valuss madified :
List of values modified :
List of valuss madified :

EN All USA :
EN All USa :
EN All USA :
EM All Usa :
EN All USa :
EN All USA :
EN All USa :
EM All USA :

EN All USA
EN All UsA
EN All USA

Modified value from "null to “Japan’
Medified valus from 'null’ to "UK
Medified valus from ‘null to "USA”
Medified value from "null to 'Canada’
Medified value from "null to 'Indiz'
Added valus test’

Meodified value from "null’ to "This & a long value which consists of a very large number of characters, Just updating few more 12
Modified value from ‘test’ to ‘testi’

: Added vzlus testing”

: Added valus test?’

: Added valus 'dfd

Cantextl 1 Removed valus testl’
Caontextl : Removed valus "dfd’

Cantextl 1 Removed valus test?’
EM All US4 : Added valus test?
Contextl : Removed valus test?’
EM All US4 : Added valus test?
Contextl : Removed valus test?’

de-de :
de-de:
de-de:
de-de:
de-de:
de-de:

Medified walue frem "null’ to “Japan®

Madified valus from ‘null to "USA"

Medified value from "Australia’ to UK

Madified value from "null to ‘Canads’

Madified value from ‘null to Indiz’

Medified value from "null’ to "This i a leng value which consists of a very large number of characters, Just updating few more 12

de-d= : Added valus test?’

By default, the property ListOfValues.Log.IncludeValuelnMessage is set to 'True' which allows the log to
capture the details.

For more information on Lists of Values(LOVs), refer to the List of Values (LOVs) topic in the System Setup

documentation.

Export and import of existing LOV values using Excel

Users can now export and import Lists of Values (LOVSs) via the Excel format when configuring an outbound
integration endpoint (OIEP) or an export in the Export Manager. This update streamlines the exchange of
LOV data between customers and their suppliers to speed. A new plugin called ‘Excel List of Values’ is
available in the ‘Select Format’ step of the Import and Export Manager. Successful exports output LOV data
with the following column headers in an Excel file:

e <LOVID>
e <OV Name>

e <LOV Value ID>

e <OV Value>

The <LOV Value ID> column is available even for LOVs that do not use IDs on values. It is blank in that case.

Additionally, successful imports of LOV data into existing LOVs in STEP via Excel files requires Excel files
that are formatted with the same column headers. The new plugin ‘Excel List of Values’ is auto selected for
the 'Format' field in the 'Select Format' step of the Import Manager when importing a properly formatted Excel
file. The new field ‘Replace List of Values’ is set to ‘No’ by default and can be changed to ‘Yes' if there is a
requirement to replace the existing list of values with the imported list of values.
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When the LOV value is dimension dependent, the export and import is based on the context selected during
the export and import process. If the LOV is dimension dependent and there is an empty value in the selected
context but it is non-empty in the other contexts, it exports the empty value from the selected context.

The ‘Excel List of Values’ has a limit of 100 million characters for the <LOV Value> column. If the import file
exceeds the 100 million characters limit with respect to the <LOV Value> column, the import process gets
aborted.

For more information on Lists of Values (LOVSs), refer to the List of Values (LOVs) topic in the System Setup
documentation.

Export 'Price Lists' and 'Attributes Inherited from Classification' using CSV or Excel

In the workbench, 'Price Lists (Commercial Data)' and 'Attributes Inherited from Classification' can now be
exported using the CSV and Excel formats in outbound integration endpoints (OIEP) and in 'Export Manager.'
This update simplifies the process of sending data to receivers that use industry standards such as ETIM or
ECLASS.

For more information on Price Lists, refer to the eCatalogs topic in the eCatalogs documentation.

New 'Fraction (No Decimal)' attribute validation base type

A new attribute validation base type, 'Fraction (No Decimal)," which does not allow decimals, has been
created. Only proper, improper, or mixed fractions are allowed for this new validation base type, and it works
in both Web Ul and Workbench.

For more information on Validation Base Type, refer to the Validation Base Type topic in the System Setup
documentation.

Edit 'Started by’ user field in scheduled processes

On the BG Processes tab in workbench, administrators can now edit the 'Started by’ field for scheduled or
queued processes found in the Scheduled Processes and Queued Processes folders. This enables
customers to update users that no longer exist for existing scheduled processes instead of manually
recreating them or deleting them. The administrator can edit the 'Started by' field when it has the privilege
'Manage Background Process Execution' added to the setup action. The below scheduled processes allow
the administrator to edit the 'Started by’ field, if they have the required privilege:

e Scheduled Data Translation
¢ Scheduled Data Export

¢ Scheduled Bulk Update

¢ Scheduled Category Profiling

For more information on Scheduled Processes, refer to the Scheduling a Data Export topic in the System
Setup documentation.
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Lionbridge APIv2 update

With 2023.3, the Lionbridge Connector will be upgraded to allow for integration to Lionbridge APIv2, the latest
API provided by Lionbridge. The Lionbridge Connector has been certified by Lionbridge, meeting
requirements from Lionbridge to ensure a stable and updated integration between STEP and Lionbridge. With
the certification also comes an improved workflow and job status.

A new ‘Quarantine’ state for translation jobs sent through the Lionbridge V2 asynchronous translation
component has been added. Now, when translation jobs are received from Lionbridge, they will remain in the
‘Quarantine’ state for 5 days before they are completed and archived.

This interim period gives customers time to review the job, contact Lionbridge if changes are needed, and
approve it before it is archived. Previously, translation jobs received from Lionbridge V2 would be completed
and archived immediately, requiring customers to open a new job if rework was required.

Execution reports have a specific ID that Lionbridge uses to assist with errors. Also, error messages from
Lionbridge will be written in the execution report. For example, if a requested language is not supported, a
message in the execution report will address the unsupported language. Users can then contact Lionbridge
for more support.

There is also additional support for proxy servers.
The Translation Service Connector - Lionbridge commercial license is required to use this functionality.

For more information on this, refer to the Configuring an Asynchronous Translation Service topic in the
Translations documentation.

Cloud-based Audit Message Framework delivery method available for SaaS

Itis now possible to deliver audit messages from STEP to an Azure SQL cloud-based database, allowing
SaaS customers to now use the Audit Message Framework (AMF). As with all AMF delivery methods,
database messages can then be processed by a customer's business intelligence tools (Power B, for
example) to generate reports.

To use Audit Message Framework, the Analytics commercial license is required. Contact your account
manager or partner manager to begin the process of enabling a license or licenses for your system.

The Azure SQL Database delivery method for AMF is configuration-driven, so those SaaS customers wanting
to implement this solution should submit an issue within the customer support portal. SaaS Operations and
Technical Services will reach out to get the specific information needed to complete the configuration.

For more information on the overall solution, refer to the Audit Message Framework section of the Analytics
documentation.

New PDX Channels Context bind

A new PDX Channels Context bind allows STEP administrators to access PDX channel IDs of PDX channels
selected by the user in Instrument, when configuring JavaScript-based business rules. This bind and two new
PDX configuration properties (PDX.BusinessAction.AddChannels and
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PDX.BusinessAction.RemoveChannels) are part of the PDX channels solution in the Instrument Ul as
described in the Data Exchange Enhancements and Changes release note.

The Product Data Exchange Syndication commercial license must be enabled to use this functionality.

For more information about configuring the new bind, refer to the PDX Channels Context Bind topic in the
Resource Materials online help documentation. For details about the PDX Channels setup in Instrument, refer
to the Instrument Documentation that is included when Instrument is enabled on a system. It is located on the
Start Page under Resources.
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Web Ul and Instrument Enhancements and
Changes

Summary
The following enhancements and changes have been made to the Web User Interface:
¢ The Web Ul homepage has been updated to reflect a more updated look and feel.

¢ Users can control available Contexts and Workspaces through the intersection of Global Representation
Lists and workbench-specified GUI Settings.

¢ Object type icons have been updated for the STEP Workbench and Web UI.

¢ Many enhancements have been made within Instrument Ul, currently being used by early adopters.

Details

Visual update to Web Ul homepage

The Web Ul homepage has been given a visual update to contemporize the interface. Continuing to align with
the principles set forth in Google's material design, the primary aim of the changes has been to accentuate
usability and seamless operation. To this end, the most noteworthy changes to the Web Ul are:

¢ homepage widget corners are now rounded
« all pop-up and modal dialog corners are now rounded
« widget headers are now plain white

¢ subtle shading has been added to the homepage background

In addition, more directed improvements have been made to specific homepage widgets. For instance, styling
changes have been made to the 'User Widget,' and table styling in the 'KPI Widget' has been updated.

For more information on the Web Ul homepage and homepage widgets, see the Homepage Widgets topic in
the Web User Interface documentation.

Displaying context and workspace per user in Web Ul

In the Web Ul, admin users can now control which workspaces and contexts are available for specific users
and user groups. This is achieved through a combination of configuration settings applied on the Web Ul's
relevant Global Representation List components and workbench-specified GUI settings. These updates allow
users with varying privilege levels the ability to see only those contexts and workspaces relevant to them even
while working in the same Web Ul. This gives Data Stewards more flexibility in how they configure access for
their users, and provides a better user experience for users who see only what is pertinent to them.
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Additionally, admin users can also determine whether users, based on their privilege level, will have access to
the Workspace and Context settings found in the 'System Settings' options in the Web Ul's Global
Navigation Panel.

These restrictions will also be reflected in components throughout the Web Ul where users have a context or
workspace selection option, such as the Multi Context, Multi Language, and Multi Workspace Screens.

Previously, which workspaces and contexts were available for a user were restricted via the Global
Representation List components, but this provided a global restriction only, meaning the access settings were
applied to the Web Ul, but made no distinction between users or user groups.

For more information on Contexts and Workspaces, refer to the Contexts and Workspaces topics in System
Setup documentation.

Object type icons are updated for Web Ul

An updated set of object type icons are now available with this release. In the STEP Workbench, admin users
can select from a series of SVG icon images to assign to object types. The icons set there will also display in
the Web Ul. For more information on this change, refer to the 2023.3 (11.3) Upgrade Guide and the General
Enhancements and Changes release notes.

Accelerator for Retail with Instrument enhancements
Customers utilizing the Instrument UI” will benefit from a number of enhancements, including:
¢ PDX channels (more details in the Data Exchange Enhancements and Changes release note)
¢ Smartsheet import and export
¢ Updated object type icons
¢ Compare tab updates

e Toolbar changes

Refer to the Instrument Documentation that is included when Instrument is enabled on a system. It is located
on the Start Page under Resources.

"The Instrument Ul is in ramp-up status. It will initially be enabled only for specific early-adopter deployments.
To learn more about the ramp-up phase / status, refer to the License and Component Lifecycle in the System
Release and Patch Notes section of online help.
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Product MDM for Automotive
2023.3 (11.3) - 7.0.56 Release Notes

Release: September 2023

&1 ANNOUNCEMENT

B Fixed an issue with the AutoCare PIES Importer

Fixed an issue with the IIEP used by AutoCare PIES Importer, which was previously generating an
error indicating that the intended entity already existed within the system. Previously, there was an
issue with the IIEP used by the AutoCare PIES Importer. It would generate an error, indicating that the
intended entity already existed within the system. As part of this fix, we have also updated the way
AutoCare PIES imports are handled. Instead of directing them to a group node labeled 'SupplierGroup-
[id],' they will now be routed to a group node bearing an ID derived from the supplier's name. However,
in cases where the derived ID exceeds 40 characters, importer will automatically generate a numerical
value based on the supplier's name to form the ID.

Hotfix recipe compatible with STEP 11.1 MP6 + Automotive-7.0.52: to:hotfix/645/issue-
645504-HOTFIX-6766.spr.

& PATCH RECIPE

The Automotive add-on can be installed with the following recipe:

to:automotive/7.0/automotive-7.0.56.spr

The above recipe is compatible with the following STEP 2023.3 (11.3) baseline recipe:

to:step/platform/step-2023.3.spr

Important: Once an Automotive add-on is installed to a base STEP system, the base system cannot be
upgraded without upgrading the Automotive add-on at the same time. Additionally, when upgrading any
base STEP system that has any Automotive add-on installed, both install recipes must be prepared at the
same time.

For assistance in applying the patch to systems with extensions or additional add-on components, contact
Stibo Systems Technical Services. For on-premise systems, instructions for installing components can be
found in the SPOT Program topic in the System Administration Guide found in Downloadable Documentation.
For SaaS systems, contact your Stibo Systems account manager.
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Platform and Software Support Changes

This section lists current and future planned changes to platform and software support. The complete list of
platform and software support is available in the 2023.3 (11.3) Platform and Software Support section of the
System Release and Patch Notes documentation within online help.

The changes in platform and software support from version 11.2 (2023.2) to 2023.3 (11.3) are listed below.
Customer action may be required.

Current Updates

Support for the items listed below has ended:
» Adobe InDesign CC 2021

¢ Red Hat Enterprise Linux and Oracle Linux 7.9 are not supported for new customers. Existing customers,
refer to the Future Updates and End-of-Life Notifications section below.

STEP to PDX integration

The new integration approach to integrating STEP and PDX moves the responsibility of converting multi-
context STEPXML to PDX-native JSON from the STEP application to the PDX application. This change has
been done to improve the overall throughput of product records transferred from STEP to PDX.

Starting with this STEP 2023.3 release, ONLY the new STEPXML outbound integration will be supported, and
the old JSON outbound integration will no longer be supported.

Users of PDX, regardless of their STEP version, will be required to set up the new STEPXML
outbound integration and disable the old JSON outbound integration. Existing customers on the
JSON outbound integration must contact their Stibo Systems account manager or partner manager
to discuss migration to the STEPXML outbound integration approach.

New PDX Syndication customers should only use the STEPXML outbound integration.

For more information, refer to the Product Data Exchange topic in the Data Integration documentation.

Future Updates and End-of-Life Notifications

The support for the items below will end with the next feature release 2023.4 or as indicated.

Server and client support

* Red Hat Enterprise Linux and Oracle Linux 7.9 will be supported for existing customers until officially
desupported on June 30, 2024.

*« macOS 11 (Big Sur) support ends with the 2023.4 release.
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New on-premises deployment architecture

One of Stibo Systems' strategic focus is on delivering a superior SaaS service, which leads to changes in our
overall architecture to introduce more and more containerized microservices. These changes cannot be
deployed on-premises or in a private cloud without changes to the deployment architecture. To allow on-
premises customers to continue to upgrade STEP, starting with the 2024.2 release in mid-2024, these
customers need to change the way that Stibo Systems' software is deployed on-premises so it is aligned with
how Stibo Systems' deploys in SaaS. Upgrades to 2024.2 and subsequent releases will require a new
deployment architecture where the current application server architecture is replaced by a containerized
architecture—just as in SaaS. This in turn requires extra hardware due to an overhead in running the SaaS
architecture on-premises. Application operations like starting and stopping the application will be similar in
complexity to today—but different.

The database deployment architecture will be exactly the same, so database administration along with
backup / restore will remain the same. Any deployment of InDesign and Elasticsearch will also remain the
same. Only the application server architecture is changed. On-premises and private cloud customers will
receive more detailed documentation separately.

Baseline EOL

Support for these STEP versions ends as indicated below:
e Support for 10.1 ends on December 1, 2023.
e Support for 10.2 ends on May 1, 2024.
¢ Support for 2023.3 ends September 30, 2024.
e Support for 10.3 ends on November 1, 2024.

Customers should update as soon as possible to the latest release of Stibo Systems Enterprise Platform
(STEP). Contact your Stibo Systems account manager or partner manager, or the support department, if you
have questions and/or to receive help and guidance on how to update to a supported release.

Software errors reported for the versions shown above may be rejected after the listed effective dates.
Application support issues in progress for the releases being desupported will be closed on the desupport
date. Itis not possible to extend the support services for desupported versions.
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Miscellaneous Bugfixes

A number of bugfixes have been applied as part of this release. Separate notes are generated for each
maintenance patch. Refer to the entire set of 2023.3 (11.3) release and maintenance patch notes prior to
installing or upgrading.

B Fix for problems with Translation Status search (on In-Memory systems)

Customers were reporting issues with the Translation Status search option, specifically the translation
status for attributes and LOVs. The search returned wrong results and was broken. This has been fixed
and backported to STEP-10.3 and 11.0.

B Fix for ECLASS Advanced: Import encountered node data error after node children while
using business rules

Fixed the ECLASS Advanced Preprocessor to correctly create STEPXML files when a product
contains child products and values. This will prevent the error in the importer which occurs when it tries
to import the file using Inbound Integration Endpoint with processing business rules attached.

B Fix for Elasticsearch error with STEP 11.2-MP1

Now, a removed property (Elasticsearch.FeatureToggle.SupplierPrivileges) will not be mentioned in
the warning message about a missing supplier setup for Elasticsearch. There is also a hotfix available
for this solution that is applicable to saas-11.2 and elasticsearch-integration-7.0.29.

B Fix for / change to Dun & Bradstreet process

Introduced a possibility to disable deletion of unused DnB candidates to avoid optimistic locking during
the simultaneous DnB event processors execution. Contact Stibo Systems Support to enable this
functionality.

B Fix for data errors occurring during SaaS migration

Customers should note that when using the Cassandra database, do not delete the latest transition log
entry for a given workflow and node, even if it is older than the configured retention time.

B Fix for HAProxy not starting

The user was no longer present on the system. Now, the primary group of a user that started the
loadbalancer frontend will be used instead of the hardcoded user group when creating the stats socket
in HAProxy.

B Fix for when asynchronous translation to Lionbridge is not working after upgrading to
11.2-MP2

Added proxy support to the tus client. There is also a hotfix available for this solution that is applicable
to lionbridge-7.0.20 and saas-11.2.
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B Fix for PDX: attribute type is not setting as composite for the newly published reference
attribute

When products are sent from STEP to PDX, composite attributes for asset references were not sent to
PDX if the asset reference was dimension dependent. The references did not have a value in the
default context defined in the configuration of the Outbound Integration Endpoint delivery, and the
reference had a value in one of the other contexts exported by the Outbound Integration Endpoint. This
has been fixed.

Bl ISSUE-506586 - Fix for STEP InDesign plugin - after Database Update applied paragraph
style is not correct

Fixed a problem with the InDesign client plugin. Previously, after a Database Update was applied, the
paragraph style was lost when usinga STEPCOND tag.

B ISSUE-568480 - Fix for export current view not exporting 'Title Header' when using a
custom label

Now, it is possible to export a title header from the Web Ul Node List via the 'Export Current View'
toolbar action if the header has a customized label.

l ISSUE-580302 - Fix for Delete Reference showing in Web Ul for References Properties

Fixed a problem occurring when Delete Reference action was available for a user without the privilege
to delete the reference on a Web Ul Node Editor's References component.

l ISSUE-614734 - Fix for an error that occurred during updates to overridden products

When assigning an overridden product to a product override, STEP would reuse that relation if
applicable. However, if the past overridden-product relation has been approved and then deleted,
STEP would try to reuse the wrong past relation, which prevented assigning the overridden product,
and gave an internal error 'Cannot subtract: Main.' This has now been fixed so that reuse is not
implemented in cases where the relation cannot easily be found.

B ISSUE-615780 - Fix for when upgrade (11.0-MP4) makes the system behave incorrectly for
special character combinations

Introduced a possibility to disable tag escaping in Attribute Validated Parameters for Run Business
Action dialog. To use this possibility, contact Stibo Systems Support. There is also a hotfix available for
this solution that is applicable to saas-11.0 and 11.2, step-11.0-mp4 / mp5, and step-11.2-mp1 / mp2.

B ISSUE-619495 - Fix for a matching algorithm not creating a confirmed non-duplicate
reference after a clerical reject of products

Changes made for 11.0 and potential duplicate relation include: removed confirmed non-duplicates of
a workflow compatible node before processing by task updaters; and remove duplicates with existing
potential duplicate relation to avoid creating a PDR task without duplicates. There is also a hotfix
available for this solution that is applicable to saas-11.0 and step-11.0-mp4 / mp5.

© Stibo Systems - Internal - Release 2023.3 (11.3) - September 2023 47



|STIBOSYSTEMS

e MASTER DATA MANAGEMEMNT

B ISSUE-623750 - Fix for issues deleting old Primary Product Hierarchy (PPH) objects

Introduced a possibility to skip counting the children when purging the node from recycle bin in
workbench. To toggle this property, contact Stibo Systems Support. There is also a hotfix available for
this solution that is applicable to saas-11.2 and step-11.2-mp1/ mp2.

B ISSUE-624180 - Fix for when logs are full with SecurityFilter Token expired warnings

Changed a log level from "WARNING' to 'FINE' for "Token not present / expired' messages for an
invalidated workbench session being open in application server logs.

l ISSUE-626274 - Fix for when the proof view action is not working

Modified the code to send a dummy request between client and server to keep the connection alive
while InDesign Render is producing the proof or PDF. Also, added a timeout property setto 15
minutes. If no result is delivered in that time period, the requests are stopped. There is also a hotfix
available for this solution that is applicable to saas-10.3, as well as step-10.3-mp4 and 10.3-mp5.

l ISSUE-626629 - Fix for exception handling not executing correctly for an 11.1 system
upgrade

When GraphicsMagick failed to parse an image, it would throw a runtime exception that could not be
caughtin a business rule. The system will now throw an ImageParserException that can be caught.

l ISSUE-628610 - Fix for special tags in the Ul not showing as expected

Now, the tags formatting will be correctly displayed for the Web Ul Node Editor Attribute Value
component configured to display an LOV attribute with a checkbox or radio button override control
type. There is a hotfix available for this solution that is applicable to step-10.3-mp4 / mp5 and saas-
10.3.

Hl ISSUE-628801 - Fix for when multi-context exports multiple values for a reference

STEP exporter improvement for non-stepXML formats: inherited depth, context, and qualifiers are
considered on reference while applying mapping rules. There is also a hotfix available for this solution
that is applicable to saas-11.1 as well as step-11.1-mp3, step-11.1-mp4, step-11.1-mp5, and step-
11.1-mp6.

B ISSUE-630488 - Fix for when PIM is not able to save a new LOV value in an attribute

Fixed a problem when LOV values with lesser than / greater than tags were not displayed correctly on
the Web Ul Node Editor in an attribute value / value group component with the dropdown option. There
is also a hotfix available for this solution that is applicable to saas-11.1 and step-11.1-mp4 through
mp6.
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B ISSUE-632876 - Fix for when a user can not change an object type of an asset in STEP
quality and production system

There was an issue where the user could not change an object type of an asset in a customer's STEP

quality and production system. This has been fixed, and deletion of a staging workspace is allowed.

l ISSUE-633081 - Fix for missing thumbnails for proprietary assets and style guides

Now, the default thumbnail icons will be shown again under the thumbnail header for products /

classifications / entities on the Web Ul Node List.

B ISSUE-634073 - Fix for opening an attribute in the workbench leading to a stack trace

Attributes there were migrated to STEP 11.2 from an older STEP release could not be opened in the

workbench if they had a language + country dimension. This has now been fixed.

l ISSUE-635410 - Fix for NullPointerException when importing STEPXML with
MergedGoldenRecordComponent

Fixed a bug that prevented the null pointer from getting component model elements. There is also a
hotfix available for this solution that is applicable to saas-11.2 and step-11.2-mp1. The fix was also
included in step-11.2-mp2.

l ISSUE-636470 - Fix for when the submit button is greyed out after unchecking 'Lazy’
functionality on the 'Main Information' tab

Fixed a problem when a mandatory value group component hidden under the 'Grouping Option'
component caused the buttons of the Web Ul Node Editor screen to be grayed out if it did not have a
mandatory value populated.

B ISSUE-637723 - Fix for delete references tags not being exported by database exporter
The DeleteClassificationCrossReference tag will now be added in the exported STEPXML when using
the database exporter.

M ISSUE-637785 - Fix for when external users are not able to reset their password

Fixed a problem with the concurrent generation of JWT signing key on a clustered setup. There is also
a hotfix available for this solution that is applicable to saas-11.1/11.2, step-11.1-mp1 through mp6,
step-11.2, and step-11.2-mp1/ mp2.

B ISSUE-638892 - Fix for severe data error after database refresh

Attributes there were migrated to STEP 11.2 from an older STEP release could not be opened in the
workbench if they had a language + country dimension. This has now been fixed.
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B ISSUE-640822 - Fix for a PMDM upgrade paste issue in workbench

The copy paste functionality for multiple values was not working. This has been fixed. There is also a

hotfix available for this solution that is applicable to saas-11.1 and step-11.1-mp3 through mp6.

l ISSUE-640983 - Fix for all environments (V11) - issues with creating a specific product

Fixed the issue which caused the whole import to fail when the triggered business rule ran the next

workflow step, which ran another business rule, that failed and threw an exception.

B ISSUE-641017 - Fix for when the STEPXML LOV import skips ‘replace’ when XML contains
an empty value

You can now import LOV values that are empty for LOVs with value IDs. If the value is the only one
across all contexts, the LOV value will be fully deleted. If it has a value in other contexts, it will inherit it
from those or just not have a value. Or, if you import a LOV value that is empty and it does not already
exist, nothing will happen.

B ISSUE-641160 - Fix for local directory enumeration test findings
Fixed directory traversal vulnerability in Logo Widget component request to server, which was allowed
to traverse from the custom theme folder on a server.

l ISSUE-641363 - Fix for outbound integration endpoints post processor issue

Fixed a problem when OIEP post processors were not invoked when processing a split event batch
after receiving a delivery exception. There is also a hotfix available for this solution that is applicable to
saas-11.1 and step-11.1-mp4 through mp6.

l ISSUE-641616 - Fix for products added under classification not showing up sometimes

Fixed problem occurring when a selected item on a Tree Navigator on a Global Navigation Panel in
Web Ul did not have an expand indicator even though it does have the children underneath, after
performing a search on a Global Navigation Panel. There is also a hotfix available for this solution that
is applicable to saas-11.1, step-11.2-mp4 through mp6, and step-11.2-mp2.

l ISSUE-641906 - Fix for improved healthcheck safety
A stability fix was made for these two healthchecks: 'Duplicated History Entries' and 'Value missing
content.' There is also a hotfix available for this solution that is applicable to step-11.2-mp2.

B ISSUE-642268 - Fix for when image previews were not working after an upgrade to 11.2

Fixed a problem when assets with conversion info set as image conversion configuration were not
displayed on the Web Ul Node Editor's referenced asset representation component. There is also a
hotfix available for this solution that is applicable to step-11.2-mp2.
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B ISSUE-642721 - Fix for Classification Product Links showing column name when blank

Fixed a problem occurring when the Classification Product Links component on a Web Ul Node Editor
screen was showing the configured table headers, when it was set up as a ReadOnly and the selected
item did not have any Classification Product Links to be shown. Now it will show None, just like a
References Component with the same setup.

B ISSUE-642892 - Fix for exception when loading bulk update configuration

Fixed problem occurring when a saved Bulk Update Set Single Value configuration could not be
reused if it was targeting the node with the empty multi-value LOV with ID attribute, which has to be
updated in this configuration. There is also a hotfix available for this solution that is applicable to saas-
11.1 and step-11.1-mp3 through mp6.

B ISSUE-643069 - Fix for an unhandled exception when accessing completeness score with
max value

Fixed a problem when the completeness score component with a max score for subscores was not
loading on the Web Ul Node Editor in a non-English locale, causing an unexpected exception to
appear. There is also a hotfix available for this solution that is applicable to saas-11.2, step-11.2, and
step-11.2-mp1/ mp2.

B ISSUE-643098 - Fix for when an export product in the Web Ul is not working if the data
container is included in export configuration

When an export configuration contains mapping for nested objects, sorting rows will be skipped in the

XLS output. This will be consistent with export behavior when triggered from the workbench.

l ISSUE-643708 - Fix for when attribute is set mandatory with business condition, business

actions are disabled

Changed errors to warnings for missing mandatory attributes. Warnings work with enforce validity for:
Node Selector, Value Component, Globally Configured References, and Rich Text. Source of the
missing mandatory is irrelevant.

Bl ISSUE-645657 - Fix for SaaS Migration Hypercare: exported metadata are not in order

When exporting products with multiple product to classification links with metadata, the order of the

links and metadata was not consistent. This has been fixed.

B ISSUE-646214 - Fix for when no unique key is visible in the dropdown of the Advanced
Search option: 'Search from list'

A problem with the select type ID options dropdown coming up empty in Search From List in the Web
Ul Advanced Search has been fixed. There is also a hotfix available for this solution that is applicable
to saas-11.1 and step-11.1-mp2 through mp6.
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B ISSUE-646553 - Fix for a revision error

Fixed a problem when performing a 'Purge Action' in the workbench on a list of IDs with selected Setup
Configuration node type that caused an unexpected exception to appear in the corresponding BGP.
There is also a hotfix available for this solution that is applicable to saas-11.1 and saas-2023.3, as well
as step-11.1-mp4-6, and step-2023.3.

B ISSUE-646872 - Fix for SaaS - 'Swap User' not working work on IIEP

Fixed a problem where the Swap User functionality from the File Loading Widget in Web Ul did not
work for business rules called during the IIEP execution, which were retrieving the current user from
manager bind.

l ISSUE-648396 - Fix for Mapping config causes stacktrace

Fixed unexpected exception on the Mapping step in workbench Import Manager when trying to map a
column to the attribute with default unit.

l ISSUE-648500 - Fix for SaaS migration issue: business rule getting null pointer exception
Fixed a problem when LFSC Obits.legacy shadow copies could have been retrieved by
attributeGroup.getAttributes() invocation via a business rule with 'Run Privileged' checkbox enabled.

B ISSUE-649425 - Fix for when 'Hide Equal' was not working correctly on the Revision screen

of the Web Ul

Fixed a problem when 'Hide Equal’ action did not work on the Web Ul Multi Revision screen. There is
also a hotfix available for this solution that is applicable to saas-11.1 and saas-2023.3, as well as step-
11.1-mp4-6, step-11.2, and step-2023.3.

l ISSUE-649432 - Fix for parent reference being deleted when deleting inherited asset
reference from Multi Context Editor screen

Now, when deleting the inherited reference / classification to product link on a Web Ul Node List's
Reference Table Header, an error message will be shown: "The link/cross reference is inherited and
thus cannot be deleted.’

l ISSUE-650606 - Fix for when an inconsistent scroll bar appears inside a table

Fixed a problem when an unnecessary scrollbar was showing for long cell values on the Web Ul Node
List Table Display mode cells.
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