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1.2

Document purpose

This document describes the STEP performance assessment, analysis and recommendations for
[CLIENT].

The performance guidelines and recommendations are based on the facts and figures gathered and
analysis done by Stibo Systems for the configuration and implementation of a STEP system optimized for

performance.

All analysis and recommendations in this document apply to the [CLIENT] STEP PRODUCTION
environment.

Stibo Systems recommends [CLIENT] to take corrective actions based on the performance assessment
results from this document.

Standard performance assessment process

Normally, the standard performance assessment process is as follows:

1. The performance assessment process starts with an agreement between the client and Stibo
Systems to execute a performance assessment process.

2. Stibo Systems sends the template for identifying the main performance problems, non-functional
performance requirements and performance use cases to the client for the client to fill out. Please
use appendix D Template for main performance problems and non-functional requirements for
this purpose.

3. An online call of approximately 2 hours is scheduled to discuss the main performance problems,
non-functional performance requirements and performance use cases the client had filled out
with the goal to fully understand the performance problems and be able to reproduce these.

4. Stibo System uses the filled-out template to reproduce the performance problems offsite and
performs the performance analysis based on this document. This initial performance analysis
offsite takes about 3 days.

5. Stibo Systems has an onsite visit with client for 2 days to

o Present the initial performance analysis done by Stibo Systems offsite

o Determine the most important recommendations with client

o Implement the most important recommendations with the client as far as feasible
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o Execute the defined performance use cases again and discuss possible performance
improvements with the client

o Determine next steps with the client

6. Stibo System finalizes the performance assessment by finalizing the execution of the
performance use cases and writing the conclusions this document. The finalization takes about 1
day.

7. Stibo System hands over the document to the client in an online call of about 2 hours.
It takes about a month in throughput time at minimum to finalize the standard performance assessment

process from performance requirement and use case definition to delivery of the performance findings
and recommendations.

1.3 Causes of bad performance

A perceived bad performance of the STEP system is very seldom the result of one single cause. Usually
a wide range of improvements in a variety of areas will together result in an improved performance of the
STEP system.

Therefore, it's impossible to predict which single performance recommendation will result in a certain
improvement percentage of performance of the STEP system.

1.4 How to read and use this document

This document is used during the performance assessment and handed over to [CLIENT] after
finalization. The performance assessment document includes the following sections:

e Summary of most important performance related findings and recommendations for the client
¢ Non-functional requirements and performance use cases of the client
o Performance assessment with performance related findings and recommendations for the client
e Appendices with analysis methodologies and recommendations in general (non-client specific)
14.1 Summary of most important performance related findings and recommendations for the client
The document starts with a summary of the most important issues and recommendations, which are the

issues and recommendations with expected relative high positive impact on performance and / or
expected relative low effort on executing.
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1.4.2 Non-functional requirements and performance use cases of the client

If available, the non-functional requirements and performance use cases are listed. The use cases
describe the reproduceable situation where perceive bad performance occurs.

Normally, the use cases are executed at the start of the assessment and the response times are logged
before any performance improvement recommendations are implemented (initial). The same use cases
are executed again after the assessment and after the performance improvement recommendations are
implemented (final). The results of the performance improvements are visible when comparing both initial
and final use cases.
1.4.3 Performance assessment with performance related findings and recommendations for the client

The performance assessment tasks to execute are stated in the following chapters

e Chapter 4: overall STEP health check

e Chapter 5: from a technical environment / infrastructure viewpoint

e Chapter 6: from a functional viewpoint.

The performance assessment tasks, and corresponding analysis and recommendations are condensed
into a table. Every line in the table is a performance assessment task. The tables are structured as
follows:

e Task: Short description of the performance assessment task to be executed.

¢ How to reference: Reference to the detailed description of the task in the appendices A and B.
Here the performance assessment task is described in detail, together with the reasoning why it
may impact performance, how to execute the task, what’'s normal or what it should be, and which
corrective actions can be taken to improve the performance.

e Baseline: Short description of what is normal / standard.

e Analysis: Short description of the result of the executed task (outcome of the analysis).
Optionally, references to the detailed descriptions of the analysis can be added in appendix C.

¢ Recommendation: Short description of the recommendation in case the outcome of executed
task doesn’t meet the baseline (corrective action).

e Urgency: An indication whether the corrective action (recommendation) will have a significant
performance improvement or a less significant performance improvement.

Here’s an example of a performance assessment task as stated in the table.

Task How to Baseline Analysis Recommendation Urgency
reference

© Stibo Systems STEP Performance Assessment 12/174
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Check
client
computer
CPU

A.2.1 Client
computer

The CPU of the client
computers should not
reach 100% when
working with STEP
Workbench and / or
WebUI

Not STEP related.
Setup computers
according to the
Infrastructure
Recommendation
document.

The client specific performance findings and recommendation details are described below the table in
each paragraph.

Appendices with analysis methodologies and recommendations in general (non-client specific)

The remaining part of the document includes appendices describing the details of the analysis
methodologies and recommendation in general.

The appendices are general (non-client specific) and give the insights and background on how to analyze
the STEP system and what the good practices are in in general. The examples in the appendices are
therefore generic and non-client specific as well.

Document versions

Version Date Author Comment
Document distribution
Version Date Send to
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Summary

[SUMMARY TO BE FILLED OUT AFTER THE PERFORMANCE ASSESSMENT]
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3 Non-functional requirements
This chapter describes the non-functional requirements, based on the top most important use cases, and performance testing which has
or has not been executed. It also provides an overview of the number of objects and attributes in the STEP environment.
3.1 Non-functional requirements
This paragraph provides an overview of the non-functional requirements regarding performance. The non-functional requirements should
indicate what is expected by the client from a STEP performance perspective. The non-functional requirements should have been
defined and agreed upon in an earlier stage.
The performance related non-functional requirements are listed in the table below.
Nbr. Non-functional requirement Date Agreed by
NFR1
NFR2
NFR3
For more information and examples, please refer to appendix D Template for main performance problems and non-functional
requirements
3.2 Use cases

This paragraph provides an overview of the reproduceable use cases which show whether the non-functional requirements are met or
not.

The most important use cases are described which are reproduceable and proof a performance degrade.
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Each use case is related to a non-functional requirement.

Each use case is executed before any performance improvement recommendation is executed (as-is situation). After the performance
recommendations are executed, each use case is executed again to proof a performance improvement.

For more information and examples, please refer to appendix D Template for main performance problems and non-functional
requirements

Use case 1

Non-functional requirement: ....

Description use case: ....

Environment: ....

Initial execution

Execution of the use case before performance improvement recommendations are processed.

Date and time of execution: ....

Nbr. Task executed to reproduce Expected | Actual Pass / Fail | Remarks
response | response
time time

US.1.1

US.1.2

US.1.3
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Final execution

Execution of the use case after performance improvement recommendations are processed.

Date and time of execution: ....

Nbr. Task executed to reproduce Expected | Actual Pass / Fail | Remarks
response | response
time time
US.1.1
US.1.2
US.1.3
Use case 2

Non-functional requirement: ....

Description use case: ....

Environment: ....

Initial execution

Execution of the use case before performance improvement recommendations are processed.

Date and time of execution: ....

Nbr. Task executed to reproduce Expected | Actual Pass / Fail | Remarks
response | response
time time

us.2.1

Us.2.2

© Stibo Systems STEP Performance Assessment 17/174
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[US.2.3 | | |

Final execution

Execution of the use case after performance improvement recommendations are processed.

Date and time of execution: ....

Nbr. Task Executed to Reproduce Expected | Actual Pass / Fail | Remarks
Response | Response
Time Time
us.2.1
us.2.2
uUs.2.3
Use case 3
Non-functional requirement: ....
Description use case: ....
Environment: ....
Initial execution
Execution of the use case before performance improvement recommendations are processed.
Date and time of execution: ....
Nbr. Task Executed to Reproduce Expected | Actual Pass / Fail | Remarks
Response | Response
Time Time
© Stibo Systems STEP Performance Assessment 18/174
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US.3.1

US.3.2

US.3.3

3.2.3.2 Final execution

3.3

Execution of the use case after performance improvement recommendations are processed.

Date and time of execution: ....

Nbr. Task Executed to Reproduce Expected | Actual Pass / Fail | Remarks
Response | Response
Time Time

us.3.1

Us.3.2

Us.3.3

Performance testing

This paragraph describes if performance testing has been executed and whether or not the performance testing results indicated a
performance degrade.

The most important information about the performance tests are listed in the table below.

Nbr.

Performance test

Date execution

Results and issues found

PT1

PT2

PT3

For more information and examples, please refer to appendix D Template for main performance problems and non-functional
requirements

© Stibo Systems

STEP Performance Assessment

19/174




3.4

34.1

3.4.2

3.4.3

Volume

SfiboSystems

This paragraph provides an overview of the number of objects in STEP. Please refer to appendix B.1.6 Global count of objects and
attributes to see how these statistics can be gathered.

Products

Overview of number of product objects.

Product object

Environment

Date of count

Count

Products

Entities

Overview of number of entity objects.

Entity object

Environment

Date of count

Count

Entities

Assets and attributes

Overview of total number of assets and attributes.

Type

Environment

Date of count

Count

Assets

Attributes
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Health Check

There’s an option in the Admin Portal of STEP version 8.1 and higher to check the health of the STEP system. Before any other analysis
are done and recommendations are followed up, it's recommended to run the STEP health checks one by one. The methods to gather
the performance data from the STEP Health Check are described in appendix C Analysis methodologies and recommendations via
STEP Health Check.

After the initial health checks are executed, the issues identified should be exported to a CSV file and embedded in this document in
appendix C Analysis methodologies and recommendations via STEP Health Check.

Since some of the issues found may not be related to performance, and because some of the issues found may be resolved after
following up the recommendations stated in this document, the embedded CSV file with the issues found serve the purpose of bringing
them to light.

After the recommendations stated in this document are followed up, a final STEP Health Check should be executed by running the health
checks once again. After these final health checks are executed, the issues identified are be exported again to a CSV file and embedded
as a second health check file in this document in appendix C Analysis methodologies and recommendations via STEP Health Check.

Task Reference Environment Date Issues found
Initial STEP C Analysis methodologies .
Health Check and recommendations via °
STEP Health Check .
Initial STEP C Analysis methodologies .
Health Check and recommendations via °
STEP Health Check .
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5 Technical environment viewpoint
When STEP users suffer poor performance, especially in operation on STEP production, it's necessary to check the performance of
STEP from a technical infrastructure viewpoint, which includes the client computers, internet connection and the STEP servers and the
STEP server network.
The methods to gather the performance data from a technical infrastructure viewpoint, as well as the detailed description of the
recommendations with examples are described in appendix A - Analysis methodologies and recommendations from technical viewpoint.
51 Client environment

The client workstations are analyzed together with the internet connection of the client computers and connection between client
computers and the STEP application server.

It's the responsibility of the client to make sure the client computers and internet connections are well performing.

Task Reference Baseline Analysis Recommendation Urgency
Check client | A.2.1 Client The CPU of the client computers Setup computers
computer computer should not reach 100% when according to the
CPU working with STEP Workbench Infrastructure
and / or WebUI Recommendation
document.
Check client | A.2.1 Client The memory of the client Setup computers
computer computer computers should not reach 100% according to the
memory when working with STEP Infrastructure
Workbench and / or WebUI Recommendation
document.
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environments and 10 GB in
enterprise environments

Check client | A.2.2 Client The internet browser of the client Update the existing
internet internet computers should respond swiftly internet browser,
browser browser in a normal way disable browser plug-
response ins, or install another
browser.

Check client | A.2.2 Client The browser and browser version Use browsers according
internet internet should meet the STEP to the Infrastructure
browser browser infrastructure recommendation Recommendation
compatibility document, usually all browsers document.

are supported apart from Internet

Explorer versions below 9.
Check client | A.2.3 Client The difference in ping response Switch to wired network
internet internet times between a random website when wi-fi is used.
connection connection and the STEP application server
speed via should not differ much, and below
ping test 200 milliseconds
Check client | A.2.3 Client The internet connection should be If response times are
internet internet below 200 milliseconds below 200 milliseconds
connection connection and wi-fi is used, then
speed via switch to wired network
Workbench
Check A.2.3 Client The internet connection should If internet connection is
internet internet meet the STEP infrastructure slow and wi-fi is used,
connection connection recommendation document, then switch to wired
setup usually 1 GB to servers in normal network
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The STEP server environments are analyzed via basic analysis on the STEP application server as well as the STEP database server.

The STEP server environments should be setup according to the delivered STEP Infrastructure Recommendation document. If the STEP
Infrastructure Recommendation document is outdated, then it should be updated and the STEP servers should be setup accordingly. The
STEP server configurations should be according to the recommendations.

For deeper system and infrastructure analysis, recommendations and execution, it's highly recommended to involve a Stibo Systems
System Architect (Infrastructure Architect) together with the System Architect of the client.

configurations

properties file hasn’t been
changed without consulting Stibo

properties file are
according to Stibo

Task Reference Baseline Analysis Recommendation Urgency
Check STEP A.1 STEP The STEP servers are setup Setup STEP servers
Infrastructure infrastructure according to infrastructure according to
Recommendation | recommendation recommendation document infrastructure
document document recommendation
document
Update STEP A.1 STEP In case the STEP load is Update STEP
Infrastructure infrastructure significantly increased, then infrastructure
Recommendation | recommendation update STEP infrastructure recommendation
document document recommendation document document and Setup
STEP servers
accordingly
Check STEP A.3.1 STEP server The STEP server configurations Configurations in
server configuration file in the shared configuration shared configuration

Systems Systems
recommendations
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Check STEP
server
virtualization

A.3.2 STEP server
virtualization

The STEP production
environment should not be
virtualized without consulting
Stibo Systems

No virtualization of
STEP production
environment without
consulting Stibo
Systems

Check STEP A.3.2 STEP server In case the STEP production Virtualization of

server virtualization environment is virtualized, then it STEP production

virtualization should be virtualized according to environment

setup virtualization recommendations according to the
provided
documentation

Check STEP A.3.3 STEP folders | The STEP environment should No usage of shared

folders in shared
locations

as shared locations

not use shared folders on other
servers

folders without
consulting Stibo
Systems

Check STEP
folders in shared
locations latency

A.3.3 STEP folders
as shared locations

In case the STEP environment
uses shared folders on other
servers, then the latency should
meet the recommendations
described in infrastructure
recommendation document

Consult Stibo
Systems to setup
shared folders with
optimal latency

Check CPU and
Memory load on
STEP servers

A.3.4 STEP server
load

The STEP servers should have
normal CPU and Memory load,
otherwise this should be
analyzed further by Stibo
Systems and probably the heap
size should be increased

Consult Stibo
Systems to normalize
CPU and Memory
load

Check CPU and
Memory load on
STEP servers
are well balanced

A.3.4 STEP server
load

The STEP servers should have
balanced CPU and Memory
loads, otherwise this should be
analyzed further by Stibo
Systems and probably the load

Consult Stibo
Systems to balance
CPU and Memory
load in cluster
environment
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balanced configuration should be
reconsidered

Check STEP
server network
latency

A.3.5 STEP server
network latency

The network latency of the STEP
server environment should be
stable and about 0.2 milliseconds

Consult Stibo
Systems to optimize
the STEP server
environment network
latency

Check STEP
database redo

log

A.3.6 STEP
database server
redo log

The STEP database should
perform a redo log switch of
about 50 times per day (every 30
minutes)

Consult Stibo
Systems to minimize
the number of redo
log switches

Check STEP
database alert

log

A.3.7 STEP
database server
alert log

The STEP database alert log
should be analyzed on errors
such as TEMP tablespace errors
and deadlock errors

Consult Stibo
Systems to analyze
the STEP database
alert log further

Set STEP logfile
detail properly

A.3.8 STEP server
logfile settings

Set the logfile details on the
STEP environment according to

Set the logfile detail
level on STEP

display execution plans for SQL

Parameter should be

recommendations production to only log

severe problems
Check STEP A.3.9 STEP The STEP server components Differences in STEP High
server components should be the same in every baseline components
components STEP environment (DTAP) on the separate

environments (DTAP)

can lead to

differences in

behavior
Check STEP A.3.9 STEP No unnecessary STEP server Unnecessary High
server components components should remain after components can lead
components system upgrade to strange server

behavior
Oracle Adaptive | A.3.10 Oracle This will show up as Oracle using Known issue also at High
Plans Adaptive Features “adaptive plans”, when you Oracle (known bug).
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gueries. Oracle chooses to use
an “directive”, which for some
gueries means a very bad
execution plan, and response
times goes from milliseconds to
seconds.

set to FALSE in
Oracle version
12.1.0.2.

on the STEP system and may
case performance issues

protection level of the
DataGuard is lowered
and performance

results are measured

Oracle data A.3.11 Oracle After upgrade the Oracle data Collect a complete High
statistics Statistics statistics should be renewed for new set of statistics
STEP for all indices / tables
in STEPSYS schema
Oracle A.3.12 Oracle Running with DataGuard Recommended is to High
DataGuard DataGuard however introduces an overhead run tests where the
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The STEP server environments are analyzed via basic analysis on the STEP application server as well as the STEP database server.

The STEP server environments should be setup according to the delivered STEP Infrastructure Recommendation document. If the STEP
Infrastructure Recommendation document is outdated, then it should be updated and the STEP servers should be setup accordingly. The
STEP server configurations should be according to the recommendations.

For deeper system and infrastructure analysis, recommendations and execution, it's highly recommended to involve a Stibo Systems

System Architect (Infrastructure Architect) together with the System Architect of the client.

and size of
import files

unnecessary import
files

unnecessary files should not
exceed the hundreds of
thousands and the files sizes
should be less than gigabytes.

and cleanup import
files (see next)

Task Reference Baseline Analysis Recommendation Urgency
Check STEP A.4.1 STEP All the STEP application servers Cleanup files on

application server | application server have enough disk space left STEP application

disk space disk space servers (see next)

Check number A.4.2 Clean up The number of other Check the root cause

Check root cause
of too many
and/or too big
import files

A.4.2 Clean up
unnecessary import
files

Most common reasons for too

many import files are

- lIEP is configured to keep
import files are import

- lIEP suffers from failed or
completed with errors import
processes

- lIEP suffers from non-
standard directory structure

Fix root cause of too
many import files on
STEP application
servers
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Cleanup too
many and/or too

A.4.2 Clean up

unnecessary import

The number of other
unnecessary files should not

Remove import files
from file system (in

many and/or too
big other files

other unnecessary
files

unnecessary files should not
exceed the hundreds of
thousands and the files sizes
should be less than gigabytes.

big import files files exceed the hundreds of case lIEP is
thousands and the files sizes configured to keep
should be less than gigabytes. import files) or
remove background
processes.
Cleanup too A.4.3 Clean up The number of other Find and remove

other unnecessary
files from file system

Check number of | A.4.4 Clean up The number of background Check the root cause
background background processes should not exceed and configure auto-
processes processes the hundreds of thousands. delete of background
processes (see next)
Check root cause | A.4.4 Clean up Most common reasons for too Fix the root cause
and configure background many background processes is why many
auto-delete of processes - Many failed or completed background
background with errors background processes fail and set
processes processes the auto-delete
- Wrong configuration of auto- configuration properly
delete of background
processes
Cleanup too A.4.4 Clean up The number of background Remove background
many background processes should not exceed processes from
background processes the hundreds of thousands. STEP database and
processes file system
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6 Functional viewpoint
When STEP users suffer poor performance, especially in operation on STEP production, it's necessary to check the performance of
STEP from a functional viewpoint which includes the setup and configuration of the STEP application.
The methods to gather the performance data from a client’s technical environment viewpoint are described in appendix B - Analysis
methodologies and recommendations from a functional viewpoint.

6.1 Base configurations

The base setup of the STEP contexts and dimensions, product and entity data model, assets and classifications are designed based on
business requirements. Nevertheless, the base setup should be designed based on performance as well since a complex base setup can
have a negative impact on the performance in general.

An analysis of the base setup is therefore worthwhile, however changes on the base setup to improve performance does sometimes
have a huge impact. For example, changing the data model might have impact on attributes, references, assets, but also on business
rules, workflows, WebUI configurations, exports and imports. It's therefore highly recommended to always weight the pros and cons
before changing the base setup.

Task Reference Baseline Analysis Recommendation Urgency
Check need of | B.1.1 Use as little as dimensions as Use as little as
dimensions Dimensions possible (max. two, e.g. dimensions as possible
and contexts language and country) (max. two, e.g.
language and country)
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Check
dimension
dependencies

B.1.1
Dimensions
and contexts

Only configure dimension
dependency when required

Only configure
dimension dependency
when required

Check data B.1.2 Data Design for simplicity Keep the data model as

model model simple and meaningful
as possible

Check data B.1.2 Data Consciously use Manually Sorted Avoid using Manually

model model Sorted when not
required

Check asset B.1.3 Assets The asset storage methodology Make a conscious

storage doesn’t have impact on decision on storing

method performance as such assets on file system or
in the database

Check B.1.3 Assets Only use dimension dependency Make a conscious

dimension for assets when required decision on asset

dependency of dimension dependency

assets

Check asset B.1.3 Assets Only use asset transformations Make a conscious

transformations when required decision on asset

at import and transformations

export

Check for B.1.4 Avoid hierarchies with many Use a more granular

hierarchies Classifications | children hierarchy structure

with many

children
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Check usage B.1.5 Be careful with navigation via Consider avoiding the
of references References references in business rules to usage of these
resolve values, resolving references as much as
calculated attributes or resolving possible
references during export
6.2 Attribute and attribute configurations

There are attribute and attribute group configuration which might have influence on the STEP performance.

Task Reference Baseline Analysis Recommendation Urgency
Configuration | B.2.1 Disable Displaying many attribute values, Disable display of

of the display | the display of especially of calculated attributes, attribute groups where
of attribute attribute may have impact on performance possible

groups groups

Configuration | B.2.2 Disable Processing manually sorted Disable manually

of manually manually attributes may have impact on sorting of attributes
sorting of sorted performance when used where possible
attributes extensively

Configuration | B.2.3 Disable When an attribute is made as Full Disable Full Text

of full text full text Text Indexable, there are some Indexing of attributes
indexing of indexing where | chances of having performance where possible
attributes possible issues.
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Check for B.2.4 Disable Only use dimension dependency Make a conscious
need of dimension for attributes when required decision on attribute
dimension dependency dimension dependency
dependency | where possible
of attributes
Check for B.2.5 Avoid Avoid usage of LOVs with Consider splitting up
LOVs with using large thousands of values, also from a large LOVs or consider
too many lists of values usability perspective using another attribute
values value type
Check for B.2.6 Avoid Avoid usage of calculated Consider evaluating the
calculated using attributes in cross-contexts necessity for the
attributes in calculated exports. calculated attribute in
Cross- attributes the cross-context
contexts export, or consider
exports using "copy fields"
Check the B.2.6 Avoid Be careful with calculated Consider using
locality of using attributes that navigate to other business actions
calculated calculated objects via references and / or instead
attributes attributes hierarchy links, especially which
go across many children

Check B.2.6 Avoid Avoid the usage of calculated Consider using more
whether the using attributes which depend on other efficient business
calculated calculated calculated attributes actions to come to the
attributes attributes same result
depend on
other
calculated
attributes
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Optimistic locking

STEP runs with optimistic locking policy. Optimistic locking errors may be caused by long transactions of e.g. imports, exports, asset
push, business rules. The longer a transaction, the higher the probability of introducing an optimistic locking failure when running long
transactions simultaneously.

STEP will put the transaction on hold when optimistic locking occurs, and will try to process the transaction again after some time.
Optimistic locking errors therefore degrade the performance of imports, exports, asset push, business rules, etc. and degrade the
performance of the STEP system.

Task Reference Baseline Analysis Recommendation Urgency
Check B.3 Optimistic | Optimistic locking failures due to Optimize long
optimistic locking long transactions degrade transactions by
locking performance optimizing the business
rules and functions
Check B.3 Optimistic | Optimistic locking failures due to Avoid optimistic locking
optimistic locking long transactions degrade failures by the
locking performance Reference Target Lock
Policy to Relaxed

Data profiling

Use data profiling only when required. If used, then optimize the memory usage for data profiling.

[ Task | Reference | Baseline | Analysis | Recommendation | Urgency |
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Configuration | B.4 Data When large categories are Disable data profiling
of data profiling profiled, the system uses a lot of where possible
profiling memory.
Optimize B.4 Data When large categories are Optimize memory usage
memory profiling profiled, the system uses a lot of for data profiling
usage when memory
using data
profiling
6.5 WebUI configurations

The WebUI Designer is flexible and can configure a WebUI in many ways. However, not all configurations perform equally well.

Therefore, it is important to consider performance when configuring a WebUI.

© Stibo Systems

Task Reference Baseline Analysis Recommendation Urgency
Multiple B.5.1 Use A rule of thumb is to avoid Split up the WebUl into
WebUIs multiple WebUIs with more than 25k XML multiple WebUIs, each
WebUIs lines. with their own specific
purpose
Small B.5.2 Use A rule of thumb is to avoid using Configure attribute
dedicated small attribute groups with more than groups specifically for
WebUI dedicated 100 attributes in WebUI screens. WebUI display
screens WebUI
screens
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Images in B.5.3 Avoid A rule of thumb is not to use Reconsider using
multi-select using images thumbnails in multi-select screens thumbnails in multi-
screens in multi-select | with many items. select screens with

WebUI many items

screens
Lazy loading | B.5.4 Use Lazy | With lazy loading, components Activate lazy loading for
of WebUI Loading for will be 'lazy loaded’ from STEP each tab page
screens WebUI and rendered only when needed

screens
Type-ahead | B.5.5 Use Use type-ahead for LOVs with Configure the type-
for large Type Ahead many values in WebUI ahead options to make
LOVs in for LOVs in large LOVs typed-
WebUI WebUI ahead

screens
Configuration | B.5.6 Configure refresh interval of Set the refresh interval
of Status Configure status selectors to 60 seconds or on 60 seconds (default)
Selectors in Status more or more
WebUI Selectors in

WebUI

correctly
Configuration | B.5.6 Rule of thumb is not to include Keep the number of
of Status Configure more than 25 status selectors on status selectors to a
Selectors in Status one WebUI screen minimum (less than 25).
WebUI Selectors in

WebUI

correctly
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The flexibility of business rules comes a high level of responsibility. The system load of the business rule execution may have effect on

the performance of STEP. If there’re a lot of business rules running and if the business rules are complex, then this will degrade

performance simply because STEP is very busy processing these business rules.

transactions
small

performance

developed full control of
even the worst-case
scenario.

Task Reference Baseline Analysis Recommendation Urgency
Check B.6.2 Do not Wrong usage of business Do not use business
business update data via conditions versus business conditions to
conditions business actions may impact manipulate data or
usage conditions performance. implement side effects
in a business condition.
Keep B.6.3 Keep Long business rule translations Business rule
business business rule may lead to optimistic locking transactions must be
action transactions small | failures and degrade of kept small and be

Keep
business
action
transactions
small

B.6.3 Keep
business rule
transactions small

Long business rule translations
may lead to optimistic locking
failures and degrade of
performance

Traversal of a
substantial percentage
of the complete data
range should be
avoided, and changes
to data must be kept
local (to the nearest
surrounding of your
main data object).
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performance

Keep B.6.3 Keep Long business rule translations Consider setting
business business rule may lead to optimistic locking Reference Target
action transactions small | failures and degrade of Lock Policyto
transactions performance Relaxed if the
small business rule
transactions cannot be
simplified and optimistic
locking failures still
frequently occur
Avoid large B.6.4 Avoid large | As arule of thumb, it takes Keep business rule
business business rule about 500 milliseconds to libraries small, or
rule libraries | libraries compile about 8,500 lines of consider making the
code at each business rule library functions local to
execution the business rule itself
Avoid B.6.5 Avoid Infinitive loops will lead to severe Avoid infinitive loops in
infinitive infinitive loops degrade of the performance business rules
loops
Apply B.6.6 Apply Incorrect exception handling has Use correct exception
exception exception a negative effect on the handling where
handling handling performance of the business rule exceptions are re-
properly thrown in the “try-catch”
used in business rules
Set business | B.6.7 Set Logging many business rule Configure the business
logging business rule details unnecessary may have a rules logging settings in
logging negative impact on the the configuration file
performance
Set business | B.6.7 Set Logging many business rule Set a logging debug
logging business rule details unnecessary may have a flag in the business
logging negative impact on the rules code itself
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Avoid get B.6.8 Avoid the Fetching a huge number of Do not use business

children on function children may cause memory rules to fetch data of

many nodes | GetChildren with problems more than 10.000
many nodes children

Avoid get B.6.8 Avoid the Fetching a huge number of If required to fetch

children on function children may cause memory selections with more

many nodes | GetChildren with problems than 10.000 children,
many nodes then do not use

“getChildren” but use
“queryChildren”

Use arrays B.6.9 Use arrays Fetching the same data again Fetch the data once
instead of instead of multiple | and again is not efficient and from the database and
multiple read | read calls leads to performance loss use arrays instead of
calls fetching the same data

again and again from
the database

Consider B.6.10 Consider Some of the code in JavaScript Consider moving the
using using an (business rules) might run faster logic to extensions as
extensions extension in Java (extensions). last resort

as last resort

Imports

Bulk data imports into STEP may can vary from very fast to slow, highly depending on the expectations and on following up the good
practices for imports described in this paragraph. A clean, simple, optimized import without any processing may perform about a hundred
records per second, whereas a cluttered, complex import with complex processing may perform one record per second or even slower.

If the STEP system suffers from perceived bad performance during import, then these recommendations should be followed up.
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Please be aware that optimizing the import performance, may have an adversely affect the performance of the system as a whole.

Task

Reference

Baseline

Analysis

Recommendation

Urgency

Import errors

B.7.1 Avoid
import errors

Import errors heavily influence
import performance negatively

Analyze and fix any import
errors

over multiple
import files

potential dramatically increase
revision history

Missing B.7.2 Import Missing reference targets in Make sure the import file
targets in file - Avoid import files trigger a second doesn’t contain missing
import files missing targets | import pass targets
Forward B.7.3 Import Forward declarations of Make sure the import file
declarations file - Avoid reference targets in import files doesn’t contain forward
in import file forward trigger a second import pass declarations
declarations
Multiple B.7.4 Import Updating same object multiple Structure the import files
updates of file - Avoid times in one import file degrades by modified nodes, and
same object multiple performance not by attribute
in import file updates of
same object in
one import file
Updates of B.7.5 Import Updating same node in multiple Update the same node
same node in | file - Avoid import files will cause duplicate with all relevant
multiple updates of execution of business rules, information in one file,
import files same object approvals and cache load and rather than splitting it over

multiple files or imports

© Stibo Systems

STEP Performance Assessment

40/174




SfiboSystems

Terms List for

B.7.6 Import

Use Terms Lists for price data

Use Terms Lists for price

necessity on
import

- hecessity

price

prices on file - Use Term data
import Lists for price
data
Business B.7.7 Business | Any business rule processing on Consider if it's necessary
rules rules on import | imports will have a performance to have all or even any

actions immediately on
import

slower than expected due to the
lock waits required to update
reference targets.

Optimistic B.7.8 Business | Optimistic locking failure will Avoid business actions
locking due to | rules on import | cause performance degrades. that execute on tree
business - avoid Even in the absence of actual structures or commonly
rules on optimistic locking errors in the logs, you referenced objects may
import locking may find that performance is cause optimistic locking
slower than expected due to the failures
lock waits required to update
reference targets.
Optimistic B.7.8 Business | Optimistic locking failure will Business action that
locking due to | rules on import | cause performance degrades. triggers an approval inside
business - avoid Even in the absence of actual of a try/catch block where
rules on optimistic locking errors in the logs, you the approval condition
import locking may find that performance is failure is caught and the
slower than expected due to the original exception is not
lock waits required to update re-thrown may cause
reference targets. optimistic locking failures
Optimistic B.7.8 Business | Optimistic locking failure will Any business action that
locking due to | rules on import | cause performance degrades. throws an exception with
business - avoid Even in the absence of actual the actual word
rules on optimistic locking errors in the logs, you “exception” in the error
import locking may find that performance is message will cause the

importer to believe that an
optimistic lock occurred,
resulting in retries and
eventual failure

© Stibo Systems

STEP Performance Assessment

41/174




SfiboSystems

as part of import process

Business B.7.9 Business | Ensure any business rules Avoid complex business
rules rules on import | running on import has rule JavaScript logic being
performance - design for acceptable performance executed on the import
on import performance
Business B.7.9 Business | Ensure any business rules Avoid business rules that
rules rules on import | running on import has read or update objects
performance - design for acceptable performance other than the one being
on import performance imported
Business B.7.9 Business | Ensure any business rules Avoid business conditions
rules rules on import | running on import has allowing for a logical
performance - design for acceptable performance exception or lock
on import performance contention
Business B.7.9 Business | Ensure any business rules Avoid duplicate
rules rules on import | running on import has executions of logic
performance - design for acceptable performance
on import performance
Workflow B.7.10 Design | Workflow initiation or a state Consider business rules
initiations on workflow transition triggered by an import trigger on workflow
import initiations on results in execution of business transitions
import for rules configured on exit of an
performance existing state, transition between
as part of import process
Workflow B.7.10 Design | Workflow initiation or a state Consider if these business
initiations on workflow transition triggered by an import rules initiate more
import initiations on results in execution of business workflows or auto submit
import for rules configured on exit of an to other states and avoid
performance existing state, transition between cascade executions of

business rule logic
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OIEPs on
import

event-driven
exports for
performance

Integration End Points listening
on attribute groups may can
lead to performance degradation

Workflow B.7.10 Design | Workflow initiation or a state Avoid workflow business

initiations on workflow transition triggered by an import rule conditions to fail

import initiations on results in execution of business which results in the
import for rules configured on exit of an current transaction to be
performance existing state, transition between rolled back

as part of import process

Approvals on | B.7.11 Design | Approvals on import may trigger Consider if approvals are

import approvals on additional business rules and necessary at import
import for exports which may degrade
performance performance

Approvals on | B.7.11 Design | Approvals on import may trigger Consider which approval

import approvals on additional business rules and conditions and actions
import for exports which may degrade need to be executed
performance performance

Approvals on | B.7.11 Design | Approvals on import may trigger Try to ensure that

import approvals on additional business rules and endpoints are importing
import for exports which may degrade externally-maintained data
performance performance

Triggering of | B.7.12 Design | Large number of Outbound Consider which approval

events are queued on
Outbound Integration End
Points

Triggering of
OIEPs on
import

B.7.12 Design
event-driven
exports for
performance

Large number of Outbound
Integration End Points listening
on attribute groups may can
lead to performance degradation

Consider which event filter
/ generator rules will be
triggered

Triggering of
OIEPs on
import

B.7.12 Design
event-driven
exports for
performance

Large number of Outbound
Integration End Points listening
on attribute groups may can
lead to performance degradation

Ensure that the Outbound
Integration End Points
listen to as specific and
few attributes as possible.
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Import B.7.13 Avoid When importing, all privileges Ensure that any imports
privileges complex are checked, for each piece of happen as a user with as
privileges at information imported broad and few privileges
import as possible to avoid
excessive privilege-
checking
Parallel B.7.14 Use Parallel imports might result in Consider parallel imports
imports parallel performance improvements of the same IIEP
imports for the
same Inbound
Integration
End Point
Migration B.7.15 Consider migration scenarios Attempt to avoid using
scenarios Migration separately rules that read from or
scenarios write to many related
objects or children
Migration B.7.15 Consider migration scenarios Business rules should,
scenarios Migration separately wherever possible, only
scenarios transform data on the
object being imported
Migration B.7.15 Consider migration scenarios With serial endpoints,
scenarios Migration separately attempt to load products
scenarios in the smallest number of
import files possible
Migration B.7.15 Consider migration scenarios If necessary, parallelize
scenarios Migration separately the migration endpoint so
scenarios that multiple concurrent
background processes
can be utilized
Migration B.7.15 Consider migration scenarios Avoid optimistic locks or
scenarios Migration separately deadlocks and consider
scenarios using two passes to rectify
this
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Migration B.7.15 Consider migration scenarios Be cautious of business
scenarios Migration separately rules that update products
scenarios other than the one being
loaded and updates to
execute the logic after
import is complete
System setup | B.7.16 Setup Optimize setup of STEP for Ensure that any imports
for imports STEP for import performance happen as a user with as
maximum broad and few privileges
import as possible
performance
System setup | B.7.16 Setup Optimize setup of STEP for Ensure that there is only a
for imports STEP for import performance limited number of
maximum Outbound Integration
import Endpoints are listening on
performance change-events
System setup | B.7.16 Setup Optimize setup of STEP for Make sure to set
for imports STEP for import performance “Relaxed” locking policy
maximum for commonly referenced
import
performance
System setup | B.7.16 Setup Optimize setup of STEP for Try to ensure that
for imports STEP for import performance endpoints are importing
maximum externally-maintained data
import as much as possible
performance
System setup | B.7.16 Setup Optimize setup of STEP for Avoid Optimistic Lock
for imports STEP for import performance Failures by ensuring not
maximum to update the same
import product at the same time
performance across multiple imports
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import
remarks

Miscellaneous
import related
optimizations

optimizations

System setup | B.7.16 Setup Optimize setup of STEP for Use parallel imports as

for imports STEP for import performance needed, but be aware of
maximum potential performance
import degradation across the
performance rest of the system.

Miscellaneous | B.7.17 Miscellaneous import related Remove inactive and

unused lIEPs

Miscellaneous
import
remarks

B.7.17
Miscellaneous
import related
optimizations

Miscellaneous import related
optimizations

Set IIEPs to remove files
and background
processes after import

Miscellaneous
import
remarks

B.7.17
Miscellaneous
import related
optimizations

Miscellaneous import related
optimizations

Use the standard asset
importer

Miscellaneous
import
remarks

B.7.17
Miscellaneous
import related
optimizations

Miscellaneous import related
optimizations

Make sure assets and
other objects are not
imported into one huge
folder

Miscellaneous
import
remarks

B.7.17
Miscellaneous
import related
optimizations

Miscellaneous import related
optimizations

Balance the import
schedules of the different
imports to balance the
STEP system load

Miscellaneous

B.7.17

Miscellaneous import related

Validate the hardware

import Miscellaneous | optimizations sizing and consider In-
remarks import related Memory to improve import
optimizations performance
© Stibo Systems STEP Performance Assessment 46/174




6.8

Exports

SfiboSystems

One of the primary goals of most STEP implementations is to reduce the time to market requiring the flow of data from STEP to external
systems such as ERP systems and e-commerce systems.

If the STEP system suffers from perceived bad performance during export, then these recommendations should be followed up.

Please be aware that optimizing the export performance, may have an adversely affect the performance of the system as a whole.

Task Reference Baseline Analysis Recommendation Urgency

Event-based | B.8.1 Use Event-based exports allow for Use event-based

exports event based exporting updates rather than full exports over static
exports over data sets selection-based exports
static exports where possible.

Number of B.8.2 Limit the | An excessive amount of event Rule of thumb is having

OIEPs number of based OIEPs can adversely affect no more than 10 event-
Outbound the performance of the system as based OIEPs
Integration End | a whole.
Points

Volume of B.8.3 Limit the | Define to export exactly what’s Use Advanced

data volume of needed to optimize export STEPXML exports and

exported exported data performance limit the exported data

set

Triggering B.8.4 Optimize | Export relevant data only to Tailoring an OIEP’s

definitions for | the triggering optimize export performance triggering definitions on

object types definitions with for relevant objects
object types changes only
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Triggering
definitions for
attributes and

B.8.5 Optimize
the triggering
definitions with

Export relevant data only to
optimize export performance

Tailoring an OIEP’s
triggering definitions for
relevant attribute and

multithreading

references triggering reference changes only
attributes and
references
Triggering B.8.6 Optimize | Export relevant data only to Consider using event-
definitions the triggering optimize export performance filtering and event-
event filter definitions with generation
and event filter and
generator event
generator
Multiple B.8.7 Consider | Export relevant data only to Avoid too much data to
OIEPs using multiple optimize export performance be exported via using
dedicated multiple OIEPs with one
OIEPs for listening for
traditional product
(attribute) changes and
another for listening for
reference changes and
outputting minimal data
Multithreaded | B.8.8 Consider | Optimize export performance via Use multithreading
exports use multithreading when there is a large

amount of data is
exported, but test
before use

Export batch
size

B.8.9 Optimize
the batch size

Small batch-sizes invoke the
export engine and surrounding
framework many times incurring a
significant overhead

Avoid small batch sizes
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templates per
OIEP

Cross- B.8.10 Use Export cross-context STEPXML Use cross-context
context cross-context on an endpoint, rather than exports over multiple
exports exports having multiple endpoints for OEIPs for each context
each context
Including B.8.11 Limit Additional data can be included in Consider the impact of
additional the inclusion of | the export via an event generator, adding additional
data in additional data | a pre-processor, or via Advanced objects as adding many
exports STEPXML template additional objects will
slow the export process
Multiple B.8.12 Limit Multiple templates allow to Using multiple
templates per | the usage of change how data is exported for templates in one OIEP
OIEP multiple different kinds of objects may have a severe

impact on performance
as each time a new
output template is
required a new batch is
created

Scheduled processes

The scheduled processes might have an influence on the performance of the system.

It's recommended is to analyze the scheduled processes and see if the collections (searches) can be optimized and / or the business
rules can be optimized.

| Task | Reference | Baseline | Analysis | Recommendation | Urgency |
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Check B.9 Scheduled | Scheduled processes might have Analyze the scheduled

scheduled processes an influence on the performance processes and see if the

processes of the system collections (searches)
can be optimized

Check B.9 Scheduled | Scheduled processes might have Analyze the scheduled

scheduled processes an influence on the performance processes and see if the

processes of the system business rules can be
optimized

Revision control

All major data objects in STEP including products, assets, classification, and entities are under revision control. This means that you can
go back in history and view and compare old revisions, and revive an older version of an object.

Many revisions however may have a negative impact on the performance of the system, and therefore it’s key to keep the number of
revisions under control and remove unnecessary revisions.

Task Reference Baseline Analysis Recommendation Urgency
Set revision B.10.1 Setting | Avoid excessive creation of the Keep the threshold for
threshold the revision revisions, which may have a revisions on the default

threshold negative effect on the system setting (168 hours)

performance

Revision B.10.2 Purge Avoid keeping unnecessary Define a revision policy
policy and old revisions revisions since many revisions and create a revision
baseline manually to may have a negative effect on the baseline by purging

create a system performance unnecessary revisions

baseline
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Automatically | B.10.3 Keep revision generations under Define an auto-purge
purge Automatically control since many revisions may event processor per
revisions purging have a negative effect on the object type to
revisions system performance automatically purge
periodically revisions periodically
Revisions on | B.10.4 End Points may generate many Analyze if the

Integration Revisions on revisions when these are Integration End Points
End Points Integration End | configured wrongly which may have many revisions,
Points have a negative effect on the and if so remove these
system performance revisions and make sure
the revisions are not
created automatically
anymore.
Privileges

STEP has a very granular privilege system and the privilege setups which makes the configuration of user access and rights flexible.

However, running STEP as a user with a large number of very specific privileges will influence the performance of basically any action in
STEP that goes across a large number of nodes, values, or references, including export, import, bulk update, recursive approval,
matching, and "multi views" like task list and multi editor.

checking

Task Reference Baseline Analysis Recommendation Urgency

Privilege B.11.1 The privileges of STEP are Do not overdo the

configuration | Privilege additive only, so whenever a privilege setup to avoid
configurations | basic action is executed, STEP excessive privilege
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looks for the first privilege that

provides the permission.

- Small list of privileges means
that the privilege check is
cheap

- Large list of privileges is
specific and granular and the
search for the appropriate
privilege takes longer

- If the user tries to do
something without having the
privilege, is the most
expensive check of all.

Privileges at | B.11.2 When importing or exporting data, Ensure that any imports
import and Privileges at all privileges are checked, for / exports happen as a
export imports and each piece of information user with as broad and
exports imported or exported few privileges as
possible to avoid
excessive privilege-
checking
Privilegesin | B.11.3 Privilege checking via the WebUI Avoid configure
WebUI Privileges in XML configuration may degrade privilege checks in
the WebUI performance due to extensive WebUI XML
privilege checking configuration file
Privilegesin | B.11.3 A typical WebUI screen fetches all Avoid excessive
WebUI Privileges in attribute values and then filters privilege checks for
the WebUI out the attributes based on validity WebUI users
of for the product type and based
on user privileges.
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STEP searches can lead to a degraded performance when the recommendations are not followed up.

Task Reference Baseline Analysis Recommendation Urgency
Specific B.12.1 Use Optimize search criteria for Use specific search
searches specific search | optimized search performance criteria as much as
criteria possible
Wildcards in | B.12.2 Optimize search criteria for Use as many characters
searches Searches with | optimized search performance as possible before using
wildcards wildcards
Wildcards in | B.12.2 Optimize search criteria for Avoid using wildcard as
searches Searches with | optimized search performance first character
wildcards
Full Text B.12.3 Full Optimize search criteria for Avoid enable "Full Text
Indexable Text Indexable | optimized search performance Indexable" attributes
unless necessary
Main object B.12.4 Main Optimize search criteria for Use the main object
types as object types optimized search performance types as search criteria
search
criteria
Basic B.12.6 Basic Optimize search criteria for Specify the Attribute, 1D
searches searches optimized search performance or NAME in search
criteria
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Advanced B.12.7 Optimize search criteria for Avoid using "Include
searches Advanced optimized search performance Inherited Values" where
searches possible
Advanced B.12.7 Optimize search criteria for Avoid using "Regular

searches Advanced optimized search performance Expression” where
searches possible

Matching and linking

The flexibility of matching and linking comes a high level of responsibility. The system load of this functionality may have effect on the
performance of STEP.

linking process

linking process if
possible

Task Reference Baseline Analysis Recommendation Urgency
Approval of B.13.1 Approval of the golden record as Separate the approval

golden Approval of the | a survivorship rule may degrade of the golden record

record golden record the performance of matching and from the matching and

Multi-context
survivorship
rules

B.13.2 Multi-
context
survivorship
rules

Multi-context survivorship rules
continue in all contexts

Avoid using the multi-
context survivorship
rules as much as
possible
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Analysis methodologies and recommendations from technical viewpoint

A.l

This appendix describes the data gathering methodologies and performance improvement
recommendations from a technical infrastructure viewpoint including the client computers, internet
connection and STEP application and database server setup and connections.

STEP infrastructure recommendation document

Stibo Systems has handed over the STEP infrastructure recommendation document. The STEP
infrastructure recommendation document describes how the STEP environments should be setup.

[EMBED THE CLIENT INFRASTRUCTURE RECOMMENDATION DOCUMENT]

The STEP environments should be setup according to this document provided by Stibo Systems, to be
able to meet the performance and scalability requirements.

The document should be updated when the load of the STEP environments has significantly increased
after the STEP infrastructure recommendation has been delivered. A significant increase of the load
includes for example, a significant increase of number of users using STEP, or a significant increase of
the number of objects in the STEP system.
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STEP client environment

This paragraph describes the data gathering methodologies from a technical infrastructure viewpoint for
the STEP clients using the STEP Workbench and STEP WebUI.

A.2.1 Client computer

It has happened before that users experienced bad performance of the STEP Workbench and STEP
WebUI caused by client computers working slowly.

The client computer performance can be checked by the client himself in Windows via
e Pressing CTRL-ALT-DEL
e Click on Task Manager
¢ And analysing the client computer CPU and Memory

If the CPU and / or memory is high, for instance near to 100%, then the client’'s computer is slow in
general. The STEP Workbench and WebUI will not perform well if the client's computer is slow.

- o X
i
o App history  Startup  Users Details Services
cpPU 2
8% 332 Ghz CPU Intel(R) Core(TM) i7-4710MQ CPU @ 2.50GHz
- % Utilization 100%
Memory |
9.5/15.7 GB (61%) \‘
|
|
D Disk 0 (C) ‘M
0% {
Ml
|
Disk 1 (D) I'| |
0% I [
IR /
Ethernet | N
S OR: 0 Kbps 60 seconds
Uti Speed Maximum speed: iz
Ethernet 8% 3.32 GHz Sockets:
Not connected -
Processes  Threads Handles
Ethernet 145 2686 77778
5. 0 R: 0 Kbps Up time
l—ﬂ WiFi 0:21:43:25 3cache:
< 0B 0Kk
Fewer details | (8) Open Resource Monitor
A.2.2 Client internet browser

It has also happened before that users experienced bad performance of the STEP Workbench and STEP
WebUI caused by bad performing internet browsers.

The internet browser performance can be checked by using the internet browser (e.g. Internet Explorer,
Chrome, Firefox, Safari) and see if other websites are performing well or not.

o Client to open the internet browser such Internet Explorer, Chrome, Firefox, or Safari.

e Client to browse to websites such as www.google.com and some other websites.
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If the internet browser is slow, possibly due to all kinds of plug-ins due or because of an old version of the
browser, then the client can update the existing internet browser, disable browser plug-ins, or install
another browser and try it again.

Also check the browser and versions against infrastructure recommendation document.

A.2.3 Client internet connection

It has also happened before that users experienced bad performance of the STEP Workbench and STEP
WebUI caused by slow or unstable internet connections.

The internet connection can be checked by:

e Check the internet connection by executing a “ping” and compare the response times between a
known website and the STEP server.

Execute Ping in Windows via command prompt (start > cmd) and type for example:
ping -n 15 -1 64 www.google.com
Remarks:

o Parameter -n 15 means 15 echo requests instead of default 4

o Parameter -1 64 means 64 bytes requests instead of default 32 bytes

Ping a website, e.g.: ping -n 15 -1 64 www.google.com

B Command Prompt — [m| X

7 -n 15 -1 64 wwu

From
from
from
from
from
from

from
from
from

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

Ping the STEP application server, e.9.: ping -n 15 -1 64 stepserverl907.stibo.corp
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E8 Command Prompt - O x

with 64 b

imum = 1ms,

The connection response time between the client computer and the STEP application server
shouldn’t differ too much with the connection response time between the client computer and a
random website like google.com.

o Alternatively, check the internet connection by looking up the response time of the between the
client computer and the STEP application server in the STEP Workbench.

o Open the STEP Workbench and login
o Hoover over the lower right corner of the Workbench

o The network latency will become visible

[ LinuxTest13700103 - stepsys@htps//stepserver 807 stibo.corp:3870 - STEPworkbench - o X
File Edit View Navigate Format Maintain Window Help
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2| G0 ETIMG Article Groups
& [ Merchandising Hierarchy D [-Salesltem-13444
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8| ) suppiers
; [ Web Sites Revision D027 Last edited by STEPSYS on Wed Mar 21 17:07:31 CET 2018
2| &) customer Data hpproved 3€ Last Approved on Thu Jan 25 10:25:02 CET 2018
(] R Prmary product Herarchy Translaton Master
H E E;”(‘;:;ﬁg batn Primary Prodhuct Hierarchy Products TRAIN/Audio Visual Equipment/Televisions/LCD/P7000/AC-P7000-42
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B [ Products TRAIN Ean vc B306088415109
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[ Portable Audio/Video
8 B[ Televisions Retal Price =
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H P7000
§ = ELAC‘PWUU*‘Z uPC 12345678902
2 L] AC-FT000-56 § Category Attributes
i |l AC-P7000-65 IName Value
| AL ACP7000-79 ) E]
L caprono-s0 Width With Table Top Stand [122 |100 am
i caprono-s1 Movie theater
s s Comoresd Auto
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Ready | i
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The internet connection determines the performance of the STEP WebUI and Workbench. Therefore, the
response times of the ping and / or network latency check via the Workbench should meet normal
internet connection figures.

For example, if the STEP application server has a high response time such as 220 milliseconds,
then this means that the internet connection from the client computer to STEP is about the same speed
as a dial-up connection.

Please be aware you can estimate an additional 1 millisecond in network latency for every 100km the
data travels. So, if the STEP application server is in Venlo NL and the client is in Seattle USA, then a
response time of about 30 milliseconds from client to STEP application server in NL may can correspond
with a response time of about 110 milliseconds in from client in Seattle USA to same STEP application
server in Venlo NL (distance is about 8.000 kilometres).

The easiest way to improve bad internet connection is to connect via a wired connection (cable) instead
of wireless Wi-Fi. If the client still encounters bad internet connection with response times frequently
above 200 milliseconds, then the company’s internet connection should be improved.
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STEP server environment

This paragraph describes the data gathering methodologies from a technical infrastructure viewpoint for
the STEP servers.

A.3.1 STEP server configuration file

The STEP server configurations in sharedconfig.properties should not be changed without good
reasons and without consulting Stibo Systems.

For example, the initial and maximum heap size is set by Stibo Systems and these configurations should
remain exactly as defined by Stibo Systems.

Check STEP server configurations in sharedconfig.properties by locating the shared configuration
sharedconfig.properties file and view the server configurations.

Alternatively, view the STEP server configurations via the STEP Admin Portal
e Openthe STEP Admin Portal
e Click configuration
o Select the STEP application server and click Fetch Data

e Gotothe ApplicationServer and view the application server configurations. Here, the active
configurations are marked in black where the inactive configurations are greyed out.

ApplicationServer

A ver.Ini p: 128

» Set in: /opt/stibo/stepisharedconfig.properties

+ Overrides default: "4096"

+ Old alias: Install.InitialHeapSize

+ Must be an integer.

+ The app server must be restarted for changes to take
effect

The initial heap size fo set in the JVM options (in MB). Should normally be equal to MaximumHeapSize (for performance reasons).

+ Using default value
+ Old alias: Install. MaximumHeapSize
+ Must be an integer. The maximum heap size to set in the JVM options (in MB). Should be at least 2048
+ The app server must be restarted for changes to take
effect

A.3.2 STEP server virtualization

Stibo Systems do support virtualization of non-production environments on VMware or Hyper-V on x86-
64 based platforms.

However, virtualization of production database and application server environments is on a case-by-case
basis on system load and sizing expectations, and is conditional upon a performance test conducted by
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the parties and finally approved by Stibo Systems in its discretion. Peaks in performance often is caused
by other systems eating up resources in a virtualized environment.

The white paper for virtualization on VMware is attached.

VMware White
Paper.pdf

A.3.3 STEP folders as shared locations

It has happened that shared locations on other servers are used as STEP folders. For instance, the
hotfolders for the import files are located on a different server apart from the STEP application server.

Placing STEP files on shared locations can be very unpredictable, depending on the latency of the
network. Therefore, if STEP files are on shared locations, then this infrastructure setup should be
described in the infrastructure recommendation document, where the latency of the network should meet
the recommendations stated in this document.

Check the network latency from the STEP application server(s) to the server where the shared file
location is configured, by executing a “ping” command.

Execute Ping from the STEP application server via command prompt

o If the STEP application server is a Windows environment, for example: ping -n 15 -1 64
shared.file.location

o Parameter -n 15 means 15 echo requests instead of default 4

o Parameter -1 64 means 64 bytes requests instead of default 32 bytes
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e If the STEP application server is a Linux environment, for example:
ping -c 15 -s 64 shared.file.location
o Parameter -c 15 means 15 echo requests instead of default 4

o [Parameter -s 64 means 64 bytes requests instead of default 32 bytes

stibosw@stepserver1907:~/step

Search Terminal Help

For example, if the STEP application server has a high response time such as 220 milliseconds,
then this means that the internet connection from the client computer to STEP is about the same speed
as a dial-up connection.

Please be aware you can estimate an additional 1 millisecond in network latency for every 100 km the
data travels. For example, let’'s assume the STEP application server and STEP database server are both
located in Amsterdam in the Netherlands and the latency between both is 0,2 milliseconds on average,
which is an optimal latency. The shared file location is however located in Seattle USA, which is 8000 km
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away. In this case an additional 80 milliseconds needs to be added to the network latency resulting in
terrible decrease of the optimal network latency of 80,2 milliseconds instead of 0,2 milliseconds.

A.3.4 STEP server load
Via the STEP Admin Portal, the load of the systems in the cluster can be analyzed.
When the STEP server load is high, then the performance is degraded and further actions are required.

Furthermore, when the STEP environment is a cluster environment, and one of the systems in the cluster
are not balanced, then performance is degraded as well and further actions are required.

The CPU and Memory load and distribution of the STEP Application Servers can be analyzed via
STEP Admin Portal > Activity > Fetch Data.
Examples:

e The CPU load of the STEP servers may look like the following graphic.

Duration - {10 min | Dtamime : 10172017 1607 [[5)] User = P Foton asts | 23 snapchot
Hide CPU for Jepictat.ec.woom.on
a
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a
g
c
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100% Hide CPU for lep1cta2 ec.woorp.oa|

100% Hide CPU for lep1tst.ec.woorp.oa|
)

5 0%

=}
<

00% [ Hide CPU for lepistxt_ec.woom.on|

<

3
e o 2 <
T 58 500 6:0; 50 16:06

S i i ok

In this example, the CPU load is unbalanced on the different servers as part of the cluster. Mainly
the last server 1eplsta3.es is doing all the work and the rest of the servers are hardly loaded.

e The Memory load of the STEP servers may look like the following graphic.
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In this example, it's noticed that the memory load is unbalanced as well on the different servers
as part of the cluster. Mainly the last server 1eplsta3.es is doing all the work and the rest of

the servers are hardly loaded.

¢ Inthese examples, the server 1eplsta3.es is running back-to-back garbage collection due to
the high load combined with maybe a too small heap-allocation. So, in this example it's
recommended to analyze the heap size further and see if it's configured correctly. Furthermore,
there seems to be incorrect load balancing between the servers in the cluster for the background
processes. The system selects which of the STEP application servers should handle the
background processes. Therefore, it's also recommended to analyze the load balancing more.

A.3.5 STEP server network latency

The flexibility of STEP gives rise to a potentially large number of ad-hoc requests between the STEP
application server and the STEP database server. Network latency and bandwidth between the STEP
application and database servers are therefore important.

Furthermore, the ability to synchronize across the STEP application server cluster is crucial. In a STEP
environment with two STEP application servers, a data change done via one application server needs to

be reflected as close to instantly as possible or otherwise “optimistic locking” errors might occur.

Although the network recommendations are stated in the Infrastructure Recommendation document, it's
of added value to repeat these again:

e Network bandwidth requirements

o Minimum requirement is 1 Gigabit dedicated network between all STEP servers except to
file servers.

o Recommended requirement is 10 Gigabit for enterprise systems with a heavy workload
profile.

e Network latency requirements:
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o Requirements for network latency between STEP application servers in the application
cluster:

=  Maximum 0.2 milliseconds with a 64 bytes packet size
=  Maximum 1 millisecond with a 32K packet size

o Requirements for network latency between STEP application servers and database
server are also:

=  Maximum 0.2 milliseconds with a 64 bytes packet size
= Maximum 1 millisecond with a 32K packet size
The STEP network latency can be analysed as follows:
« An instant indication of the network latency between the STEP application and database servers
can be seen via the Monitoring tab in the Stibo Admin Portal. This option provides a near real-
time check of the latency between the servers.

STEP Admin Portal > Monitoring.

The following example provides a network latency which is not significantly above the 0.2
milliseconds and therefore indicates a good network latency.

[ Activity ”AcuwtyDashbuﬂms“ Logs Conlmuralion”Thread Dump ” Tools ” Profiler ” Healthcheck ”m' IR -.]

oracle 0.285 ms

lepistal es weorp.camefour.com:443 0.286 ms
lep1sta2.es.wcorp.carmefour.com:443 0.197 ms

lep1sta3.es.wcorp.carmefour.com:443 0.273 ms
1 ]

e An historic network latency analysis is also done via the STEP Admin Portal. This graphic
provides the average time it takes to execute 10 very simple database requests. If the latency
numbers here are high, this could be an indication of network issues, but could also be an
indication of the database server having trouble keeping up with the number of requests.

STEP Admin Portal > Activity Dashboard > System.
The following examples provides historic insights in the network latency

o The 1stfigure with time interval “last hour” shows that latency has a couple of spikes near
to the 1 millisecond, which is something to be concerned about.
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Logs " Monitoring ” Configuration ” Thread Dump ” Tools " Profiler H

Selected interval: 2017 10.13 09:44 - 2017.10.13 10:44

Oracle Iinency
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The 2 figure with time interval “last thirty days” shows a huge spike around October 10

@)
of about 3 seconds which is concerning.
Logs " Monitoring ” Configuration " Thread Dump " Tools " Profiler "ﬁ
Selected interval: 2017.09.13 00:00 - 2017.10.13 23:59
Oracle latency
4,000,000 -
3,000,000 - | B Maxlatency 3151253 us %
2,000,000
1,000,000
i} A A A
Sep 13 Sep 18 Sap 23 Sep 28 oct Oct 08 Oct 13
o And the 3" figure with time interval before that huge spike shows many other spikes

frequently above the 50 milliseconds, which is concerning as well.

Logs “ Monitoring ” Configuration " Thread Dump ” Tools " Profiler ][

Selected interval: 201709 13 00.00 - 2017 10.08 23:59

Oracle latency
200,000 -

150,000

100,000

50,000 -

0 -

Sep 13 sep 17 Sep 21 sep 25 Sep 29 oct

STEP performance is negatively impacted when the network latency is not stable and frequently above
the required 0.2 milliseconds. Also “optimistic locking” errors might occur. In those cases, the network

latency should be optimized.
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A.3.6 STEP database server redo log

The STEP database has a redo log for recovery operations. The redo log consists of two or more pre-
allocated files that store all changes made to the database as they occur. Every instance of the database
has an associated redo log to protect the database in case of an instance failure.

Every time the database performs a redo log switch triggers a database checkpoint, which brings the
database to a halt whilst performing the checkpoint. Therefore, the general performance of the database
is impacted if the redo log switch is performed too often.

The redo log file of the database can be analyzed via the DB ToolBox.

e Go to the DB ToolBox which is normally in “/opt/stibo/step/admin/app-server-
toolbox/".

e Start the ToolBox via ./db-toolbox.pl oOrviaperl db-toolbox.pl

e Execute DB ToolBox number 42: “Show redolog history”

Example:

e The redo logdfile size is 256 MB.

¢ And the statistics of the number of redo log switches per day is as follows.
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¢ Inthis example, the database performs a redo log switch about 2 to 3 times per minute in several
days over the last 28 days. That impacts the general performance of the database, as every log
switch triggers a database checkpoint, which again brings the database to a halt whilst
performing the checkpoint. Furthermore, over the last 28 days, the redo log switch varies from
about 20 times per day to about 500 times per day.

e As arule of thumb, the database should perform a redo log switch of about 50 times per day,
instead of about 500 times per day, and the redo log switches per day should be quite stable.

¢ Inthis example, it's recommended to increase the size of the redo log files, to minimize the
number of redo log switches to e.g. one every half hour. This can be achieved by

o Increasing the size of the redo log files from 256 MB to 5 GB.

o Setting the database parameter ARCHIVE_LAG_TARGET=1800, which will make it
switch log file every 30 minutes.

This will lower the number of times the database will perform a redo logfile switch, which

brings the database to a halt whilst performing the checkpoint less, and therefore has a
positive impact on the general performance of the database.
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A.3.7 STEP database server alert log

The database alert log can be analyzed via DB ToolBox, if the alert log feature is enabled in the
database.

e Go to the DB ToolBox which is normally in “/opt/stibo/step/admin/app-server-
toolbox/".

e Start the ToolBox via ./db-toolbox.pl oOrviaperl db-toolbox.pl
e Execute DB ToolBox number 36: “Show DB alert-log”
Example

¢ An example of the database alert log is attached.

=

DBToolBox-DBAlert
s.txt

e The database alert log shows out-of-space errors for the TEMP tablespace.
07-0CT-2017 02:01:03 ORA-1652: unable to extend temp segment by 128 in tablespace TEMP
07-0CT-2017 02:07:05 ORA-1652: unable to extend temp segment by 128 in tablespace TEMP
07-0CT-2017 02:12:52 ORA-1652: unable to extend temp segment by 128 in tablespace TEMP
07-0CT-2017 02:18:21 ORA-1652: unable to extend temp segment by 128 in tablespace TEMP
07-0CT-2017 02:24:35 ORA-1652: unable to extend temp segment by 128 in tablespace TEMP

This mainly occurs every weekend, but has also happened several times during weekdays.
These errors indicate that important STEP tasks are failing, and should therefore be avoided.

e The size of the TEMP tablespace can be found with DB ToolBox.

o Go to the DB ToolBox which is normally in “/opt/stibo/step/admin/app-server-
toolbox/".

o Start the ToolBox via ./db-toolbox.pl orviaperl db-toolbox.pl

o Execute DB ToolBox number 1: “Show tablespace usage report”
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Current size of TEMP tablespace is one file of 32 GB.

e Therefore, in this example, it's recommended to add at least one extra file of 32 GB, so the total
size of the TEMP tablespace will be increased to 64 GB.

¢ Furthermore, in this example, other database alter log errors may include for instance
o ORA-00060 errors: deadlock detected
o ORA-01555 errors: snapshot too old
Therefore, in this example, it's recommended to involve a Stibo Systems System Architect to
analyze, recommend, and execute on the database alert errors, as well as generic on

infrastructure and system.

A.3.8 STEP server logdfile settings

If the system isn't working correctly for some reason, one of the most important tools for finding out what's
going on is the logging subsystem. STEP uses powerful logging subsystem, so understanding it is
important for getting the most use out of it.

The logdfile is viewable via the STEP Administration Portal > Logs > Fetch data > Main
STEP Log File > View.
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There’s a STEP configuration property called Log.Level in the sharedconfig.properties or
config.properties which controls the level of detail that logs produce. The level can be quite high so
that only the most important messages are logged or it can be low to get more detail. Any level on the list
implicitly logs everything above that level as well. There are several levels of logging information:

¢ SEVERE: Errors where the program is unable to recover and continue in a normal manner, such
as a workflow looking for a property that doesn't exist.

¢ WARNING: Conditions which are possible errors or where the program is able to recover and
continue in a normal manner.

¢ INFO: Messages indicating normal progress of the program which would generally be of interest
to the end user (the default).

o CONFIG: Messages which aren't generally of interest to the end user but are often useful for
diagnosing issues on a running system.

e FINE: Messages of interest to most developers.
o FINER: Messages of interest to only a few developers.
o FINEST: Messages of interest to only a very few developers. This can be extremely verbose.

Log level detail FINE, FINER, and FINEST can create huge numbers of log entries in a short period of
time, so they aren't typically used for the whole program.

Also, the log level configuration can also be viewed via STEP Administration Portal >
Configuration.
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I Activity H Activity Dashnoards” Logs H Monitoring Thread Dump H Tools H Profiler H Healthcheck H Send Diagno ' | ' | T
Log.Count=20

» Using default value
+ Must be an integer.

og.Level-WARNING

+ Setin: /workarea/sharedconfig.properties
+ Overrides default: "INFO"
» Must be matched by: /(FINEST|FINER|FINE|CONFIG|INFO|WARNING|SEVERE)/

Log.Level.org.opsdj.pax.web.service.jetty.internal.LatelnvalidatingHash SessionManager=SEVERE

Set in: /workarea/sharedconfig properties

Overrides default: "INFO"

Must be matched by: /{(ALLIFINEST|FINER|FINE|CONFIG|INFO|WARNING|SEVERE|OFF)/
This applies to all properties matching: /Log\.Level..*/

Furthermore, it's also possible to set logging by package in a similar manner. The Log. Level property
can be broken down into increasingly fine-grained parts of the whole by adding the name of the package
to be logged to the end.

Example:

e The setting Log.Level.com.stibo.centralhotfolder=FINE will setthe level of
everything under com.stibo.centralhotfolder to FINE.

¢ Inthe event of an error, the log will commonly have a stack trace of some sort. The stack trace
data is mostly of interest to developers, but they're good indicators of what are the most
interesting log messages.

e The following is an example log entry with a stack trace. Real log entries and stack traces may
look somewhat different and won't have identifying information trimmed out, but this is at least
illustrative.

Feb 18, 2009 6:28:33 PM com.stibo.servicemanager.beans.CentralHotFolder doRun

SEVERE: Unable to handle [Trimmed] exception message Couldn't rename [Trimmed] to

[Trimmed]

java.lang.RuntimeException: Couldn't rename [Trimmed] to [Trimmed]

at com.stibo.customer. [Trimmed] .moveFile ([Trimmed].java:143)

at com.stibo.customer. [Trimmed] .handleFile ([Trimmed].java:76)

at com.stibo.servicemanager.beans.CentralHotFolder.doRun (CentralHotFolder.java:277)

at com.stibo.servicemanager.beans.CentralHotFolder$4$1.run(CentralHotFolder.java:211)
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e The first line shows the data and time as well as what part of the program the message was
logged from, namely the doRun method in
com.stibo.servicemanager.beans.CentralHotFolder.

e The next line gives the error message. In this example, the cause was one file not being able to
be renamed to another file name and the error happened in a specific customer hotfolder.

The lodfile settings typically differ per environment.

e The lodfile detail level on a STEP development and test environment is typically set highly
detailed to identify potential issues during development and testing.

e The lodfile detail level on a STEP production environment is typically set far detailed to only log
the severe issues during normal operation. This also avoid the risk of clogging the STEP
production system with large lodfiles.

Therefore, the following logfile settings are recommended

e Setthe log level details on STEP DEV and STEP TEST to a debug level such as FINE to trace
errors. In case there’s an error and the logfile on STEP DEV doesn’t provide much detail, it's
recommended to log in a more granular way.

e Set the log level details on STEP QA to INFO or WARNING.

e Set the log level details on STEP PROD to SEVERE.

A.3.9 STEP components
The STEP components include

e Core functionality: The STEP version, e.g. STEP 7.5, STEP 8.2, etc.

e Hotfixes (optionally)

e Monthly Patches (optionally)

e Custom Extensions (optionally)

For example: run “./spot --components”
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el OTED oo

This STEP system has the following software installed:

Baselines:
sdl-with-framework-£.3

step-9.0-mp2-2018-06-28-17-26-22

Components install in addition to baseline:
restapivé 1
mongodbadapter-7.0.48
integration-amazon- T.0.3

fda-esignature-7.0.1
assetdownload-T7.0.1

assetanalyzer-7.0.1

acrolinx-7.0.2
There’re two things to consider

e The DTAP street needs to be based on the same components.

The Development, Test, Acceptance and Production system should be based on the same
components and versions. If not, then make sure the baseline is the same on all environments.

e There might be unnecessary components on the STEP system after upgrades.

If might well be that after an upgrade, some of the hotfixes are not needed anymore. Make sure
to read the released notes carefully and be sure that all unnecessary components are removed.

A.3.10 Oracle Adaptive Features

Known bug in Oracle version 12.1.0.2. where Oracle chooses to use an “directive”, which for some
gueries means a very bad execution plan, and response times goes from milliseconds to seconds.

This has quite an unfortunate impact on performance and is known issue also at Oracle (known bug).
This will show up as Oracle using “adaptive plans”, when you display execution plans for SQL queries.

The parameter should be set to FALSE in Oracle version 12.1.0.2. Once Oracle gets upgraded to
12.2.0.1 or greater, this should be reassessed.

A.3.11 Oracle Statistics

After upgrade the Oracle data statistics should be renewed for STEP in order to collect a complete new
set of statistics for all indices / tables in STEPSYS schema.

Regarding STEP and the way database statistics are maintained for the STEPSYS schema:

e STEP has its own database job, GATHER_STATS_STEP, which by default is executed
(executing the function stepsys.adminpck.table_manage) every night at 23.30h. This job collects
new statistics on indices/tables in STEPSYS schema, where more than 10% of rows has been
inserted/updated/deleted since last time, statistics were collected on the given object.
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e The normal Oracle built in scheduled job for collecting statistics on all indices/tables in the
database, must be configured to only collect statistics for Oracle’s own objects (SYS schema).
Therefore, the parameter AUTOSTATS_TARGET, must be set to ORACLE.

e Some core tables in the STEPSYS schema are locked and without any statistics. This because
the number of rows in the tables are changing too frequently, and the statistics would therefore
newer be up to date. In order to make Oracle choose the right path of execution, when executing
queries against these tables, STEP instead utilizes the built in Oracle feature “dynamic samplic”
(Oracle init parameter DYNAMIC_SAMPLING=2), which makes Oracle generate some statistics
for the given object at runtime.

To collect a complete new set of statistics for all indices/tables in STEPSYS schema, log on to database
as user STEPSYS (sqlplus or the like), and execute below listed command:

Exec adminpck.analyze (true);
A.3.12 Oracle DataGuard

The Oracle database can run with DataGuard protection and DataGuard can be configured with “SYNC
AFFIRM” (Maximum Availability mode).

Running with DataGuard however introduces an overhead on the STEP system.

First of all, the database will have to run in “Force Logging” mode — This to ensure that ALL writings
performed on Primary database are mirrored correctly to Standby database. STEP is using some internal
tables for building up temporary result sets for searches and exports, and these are created with
“nologging “ in order to reduce impact on performance as much as possible. Data stored in these tables
are all considered as interim and not important in a restore/recover scenario.

Secondly, DataGuard can be configured to run with different levels of protection, depending on the SLA
requirements. Choosing “SYNC AFFIRM” means going for almost highest protection level. With this level,
all writings (even a write of a temporary data set built for a search) has to be written to the other site in
order to keep the two databases in sync. “SYNC AFFIRM” also means that the writing will have to be
written to disk on secondary database server (Standby) before the Primary database server can send
back an acknowledgement to the App server.

Therefore, a test is recommended where the protection level is lowered and the results in performance
are analyzed.
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A.4 STEP server hygiene

This paragraph describes the data gathering methodologies from a technical infrastructure viewpoint for
the hygiene of the STEP servers.

A4l STEP application server disk space

In case the system is slow in general, it could be caused by a clogged system. Every STEP application
server needs to be analysed to see if the system has enough disk space left.

An easy way to check if the there’s enough disk space left on the STEP application server is:

e Incase of a Linux STEP application server: via the df -h command.

e In case of a Windows STEP application server: via the Windows Explorer.

| 0SDisk (C:)
J I

~

W% 143 GB free of 237G

This should be executed on every STEP application server.
If the percentage of the volume is 90% or more, then there’s a good indication that the system is full.

Another indication is the analysis of the STEP logfile. If the STEP logfile shows the following error
message, then a folder has reached its maximum limit of files:

. FileUtils.copyFile(): failed to copy file (tried multi)

It's worthwhile checking both ways to see if the system is overloaded with files. If the system is
overloaded, then it's usually due to import files not being removed and / or other unnecessary files, such
as temporary files which have not been removed. Further analysis is required in those cases (see next).

A.4.2 Clean up unnecessary import files

When the STEP application server is cluttered, it might be caused by large number of import files in
hotfolders. Furthermore, a huge number of import files themselves can also cause the system to be slow.
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First it must be known where STEP keeps the import files, which is configured in the
sharedconfig.properties file. In the following example, the location of the import files in the in
hotfolder located in /upload/hotfolders.

#
§ Filesystem Settings

# #
# In a clustered application server setup the directories "workarea"

# and "upload" must be located on shared storage
Install.HotfolderRoot = fupload/hotfolders

Tnstall.TmageCache = /workarea/imagecache

#Install.Processirea = /workarea/processarea
Install.ProcessOverviewPath = /workarea/processoverview
Install.IncidentReportFolder = /workarea/incidents
Install.BackgroundProcessArea = /workarea/background-processarea
Install.STEPWorkflowArea = /workarea/stepworkflow-area
§WebClient .AssetBaskets.Root = /workarea/assetbaskets
WebPublisher.Workarea = /workarea/webpublisher-workarea

The number of import files is analysed as follows:
e The number of files in a folder on the Linux STEP application server can be retrieved via
cd /upload
find hotfolders/ -type f | wc -1

[stibosw@euuktestepappOlp upload]$ find hotfolders/ -type £ | wc -1
find: “hotfolders/ZippedTest': Permission denied
456580

e The number of files in a folder on the Windows STEP application server can be retrieved via
Opening the Windows Explorer and go to /upload

Right-Click the directory and select Properties

Documents Properties x
Location Previous Versions Custamize
General Shating Securtty
E| Documents
Type System Folder
Location:  C:\Users\sedj
Size 689 MB (723,486,701 bytes)
Size ondisk: 690 MB (724,463,616 bytes)
Contains: 720 Files, 352 Folders
Created Tuesday. March 8, 2016, 08:14:27
Aibutes: ] Reac-only (Orly apples o fles in folder)
[Hidden Advanced
Cancel Apph

If the number of files import files in the hotfolder reaches the hundreds of thousands (e.g. 250k files), then
it's recommended to clean these up and make sure the import files are cleaned up automatically in the
future.
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The size of the import files can also cause cluttering of the STEP application server. The size of the
import files is analysed as follows:

e The number of files in a folder on the Linux STEP application server can be retrieved via
cd /upload

du -hsx * | sort -rh | head -10

[stiboswleuuktestepappllp upload]$ du -hsx * | sort -rh | head -10
du: cannot read directory “hotfolders/ZippedTest': Permission denied
du: cannot read directory "lost+found': Permission denied

639 hotfolders
16K lost+found
4] test2

e The number of files in a folder on the Windows STEP application server can be retrieved via
Opening the Windows Explorer and go to /upload

Right-Click the directory and select Properties

- | |ﬂ =1 Search Tools This PC - ] Pt
Computer View Search 0
! Current folder E E:.J Kind = 42 Recent searches =
= All subfolders Ll Size v :-| Advanced options =
This Date g o}
PC Search again in modified = Empty [0 KB} ve search
Location Tiny (0 - 10 KB} Options
« v 4 s ThisPC Small (10 - 100 KEB) « 0 Search This PC el
Fold Medium (100 KB - 1 ME])
. ~ rolaers
7 Quick access Large (1 - 16 MB}
[ Desktop m Huge (16 - 128 MB) \EI Documents
& Downloads Gigantic (>128 MB)
%=| Documents
0 Downloads Music
&=/ Pictures

After it has been identified there’re too many import files and / or these import files are too big in size, its
recommended to analyse why that is the case. The most common reasons are:

e One or more Inbound Integration End Points (IIEPs) are configured to keep the imported files
after successful loading and processing. This setting obviously results in a situation where the
import files are not removed and are piling up. The IIEP setting to keep the files after import is:

Keep files after load = Yes.

9 Hotfokder Recenver Coniur aton

| 5 |

I fider JHEP_AECOC Products

Simply change this setting to Keep files after load = No will remove the import files after
successful processing.
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e One or more Inbound Integration End Points (IIEPs) complete with errors or fail regularly. When
an lIEP are marked as failed or completed with errors, then the import process will be
saved together with the imported file for error tracing purposes. When there are errors in the
import process of one or more IIEPs, then the background processes are not removed, which
obviously results in a situation where the import files are not removed and are piling up.

The IIEP should successfully complete without errors to let STEP remove the background
processes and therefore also the import files.

It might well be that the IIEPs suffers from Optimistic Locking errors. This will result in
failed or completed with errors background processes and therefore a piling up of
imported files. In that case, it's recommended to consider the setting Reference Target Lock
Policy to Relaxed of the object types the long transaction applies to. See [!!!] for more
information.

e The import directories of one or more Inbound Integration End Points (IIEPs) are configured in a
non-standard in which STEP has trouble to remove the imported files after successful import and
processing. When configuring an IIEP, the standard import directory structure is automatically

"o« ” o«

created, which is “in”, “errors”, “failed”, “logs”, “save”, although the “in” directory can be configured
differently in the IIEP if required.

For example:
o Root folder of the import: /upload/hotfolders/products/
o The “in” folder: /upload/hotfolders/products/in
Here, the import files reside, and will be removed after processing.

o The “save” folder: /upload/hotfolders/products/save
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Here, the import files will remain when they're imported and when it's configured to keep
the import files after successful processing.

o The “error” folder: /upload/hotfolders/products/error

Here, the import files will remain when the import process completed with errors.

o The “failed” folder: /upload/hotfolders/products/failed
Here, the import files will remain when the import process failed.

After the root cause is found why the import files are not removed automatically, and after this has been
fixed, it's time to remove the unnecessary files to clean up the STEP system.

¢ In case the import files were not removed because of the IIEP Keep files after load =
Yes setting, then the import files can simply be removed from the “save” directory by removing
the files.

o For a Linux STEP system, the removal of files can be done by using the “rm” command.
The Linux command to remove the filesis rm -rf * in the “save” folder where the many

import files reside.

o ForaWindows STEP system, the removal of files can be done by simply using the
Windows Explorer and deleting the files from the “save” folder.

e In case the import files were not removed because of any other reason than the IIEP Keep
files after load = Yes setting, then the import files are tied to background processes in
the STEP database. Removing the import files by deleting these directly from the file system will
result in a situation where the background processes remain but without the corresponding import
files. It's therefore recommended to remove the background processes of the IIEP rather than the
import files directly. By removing the background processes, the corresponding import files will be
removed automatically as well. Please see A.4.4 Clean up background processes how to remove
the background processes, and thus the corresponding import files as well.

A.4.3 Clean up other unnecessary files

When the STEP application server is cluttered, and it’s not caused by too many and/or too large import
files, then it might be caused by large number of left-over or temporary files, e.g. from previous
migrations. Furthermore, a huge number of these unnecessary files themselves can also cause the
system to be slow.

There is no single location where these unnecessary files may reside on the STEP application server.
However, sometimes unnecessary files are located in temporary directories such tmp or temp or
temporary. But be very careful with temporary files the STEP system uses, such as the temporary files
inthe step/diag folder or in the step/admin/cache folders. These temporary files are used by the
STEP system and must not be removed.

© Stibo Systems STEP Performance Assessment 81/174



SfiboSystems

Nevertheless, it's recommended to analyse if there’re many unnecessary left-over files or temporary files
which can be removed in case the STEP application server is cluttered and unnecessary import files are
cleaned up.

A.4.4 Clean up background processes

It is by intension in STEP that the old background process log information is not deleted automatically
when a process ends in either failed or completed with errors state. The intention here is that

STEP keeps the information for manual processing, so the background process owner can address the
errors and fix these before deleting the background process log information manually.

However, many background processes can slow down the system. Each background processes creates
a subdirectory on the file system which can clog the system. If the number of background processes in
the STEP database are way too many, such as hundreds of thousands, then these background
processes need to be cleaned up.

The way to check the number of background processes is done via:
e Inthe STEP database:

o Go to the DB ToolBox which is normally in “/opt/stibo/step/admin/app-server-
toolbox/".

o Start the ToolBox via ./db-toolbox.pl oOrviaperl db-toolbox.pl

o Execute DB ToolBox number 38: “Show background process information”

For example, the statistics of the number of background processes in the database are as
follows.

e Onthe STEP application server filesystem:

o Count the number of files in directory background-processarea recursively on a
Linux STEP application server via

find background-processarea/ -type f | wc -1
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Optionally, it's recommended to analyse the subdirectories as well and use e.g. 1s -lat
to see which files are created latest and use du -hsx * | sort -rh | head -10
to see which files are the largest.

o Count the number of files in directory background-processarea recursively on a

Windows STEP application server via the Windows Explorer by opening the Windows
Explorer and go to background-processarea and Right-Click the directory and
select Properties

Documents Properties X

Location Previous Versions Customize
eneral Sharing Securty

B
Type: System Folder

Location:  C:\Users\sedj

Size 659 MB (723,436,701 bytes)
Size ondisk: 690 MB (724,463,616 bytes)
Contains: 720 Files, 352 Folders

Created Tuesday. March 8, 2016, 08:14:27

Aibutes: ] Reac-only (Orly apples o fles in folder)
[Hidden Advanced

=

Remark: the number of background processes in the STEP database and on the STEP application server
file system may differ. It can happen that that there’re way more background processes on the STEP
application server (left-overs) when these background processes were not removed properly.

Once it's known there’re too many background processes in the STEP database and / or on the STEP
application server filesystem, it's recommended to clean up those background processes and make sure
the background processes will not pill up in the future anymore.

Making sure the background processes will not pill up in the future anymore is done as follows:

e Configure deletion of background processes on Integration End Points. The Integration End
Points configurations to clean up background processes automatically are:

o Maximum number of old processes: Specify the number of ended processes the system
will keep. Succeeded and ended processes are deleted when the number exceeds the
specified limit. The oldest processes are deleted first. Setting this number too high may
eventually degrade performance.

o Maximum age of old processes: Specify the maximum age of ended processes that the
system will keep. Ended processes are deleted when the maximum age is exceeded.
Setting this number too high may eventually degrade performance.

For example:
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o Maximum number of old processes = 1000, which means that a maximum of 1000
succeeded and ended background processes will remain. The oldest background
processes are deleted automatically when the number exceeds the specified limit of
1000.

o Maximum age of old processes = 1y, which means that background processes are
deleted automatically when these are older than 1 year.

[ outbound Integration Endpoint | LT LG | Event Triggering Definitions || Background Processes || Statistics || Eror Log Ex
§ Configuration
Process Engine STEP Exporter
Error reporter Not Defined
Schedule Start every minute
Queue for endpaint OutboundQueue
(Queue for endpoint processes out
ITransactional settings Strict
"
Maximum number of old processes 1000
Maximum age of oid processes "
Workspace lpproved

Make sure the configurations represent a realistic situation. For example,

o Use e.g. maximum number of old processes (1000) and maximum age of old processes
(1 w) in an environment with large number of small imports and exports

o Use e.g. maximum number of old processes (50) and maximum age of old processes (1
m) in an environment with small number of large imports and exports

e Configure auto-delete of background processes in configuration file. The auto-delete of the
background process area in sharedconfig.properties can be configured with the number

of hours for the background processes to be deleted after ending. This is based on the specified
background process template. This is done as follows:

o First, the location and names of the background processes need to be revealed.

Open the sharedconfig.properties configuration file and lookup where the back
ground processes are located, for example:

Install.BackgroundProcessArea=/workarea/background-processarea

+ Setin: /workarea/sharedconfig. properties
» Overrides default: "background-process-area"
+ Must be an existing directory.

o Then go this directory on the STEP application server and see which background
process templates are available, for example:

cd /workarea/background-processarea

1s -1
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o Now, the auto-delete in hours of these background process templates can be configured
in the sharedconfig.properties configuration file. This is done via
AutoDeleteBackgroundProcess.AgelInHours. [template]=[hours]

For example:

AutoDeleteBackgroundProcesses

AutoDeleteBackgroundProcesses.AgelnHours.Exporter=168

« Setin: /workarea/sharedconfig. properties
+ This applies to all properties matching: /AutoDeleteBackgroundProcesses\ AgelnHours\ +/
« Must be an integer.

AutoDeleteBackgroundProcesses.AgelnHours.Importer=168

= Set in: /workarea/sharedconfig.properties
+ This applies to all properties matching: /AutoDeleteBackgroundProcesses\ AgelnHours\. +/
+ Must be an integer.

AutoDeleteBackgroundProcesses.AgelnHours.WebPublisher=168

+ Set in: /iworkarea/sharedconfig properties
» This applies to all properties matching: /AutoDeleteBackgroundProcesses\ AgelnHours\. +/
+ Must be an integer.

The most important ones are usually the Exporter, Importer, Outbound, Inbound and
WebPublisher background process templates.

For example:
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AutoDeleteBackgroundProcesses.AgelnHours.Outbound = 168
AutoDeleteBackgroundProcesses.AgelInHours.Inbound = 168

Once the configurations for automatically remove the background processes are set, then it's time to
remove the background processes.

Please remind that the configurations for automatically remove the background processes only apply to
the succeeded background processes. The Failed or Completed with errors background

processes will not be auto-deleted by STEP and stay in the STEP database and on the STEP application
filesystem for analysis purposes. These Failed or Completed with errors background processes

should be analysed why they failed and be removed from STEP.
Cleaning up background processes is done via:

¢ Remove a small number of background processes via the STEP Workbench. A simple way to
remove a small number of background processes is done via the STEP Workbench:

o Gothe STEP Workbench > BG Processes.
o Make sure that you see all processes by clicking the appropriate icon.

o Only the “Ended” background process can be removed. The “Queued” and “Active”
background processes should be left alone.

o The background processes can simply be removed via selecting the background
processes from the tree and selecting Maintain > Delete.

Maintain| Window Help
Insert » M=K el EE [ ] |
1 g
;o Link ’ Process Overview
' % Delete
btion > Process D > started b > [rogress > status » % of errors
Force Delete & Purge i <
BGP_105629 STEPSYS - )
Unlink Object Type =
BGP_105653 TEPSYS sut[EEdEd )
Duplicate Ctrl+) BGP_105659 STEPSYS | Done  [EESEY 0

Duplicate Recursively
Make Revision

Approval >

Enable group for workflows

Revive

Revive Recursively
Truncate log...

GDSN ¥

Alternatively, it's also possible to go to the Integration End Points and select the Background
Processes tab and remove the background processes from there.
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[ LinuxTest 19700103 - step: pi/step: 7.5tibo.corp:9870 - ST d - o x ‘
2 View Navigate Format Maintsin Window Help |
text | Gobal - Engish {en_AK) VG € > O AL boniBadgroundrocemesicorextd=en_Mid=hsse limpor E1E 2@ ] Feets
System Setup
B | £ Attriute Growps. A ||| tnbouund Integration Endooint | R G l| Statstics | Ervor Log Excerpts ‘
= Attriute Transformaons v G
= d Description Status Progress Start Date Errors o |
& hctve rocesses |
1 oes Statu Progress 5 B E
@ Completed with Emars:
o escrpton Stans Progiess strtDote s frrans c
@ Ended Proeases (3
Integraton Ercponts 4 Cescrmton status Progrecs Start Date s trrars o |
8 s o oo 7z [ E e ———— I > v v, S f
OGF GradieAQ Supplers
e e ] T - >0 10:05:44.5... STSYS o e
=+ 3 HEPs TRAIN =
Customer Source Data Show All Rows
) Default Asset e Rotat
HEFTESTOL - Paralel Mipaton 1159
£ TP st rparer :
5 Vo Amet tmperter Delete Background Process il Minus
£ 71T POC TIPS
Mt Codes and Matching Algorhms
) Outbrand Integraten Endpeints
& (5 OIEPs CON.
5 CIEPs 4B ol 5

Ready antl

¢ Remove a large number of background processes via the STEP Workbench via search. A simple
way to remove a larger set of background processes is done via searching the background
processes in the STEP Workbench, moving these to a collection and removing the collection.

o Go to the Integration End Point with a large amount of background processes, for
example

© Ended Processes (100/210)

ld * | Description *| Status > | Progress * | Start Date > | Started By | Errors * | Created 4
> BGP_3745223 Importstarted for endpoi... succeeded T - - 7 02 cosT - STEPSYS ) Thu 1ul 27 10:18:28 CEST ..
> BGP_3745222 Importstarted for endpoi... succeeded I - - 2 0517 CEST . STEPSYS ) Thu 1ul 27 10:18:28 CEST ..
» BGP_3745221 Importstarted for endpoi... succeeded T - - 2 10:+5:25 CEST .. STEPSYS o Thu 1ul 27 10:18:28 CE:

» BGP_3745220 Importstarted for endpoi... succeeded TN - - 2 10:+5:42 CEST .. STEPSYS o Thu 1ul 27 10:18:28 CEST ..
> BGP_3745219 Importstarted for endpoi... succeeded I - - 2 10:45:4 CEST .. STEPSYS 0 TThu Jul 27 10:18:28 CEST ..
> BGP_3745218 Importstarted for endpoi... succeeded TN - - 2 10:45:35 CEST .. STEPSYS 0 TThu Jul 27 10:18:28 CEST ..
> BGP_3745217 Importstarted for endpoi... succeeded TN - - 2 10:45:45 CEST .. STEPSYS 0 TThu Jul 27 10:18:28 CEST ..
> BGP_3745216 Importstarted for endpoi... succeeded T - - 2 10:+5:2+ CEST .. STEPSYS 0 TThu Jul 27 10:18:28 CEST ..
> BGP_3745215 Importstarted for endpoi... succeeded TN - - 2 10:45:41 CEST .. STEPSYS 0 TThu Jul 27 10:18:28 CEST ..
> BGP_3745214 Importstarted for endpoi... succeeded I - - 2 10:+5:3% CEST .. STEPSYS 0 TThu Jul 27 10:18:28 CEST ..
> BGP_3745213 Tmport started for endpoi... succeeded Thu ul 27 10:49:33 CEST .. STEPSYS 0 Thu Jul 27 10: 18:28 CEST ...
> BGP_3745212 Tmport started for endpoi... succeeded Thu ul 27 10:48:26 CEST .. [STEPSYS 0 Thu Jul 27 10: 18:28 CEST ...
> BGP_3745211 Tmport started for endpoi... succeeded Thu ul 27 10:48:25 CEST .. STEPSYS 0 Thu Jul 27 10: 18:28 CEST ...
> BGP_3745210 Tmport started for endpoi... succeeded l‘hu ul 27 10:45: 14 CEST .. [STEPSYS o Thu Jul 27 10: 18:28 CEST ...
> BGP_3745209 Tmport started for endpoi... succeeded l‘hu 0l 27 10:45: 19 CEST .. [STEPSYS o Thu Jul 27 10: 18:28 CEST ...
> BGP_3745208 Tmport started for endpoi... succeeded l‘hu ul 27 10:48:35 CEST .. [STEPSYS o Thu Jul 27 10: 18:28 CEST ...
> BGP_3745207 Tmport started for endpoi... succeeded l‘hu ul 27 10:48:35 CEST .. [STEPSYS o Thu Jul 27 10: 18:28 CEST ...
> BGP_3745206 Tmport started for endpoi... succeeded l‘hu ul 27 10:48:32 CEST .. [STEPSYS o Thu Jul 27 10: 18:28 CEST ...
> BGP_3745205 Tmport started for endpoi... succeeded l‘hu ul 27 10:48:37 CEST .. STEPSYS o Thu Jul 27 10: 18:28 CEST ..
> BGr 3745204 Imoort started for endoei... succeeded T . 1./ 27 10:49:12 CEST .. STEPSYS o Thu 3ul 27 10:18:28 CEST ..

o Select the ID column and copy and paste these IDs to a text file.
o Goto STEP Workbench > Search

o Search for the background processes, e.g. BGP_3745* or search from list and paste the
IDs from the text file.

o Add the search result to a collection, e.g. collection BGPs _to_be Removed
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BGP_3745*
© Advanced

Tree

32 Save as Collection in Background Process

StiboSystems

Search

B Reset Search

Name >
» i#: (BGP_3745087) ID = AGP_5745087 |
» i# (BGP_3745088) D = 5GP_3745085
» i# (BGP_3745089) D = 5GP_3745085
> ‘r;:' (BGP_3745090) D = 5aP_3745090
» fes (BGP_3745091) ID = 5GP 3745091
» G (BGP_3745092) ID =5GP 3745092 o
» #: (BGP_3745093) ID = BGP_3745095
» i (BGP_3745094) D = 5GP_3745094
> ‘r;:' (BGP_3745095) D = 5cP_3745095
> ‘r;:' (BGP_3745096) ID = 5cP_3745095
» fes (BGP_3745097) ID = 5GP 3745097
» #: (BGP_3745098) ID = 5GP_3745095
» i# (BGP_3745099) D = 5GP_3745095
» i (BGP_3745100) D = 5GP_3745100
> ‘r;:' (BGP_3745101) D = 5cP_3745101
» fes (BGP_3745102) ID = 5GP 374510z
» Ge: (BGP_3745103) ID =5GP 3745103
» 6 (BGP_3745104) ID = BGP_3745104
» i# (BGP_3745105) D = 5GP_3745105
> ‘r;:' (BGP_3745106) D = 5P_3745105
> ‘r;:' (BGP_3745107) ID = 5GP_3745107
» fe: (BGP_3745108) ID =5GP 3745105

H Syskem Setup " BG Processes ]

Bookmarks

I

STEF Worlflow

[

4] | ¥

-Operations on Entire Result:

T

Displaying 100 of 913 results Show Details

=-L3 Collections
(5 Add to dummy parent
-5 ARENDE-temp
- 5 AttPo
(-5 Attribute collections
[#-[55 Final Collections
-3 Justyna_Temporary Collections
- (5 IW-Mann-Golden

{5 IW-Mann-Price
=
#- (35 Missing price list
(53 Portal collections
1[5 Projects
1[5 Setup collections
(5 Temporary Collections
-5 tomaszm_TEMP
-3 eCatalogs

[
[
£
[
[E:
[

- Details

i (BGP_3745109) ID = 5GP_3745105 'Ll Collection 1D [rol-3746 157

Collection Name IEGPs_tc_be_Removed

Ready

oK Cancel

o Gotothe collection e.g. BGPs_To_ Remove and select Maintain > Force Delete

and Purge and select Purge collection contents

4 Purge Collection

Purge collection nodes.

There are one or more collections in the selection you are about to
purge. How do you want to purge them?

b

Cancel

e Remove a large number of background processes via the STEP Workbench via copy. Another
simple way to remove a larger set of background processes is done via copy and paste the
Integration End Points and then removing the original Integration End Points.

o Copy the Integration End Point, e.g. copy OIEPIDOCMATMAS05-01
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Qutbound Intgration Endpoints > Endpoint Status
OIEPS TRAIN » Lastrun
-~ () AdvancedSTEPXML-Change (IM > Nextrun
AdvancedSTEPXML-Change (RE
8 9 Integration Endpoin

Asset Exporter JPEG 1024 REST
- Asset Exporter PNG 100 BIN
(5 BMECat export product
-~ () Entity Export 1 with referenced
QIEP Assets Changed Since 30 |
- QIEP Classifications Changed Sil
() OIEP Configurations
OIEP Configurations Attr. LoV. |
OIEP ID-- Hammanrnr

(5 Training

Workflow Profil &% CLt
Copy

K Delete

Invoke Endpoint...

View First Event Batch...

Paller not sched
Pollerinvoked b
Starting export b

ae I E DR o Epm
~() TodayF Disable Integration Endpoint...

Ctrl+X
Ctrl+C

Paste | Copy to the clipboard | Ctrl+V

Paste the Integration End Point, e.g. paste to OTEPIDOCMATMAS05-02

> |advancedSTEPXML-Chang
> |AdvancedSTEPXML-Chang

Outbound Integration Endpoints

E

New Setup Group...

OIEP Configurations Attr. LoV, |
OIEP IDoc MATMASOS
OIEP Products Changed Since 3
TodayFuturePriceDate
(9 Training AdvancedSTEPXML 01
(5 Training STEPXML FULL 01
() Training STEPXML in separate fi

0171 NTFD= TR ATH Fuant Trinnarina

Paste from the clipboard
Derete

Create Qutbound Integration Endpoint...

cut Ctrl+X
Copy Ctrl+C
Paste Curl+V

DIEP Configurations Attr.

OIEP IDoc MATMASOS

OIEP Products Changed Si

TodayFuturePriceDate

[Training AdvancedSTEPXM

[Training STEPXML FULL 01

Once the new Integration End Point is successfully copied and running, then remove the
original Integration End Point, e.g. delete OTEPIDOCMATMAS(05-01

Asset Exporter JPEG 1024 REST
Asset Exporter PNG 100 BIN
() BMECat export product
- () Entity Export 1 with referenced
B OIEP Assets Changed Since 30|
QIEP Classifications Changed Sil
() OIEP Configurations
OIEP Configurations Attr. LoV, |
OIEP IDg - *ramraarne

] Qutbound Integration Endpoints T Staws
7| OIEPs TRAIN » Lastrun
-l AdvancedSTEPXML-Change (IM > Nextrun
« 7 AdvancedSTEPXML-Change (RE
2 § Integration Endpoin

Poller not sched
Poller invoked b
Starting export b

-5 OIEF Prd Enable Integration Endpoint...
(7 TodayFu Disable Integration Endpoint...
(3 Training
- (5 Training Invake Endpoint...
- () Training
- (55 OIEPs TRATN View First Event Batch...
Portals
Workfow Profie| 56 Cut Ctrl+X
Workflows Copy Ctrl+C
~[Z] Derived Events Paste Chrl+V
-2 Object Types &
¥ Delete

This will delete the Integration End Point and all related background processes as well.

Remove a large number of background processes via a Stibo Systems script. Finally, when all of
the above methods for removing background processes do not work because there’re simply too
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many, then it's also possible to remove background processes via a request to Stibo Systems to
remove background processes (via a JIRA ticket).
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Analysis methodologies and recommendations from a functional viewpoint

B.1

This appendix describes the data gathering methodologies and performance improvement
recommendations from a functional viewpoint.

Base setup

The base setup of the STEP contexts and dimensions, product and entity data model, assets and
classifications are designed based on business requirements. Nevertheless, the base setup should be
designed based on performance as well since a complex base setup can have a negative impact on the
performance in general.

An analysis of the base setup is therefore worthwhile, however changes on the base setup (for
performance reasons) do usually have a huge impact. For example, changing the data model have
impact on attributes, references, but also can have impact on business rules, workflows, WebUI
configurations, exports and imports. It's therefore highly recommended to always weight the pros and
cons of such a change before changing the base setup.

Nevertheless, it's always recommended to analyse the base setup and then consider if it's worthwhile to
change anything.

B.1.1 Dimensions and contexts
The setup of the STEP contexts and dimensions is flexible and is probably designed and setup based on
business requirements. Nevertheless, the setup of contexts and dimensions should be designed based
on avoiding unnecessary complexity and optimal performance as well, since a complex setup can have a
negative impact on the performance in general.
Usually, in multi lingual setups, two dimension-points are defined

e Country

e lLanguage

For this example, it means that every object in STEP (entity and product) can have a country and a
language dimension, which allows for

e Translations in different languages (language dimension) where the same object (e.g. product
AC-P7000-42) has an English, German, Spanish, etc. translation of the data.

o Differences in countries such as different accessories of the product in different countries via
suppressing a reference.

The context defines the combination between the defined dimension points.
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For example, the context Colombia - Spanish (es_CO) is defined with

e Country = Colombia for Colombia (es-CO)

e Language = Spanish for Columbia (es-CO)

P context [Roor

YT €D Cwm E &1 2 3 Elsoto [oivame & s

A (Germany -German (de_DE)
5 A N‘ETEI"VES:;‘?’\:‘#A‘A(;LM) > Name. > |Locsle > lLanguage > (Country >
&| T Lcontextt - | pustralia - Engish (en_A) En-au ustraia
= Jaustraia -Engich (en. ) _ | hustria - German (de_AT) - pustria
¢ & outch > bise elgum - Englsh (n_6E) Pee Belgum
5 j:g::i some > per a2l - Portuguese (ot R) pLar Braai
= | German >
% S‘:‘;‘Dc > Contextl. ontext1 Englsh -en Engih s
5] Portuguese > ontexts ontext3 erman (Germany) -de_DE e Germany
[ spanish > DutchNL utch NL Dutch (Netherlands) - nl_NL L Country Root
::: seePE eman - German (de_DE) e 0E Germany
Y vy > plan Global - Dutch (1_AK) Dutch Gobal
g =2 C;ucmmu oot > en_AA Global - English (en_AA) Endlish (Global
8 o= m:;m > fe_Aa Global - German (de_AA) German Giobal
n Austraia > ha_AA Global - Global (s3_AR) lobal Global
= (] Austria > (global 10 Jobal ISO Engish (IS0 ENG) Global
El o > praa Jobal - Portuguese (Pt A%) ortuguese Giobal
% > ks_an Global - Spanish (es_AA) parish fGlobal
> s Mexico -Sparish (e5_MX) s iexico
> hl Netherlands - Dutch (nl_NL) "y ietherlands
> POCCTXT-AA-en OC L1 Global Engiish 'OC Global English [Country Root
> POCCTST-en-CA-en OC L2 Englsh for Canada English OC English for Canada English ountry Root
e > POCCTXT-en-CA-f- 0C L2 Engish for Canada French 0C English for Canada French Country Reot
> 'OC L3 English for Canada OC English for Canada (Country Root
— sk > POCCTXT-fr-CA 0CL3 French for Canada 0C French for Canada Country Root

Please be aware that the dimensions allow to be setup in a hierarchy which uses inheritance. This means
that the dimension point inherits the data from its parent unless it has its own data. For example, the
language “Spanish for Colombia (es-CO)” is setup below the language “Spanish (es)”. This means that all
data in the language “Spanish for Colombia (es-CO)” is inherited from the language “Spanish (es)” until
the data in the language “Spanish for Colombia (es-CO)” is set.

When the dimensions and contexts are configured, then attributes, references, etc. can be configured to
be dimension dependent.

For example, an attribute “Consumer Description” can be configured to be language dependent.

MI References ” Attribute Transformation H Walidity " Profile ] Log [ State Log ” Tasks ]
Descighon

9 |
Name > * |Value
*> ID Consumer Description
> Mame Consumer Description
> Last edited by 2018-01-25 10:43:29 by STEPSYS
> Ful Text Indexable Mo
* Externally Maintained Mo
» Completeness Score
» Hierarchical Filtering Mone
> Calculated Mo
> Type Specification
>
» Mandatory (2]

And a reference such as “Accessory” can be configured to be country dependent.
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 eference Type |EEREY
' Description

Marme »| » Value
» D SI-Accessory
> Mame Accessories for Sales Ttems
» Last edited by 2017-06-02 10:09:24.0 by STEPSYS
» Externally Maintained Mo
» Dimension Dependencdies Country;

W

Completeness Score

Please be aware that combining dimensions might result in a very complex situation. For instance, if
metadata attribute for an asset (e.g. Asset Description) is defined to be language and country dependent,
then it's possible to have a translated metadata attribute on the asset in different languages, and have a
different metadata attribute value for different countries. But what does this mean in reality, if it's also
considering that the metadata attribute may inherit the values from its parents (e.g. from language
Spanish and from country Global)? It's hard to predict the values when making this attribute multi-
dimensional. Therefore, it's recommended to avoid multi-dimensional configurations as much as possible.

Another recommendation is to be careful with the number of dimensions to configure. The more
dimensions defined, the more complex the STEP solution will be. A good practice is not to define more
than two dimensions (e.g. language and country). Therefore, only define a new dimension if it's
absolutely required. For example, if the objects (e.g. products) do not differ much in the countries, then
leave the country dimension behind and only define a language dimension.

For performance reasons it’s also recommended to define as little as dimensions as possible (good
practice is maximum of two, e.g. language and country) and only configure dimension dependency when
required, simply because a complex dimension setup requires more extensive processing in e.g. imports,
exports, bulk updates, running business rules, etc. The number of dimension points (e.g. number of
languages) is however of less importance, as well as the number of contexts.

B.1.2 Data model

The data model of STEP is very flexible and allows for complex data model setups. The STEP data
model is probably designed and setup based on business requirements. Nevertheless, the data model
should be designed based on avoiding unnecessary complexity and optimal performance as well, since a
complex data model can have a negative impact on the performance in general.

For example, if it's required to define an entity “Company” which has a visiting and distribution address
with country, city, street and zip code, then the addresses can be defined as follows:

e A couple of attributes directly on the entity “Company”, such as visiting address street, visiting
address city, distribution address zip code, etc.

o Or, a separate entity called “Address” with type (e.g. “visiting address” and “distribution address”),
street, city, zip code, etc. and a reference to reference the “Company” to the “Address”.
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e Or, two data containers “Visiting Address” and “Distribution Address” with country, city, street, zip
code, etc.

The right data model to use is probably the usage of data containers, since

e The reuse of the same address over multiple companies is minimal. Therefore, the data model
with the “Address” as a separate entity in unnecessary complex.

e Some companies might not have a “Distribution Address” making the usage of separate attributes
on “Company” somewhat inflexible.

For example, if it's required that a product belongs to one product family in most cases, but might belong
in exceptional cases to another product family as well, then this can be defined as follows:

e The product in the blue hierarchy belongs to a parent product family in the blue hierarchy. For the
exceptional cases where the product also belongs to another product family, a product reference
is used where the product is also related to the other product family.

e The product-override is used where the product-overrides are alternate versions of products and
product families that may have differing values, references, links, and structures. Attributes and
values applied to the product family are inherited to the product-override and can be replaced
with local values and references on the product override.

The right data model to use is probably the usage of the product reference when inheritance of the
second product family is not required, since it is less complex.

The STEP data model allows is very flexible and allows for different approach for the same challenge.
Still, the recommendation is to not overdesign the data model and keep the data model as simple and as
meaningful as possible.

For performance reasons it’s also recommended to design the data model as simple as possible, simply
because a complex data models require more extensive processing in e.g. imports, exports, bulk
updates, running business rules, etc.

For performance reasons it’s also recommended to use manually sorted on product objects and entities
consciously.

B.1.3 Assets

Digital assets are media files like images, videos documents, etc. Digital assets in STEP are asset
objects which can hold attributes (metadata) and have a reference to the actual asset (binary file).

The asset binaries can be stored outside STEP in an external DAM system. The storage of the asset
binary within STEP can be on the file system or in the STEP database. The method of asset binary
storage in STEP (file system or database) doesn’t determine the performance of STEP. One might
consider storing the asset binaries in the database for faster access, but accessing many asset binaries
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in the database also results in higher database traffic. All in all, the asset binary storage method doesn’t
determine the performance of STEP.

Furthermore, it makes sense to check the dimension dependency of the assets. The asset dimension
dependency shouldn’t be defined when it’s not required.

3 Image & Document Settings

W

Dimension Dependencies

» Store assets and DTF documents in Database
* DTP asset source Asset Push
» Pregenerate thumbnail cache on upload fes

» Disable auto-cleanup of thumbnail cache Mo

» Transformation Lookup Tables follow asset dimension dependency M

» Ihsset Import Compatibility Mode Simple

The asset configurations as displayed in the screenshot are available in the STEP Workbench > System
Setup > Users & Groups.

The import and export of assets should also be considered. STEP allows for asset transformations during
import and export. Asset transformations obviously require system resources and therefore unnecessary
asset transformations should be avoided. See the paragraphs on import and export for more information:
B.7 Imports.

B.1.4 Classifications
STEP allows for setting up one primary hierarchy (blue tree) and multiple classifications (yellow trees).

However, many children in each level of a hierarchy is expensive. STEP has a hame uniqueness check
S0 many items in one node of the hierarchy degrades performance.

The easiest way to find hierarchies with too many children is via the STEP Health Check in the Admin
Portal.

Available Tests
]
|:| Search for duplicated qualifiers
[] Hidden Oracle paratemers with none default values
|:| Background process in incorrectly linked to integration endpoint.
|:| Invisible deleted products where the delefion cannot be approved
[7] Too many valid values for list of values.
Too Many Manually Sorted Attribute Groups
Too Many Manually Sorted Products and Classifications

See C Analysis methodologies and recommendations via STEP Health Check for more information.
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Alternatively, the hierarchies with too many children are marked in the STEP Workbench with an x and
are automatically set to non-readable.

- Temp

Once these hierarchies with many children are found, the search is used to analyse how many children
are in the hierarchy by using the search below option.

For example, the following screenshot shows a hierarchy called EANes with about 350k children.

Search Below W
"EANes (EAMIist)

op Reset

Displaying 100 of 349255 results  Show Details

It's recommended to avoid hierarchies with too many children. Therefore, try organizing and categorise
children in subhierarchies.

B.1.5 References

The setup of references in STEP is very flexible. References can be configured as with multiple different
sources and targets (reference and reference by), are of a certain type (product, asset, classification,
etc.), have metadata attributes on the reference, use a type of inheritance, and so on. All these reference
configurations do not have an impact on performance as such.

However, ad-hoc navigation across a reference to another object to fetch attribute values and / or
references is expensive. This because another database access and potentially another disk access is
required. For instance, navigation via references in business rules to resolve values, resolving calculated
attributes or resolving references during export. It’s therefore recommended to check the usage of the
references in business rules to resolve values, resolving calculated attributes, or resolving references
during export.

B.1.6 Global count of objects and attributes

This paragraph provides examples on how to count number of objects in STEP via search. The search
displays the total number of results found.

e Count number of products
o Search for the number of all product objects via selecting
=  Object Type = Product
= Search Below = Primary Product Hierarchy

For example:
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¢4 Context |ROCT

Search Below W
[Primary Product Hierarchy (Product hierarchy root) ﬂ

o
Gt el [ e

Displaying 100 of 1977 results Show Details

o Search for the number of each product object type via selecting
= Object Type = [Product Object Type]
= Search Below = Primary Product Hierarchy

For example:

¢4 Context |ROCT

[Object Type = Salesltem
Search Below W
|'Prin1ar11-I Product Hierarchy (Product hierarchy root)

o
o - Reset

Displaying 50 of 50 results Show Details

e  Count number of entities
o Search for the number of all entity objects via selecting
= Object Type = Entity
= Search Below = Entity hierarchy root

For example:

b 44 Context |[ROOT

| Object Type = Entity

Search Below W
’VEntity hierarchy root (Entity hierarchy root) ﬂ

ga - Reset

Displaying 17 of 17 results Show Details

o Search for the number of each entity object type via selecting

= Object Type = [Entity Object Type]
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= Search Below = Entity hierarchy root

For example:

¢4 Context |ROOT

Search

[Object Type = Contacts Root

Search Below =
[Enh’ty higrarchy root (Entity hierarchy root) LW

=l
gp v Reset

Displaying 1 of 1 results Show Details

e Count total number of assets via

o Object Type = Asset

For example:

‘ | Object Type = Asset =
&~ Reset ||| Seareh_

Displaying 100 of 294796 results Show Details

e Count total number of attributes via
o Object Type = Attribute

o Search Below = Attribute Groups

For example:
|Object Type = Attribute k]

Search Below
“nttribute Groups (Attribute group root) |
5R
Displaying 100 of 4519 results Show Details

B.2 Attribute and attribute group configurations

SfiboSystems

The setup of attributes and attribute groups in STEP is very flexible. Attributes can be configured as
Specification Attributes, Description Attributes, have a certain value type (text, list of value, number, date,
etc.), are multi-values or not, have a unit of measure, and so on. All these attribute and attribute group

configurations do not have an impact on performance as such.

However, there are attribute and attribute group configuration which might have influence on the STEP

performance.
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The most convenient way to analyze the attribute group and attribute configurations, is simply by
exporting the attribute groups to a STEPXML file and the attributes to an Excel file.

B.2.1 Disable the display of attribute groups where possible

STEP however provides the possibility to include or exclude attribute groups from being displayed in the
Workbench. However, showing many attribute values in the Workbench will require additional processing
power, and as such, may may become expensive, especially the values of calculated attributes.

Setting the display of attributes is done via the configuration of the attribute groups in Workbench >
System Setup > Attribute Groups. Disable the Show in Workbench option to prevent the attribute

group from being displayed.

For example:

< User Privileges - Attribute =
m Attribute Transformation || Log
§ Desarigt

Name »| > |Value >

» ID UserPrivieges

> Mame Izer Privileges
feiiiii L
Show in Workbench | I
iew Dennioon

Manually Sorted |

Display Sequence 122

U=ed to group attributes for assigning priviege rules to different user roles. This is typically
different from the Display grouping.

Purpose abe

It's recommended to use the Show in Workbench option to configure which attribute groups need to be
displayed in the Workbench and attributes do not need to be displayed in the Workbench.

B.2.2 Disable manually sorted where possible

Manually Sorted is an option in STEP Workbench to sort order attributes, assets, products, entities, etc.
in their hierarchy. However, sorting attributes will require additional processing power, and as such, may
have impact on performance when using extensively.

Attributes can be manually sequenced locally within an attribute group by drag-and-drop in STEP
Workbench. The Manually Sorted option is set in the Workbench > System Setup > Attribute Groups.

For example:
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& Desarot
Name >| 2> |value >
> ID UserPrivieges
* Mame User Privileges
» Last edited by STEPSYS
» Show in Workbench |
> Niew Definition
[T |
i 123
> Purpose abe sed to group attributes for assigning privilege rules to different user roles. This is typically
ifferent from the Display grouping.

More specifically the functionality contains:

The ability to manually sequence attributes within selected attribute groups.
Attribute groups must be explicitly marked as manually sorted in order to allow sequencing.

An attribute must be linked directly into a sequenced attribute group in order to receive any
sequencing.

Sequence is used when a sequenced attribute group is referenced in STEP WebUI and
Workbench or included in an export

The sequence provided in the attribute group will take precedence over any other sequencing,
whether specified on an attribute link or on the attribute.

The limitations are:

Manual sequencing is only set up in STEP Workbench.
Manual sequence can only be enabled for attribute groups that have no sub-groups.

The manual sequencing is only supported for attributes. Sequencing of Tag Groups, LOV groups
and reference Types below an attribute group is not supported.

Manually sorted is configured as follows:

Manually Sorted = No means that child nodes of this object, that are holding this current

object type, are ordered alphabetically in the tree hierarchy. Their sequence cannot be manually
changed by a user.

Manually Sorted = Yes means that child nodes of this object, that are holding this current
object type, can have their sequence manually changed in the tree hierarchy. This can be done
by dragging an object to another position.

It's recommended to use the Manually Sorted option only when it's required to sequence the
attributes in their attribute group.
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B.2.3 Disable full text indexing where possible

Full text indexable is a way of indexing the values of an Attribute with validation base type ‘text' in words.
This will enable you to search for words within 'text' values. However, when an attribute is made as Full
Text Indexable, there are some chances of having performance issues.

The Full Text Indexable option is setin the Workbench > System Setup > Attribute Groups >
Attribute.

For example:

M[ References ” Attribute Transformation ” alidity ” Profile ] Log [ State Log ” Tasks ]

7 Description
Mame >| > |Value

> ID Consumer Description

» Mame Consumer Description

» Last edited by 2018-01-25 10:43:29 by STEPSYS

*> Full Text Indexable No I
xternally Mantaine: o

Completeness Score

» Hierarchical Filtering Mone

> Calculated Mo

> Type Spedification
» Dimension Dependencies Language;
> Mandatory =

» Attribute Help Text abe

Without the full text indexable option you can still search for values. This option is only needed if you want
to search for objects based on a word or set of words in a sentence in an attribute value.

Recommended is to use this Full Text Indexable option to attributes only if needed, since there are
some chances of having performance issues.

B.2.4 Disable dimension dependency where possible

Previously it was mentioned that dimension dependency should only be applied when needed. This also
goes for attributes. See B.1.1 Dimensions and contexts for more information.

For performance reasons it's also recommended to use the dimension dependency on attributes little as
possible and thus only configure dimension dependency when required.

B.2.5 Avoid using large lists of values where possible

Special attention is required for attributes with large List Of Values (LOVSs). Lists of Values (LOVs) with
many values can lead to performance degrades. Many LOV values are LOVs with thousands of values.

Also from a usability perspective, it's recommended to avoid large LOVs.

The easiest way to find LOVs with too many values is via the STEP Health Check in the Admin Portal.
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Available Tests

Search for duplicated qualifiers

Hidden Oracle paratemers with nene default values

Background process in incorrectly linked to integration endpoint.
Invisible deleted products where the deletien cannot be approved

| Too many valid values for list of values.

See C Analysis methodologies and recommendations via STEP Health Check for more information.

Once the LOVs with too many values are found, it's recommended to split the LOVs up into smaller LOVs
or do not use the LOV at all but a text field instead.

B.2.6 Avoid using calculated attributes where possible

Pay special attention to calculated attributes. Calculated attributes provide a lot of flexibility, but you must
introduce them with great care because of the direct impact they can have on downstream deliveries. The
following usages of calculated attributes can degrade performance:

e Avoid usage of calculated attributes in cross-contexts exports. The cross-context exporter does
not impact the performance significantly when extracting normal attributes in many contexts
compared a single context. However, the time it takes to extract calculated attributes grows close
to linear with the number of contexts. This is because STEP is not able automatically to detect
whether the formula that expresses the calculation is dimension dependent or not, which means
that the introduction of new contexts to a downstream delivery that includes many calculated
attributes can result in a significant performance degrade. Consider evaluating the need for each
calculated attribute since a feed that includes a calculated attribute. Also, consider performing the
calculation upfront on approval via business actions and then place the result in a normal non-
calculated attribute (copy field), instead of using calculated attributes to resolve the values at
export.

e Check the locality of calculated attributes. Calculated attributes that only access values on the
local object can be very efficient, but calculated attributes that navigate to other objects via
references and / or hierarchy links are more expensive. Therefore, calculated attributes that
navigate to other objects via references and / or hierarchy links must be carried out in a very
controlled manner. It and should never go across transitive closures that potentially grow very
large, such as all children of a large and growing entity or product hierarchy.

o Check whether the calculated attributes depend on other calculated attributes. Calculated
attributes should not depend on other calculated attributes, because this kind of chain of
dependencies can make performance very unpredictable.

A way to find all the calculated attributes in the STEP system is to simply export all attributes to Excel and
filter on “Attribute Calculated”. Then analyse these calculated attributes one by one in STEP and
determine:
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o If the calculated attribute is used in cross-contexts exports. If yes, consider the necessity of using
the calculated attribute in the export at first. And if the calculated attribute value is required in the
cross-context exports, then consider performing the calculation upfront on approval via business
actions and then place the result in a normal non-calculated attribute (copy field).

e If the calculated attribute navigates to other objects via references and / or hierarchy links which
go across many children. If so, then consider replacing the calculated attribute with a potential
more efficient business action.

If the calculated attribute depends on other calculated attributes. If so, then consider using more efficient
business actions to come to the same result.

Optimistic locking

STEP runs with optimistic locking policy. Optimistic locking errors may be caused by long transactions of
e.g. imports, exports, asset push, business rules. The longer a transaction, the higher the probability of
introducing an optimistic locking failure when running long transactions simultaneously.

STEP will put the transaction on hold when optimistic locking occurs, and will try to process the
transaction again after some time. Optimistic locking errors therefore degrade the performance of
imports, exports, asset push, business rules, etc. and degrade the performance of the STEP system.

B.3.1 Analyzing optimistic locking failures
Optimistic locking errors are analysed via the STEP log file.

¢ Analyse the log file via the Step Admin Portal and download or view the Main STEP log file.

[ Activity | Activity Dashboards | IS Monitoring | Components || Configuration || Thread Dump || Database | Tools | Profiler | Localization |
stepserver1907 stibo.corp 4| B Fetch data
! step.0.log Main STEP Log file Tail View Download I
T pry icy
1) step.1.log Previous STEP Log file Tail View Download

= ] old-logs 2016-10-21_08-50-14
Download

—
=
=3
@
=

7 gelog.0.current Previous Garbage Collection Log file

@ (Jlogs
@ (] gelogs

@ () misc

e Search the log file for “optimistic locking”.

1 evaluateConditionNoThrow WARNING
icationException: Optimistic locking errors were detected when flushing te the ¢
Exception SEVERE: RuntimeExcepticn

6d7D|R3404828 | PRT | cduserportal com.s
failed fo C42-1957171" in state "ModeComme.
2017/10/23-09:52:10 €d7b| | PRT|cduserportal com.stibo.portal.engine

Since optimistic locking errors are caused by long transactions of maybe an import, export, business rule,
asset push, etc. it's important to analyse precisely what caused the optimistic locking errors.

For example:
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e Warning for optimistic locking caused by Asset Push

2017/10/25-16:34:07 9e8e com.stibo.services.assetpush.beans.AbstractServiceBean wrapUnexpectedException
WARNING Caught unexpected: kodo.util.OptimisticVerificationException: Optimistic locking errors were detected when
flushing to the data store. This indicates that some objects were concurrently modified in another transaction. Failed
objects: [AssetPO@7caa505: 3615004291612_1, AssetPO@526chb477: 3615004302998 3, AssetPO@3c0fcce3:
3615004302998_pantone, AssetPO@3bd3211d: 3615004291612_3, AssetPO@696359ef: 3615004302998 _1,
AssetPO@5e9b87b8: 3615004291612 _pantone, AssetPO@1cb0217c: 3615004302998_2, AssetPO@3e49203e:
3615004291612_2] [java.util.ArrayList]

e Severe optimistic locking error caused by a WebUI transaction in WebUI “C4userportal’

2017/10/17-12:34:59 795|L3022356|PRT|C4userportal com.stibo.portal.engine.server.util. ExceptionConverter
convertExceptionSerializeAndLocalize SEVERE Type: Error no esperado, Message: Optimistic locking errors were
detected when flushing to the data store. This indicates that some objects were concurrently modified in another
transaction. Failed objects: [ProductPO@21d744cc: C4A-305195, Value7PO@5b8b4f21, valno: 231765818, qualifier: -5,
rev: 0, Value7PO@344dc391, valno: 231765817, qualifier: -5, rev: 0, Value7PO@3f2b8947, valno: 231765815, qualifier: -
5, rev: 0, Value7PO@5478ad23, valno: 231765816, qualifier: -5, rev: 0,
com.stibo.core.persistence.NodeStatePO@36bc02a7] [java.util. ArrayList]

¢ Waning for optimistic locking caused by business condition transaction in state “ModeCommerce”
in WebUI “C4userprotal”

2017/10/23-09:52:10 6d7b|R3404828|PRT|c4userportal com.stibo.core.domain.impl.state.scxmlimpl.StateFlowlmpl
evaluateConditionNoThrow WARNING Business Condition failed for item "C4A-1957171" in state "ModeCommerce" :
Wrapped kodo.util.OptimisticVerificationException: Optimistic locking errors were detected when flushing to the data
store. This indicates that some objects were concurrently modified in another transaction. Failed objects:
[ProductPO@3c0b71a7: C4V-1957172, ProductPO@2f9030b2: C4V-1038657, ProductProductReferencePO@284a0999,
edgeid: 23130110, rev: 0] [java.util. ArrayList] (Script#305) in Script at line number 25 at column number 0

B.3.2 Recommendation: optimize large transactions

It's recommended to keep the transactions small to limit the probability of introducing an optimistic locking
failure, by optimizing the business rules and functions used at e.g. imports, exports, bulk updates. See
next paragraphs for the good practices on business rules, imports, and exports.

B.3.3 Recommendation: set reference target policy

Nevertheless, in some cases the long transactions cannot be simplified easily. In these cases, it's worth
considering setting the Reference Target Lock Policy to Relaxed of the object types the long

transaction applies to.

For example: the following screenshot shows the configuration of Reference Target Lock Policy
to Relaxed of object type Foto since the many of the optimistic locking errors in the asset push apply to
this object type.
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P& LinuxTest19700103 - stepsys@http://stepserver1907.stibo.corp:9870 - STEPworkbench - m] X
File Edit View Navigate Format Maintain Window Help
£3] Context |Global - Engiish (en_AA) v | € > O uRL [peteditor =ObjectTypeacontextid=en_AAsid=re|[=] [] (8 [F] [l Goto [1DiName >
System Setup < Product Image - Object Type i
w| -G Object Types & Structures " References || Log
& B[] Alternate Classifications 2 on .
LR As ts
= 5 e Name >| > WValue >
2 [-3[7] Assets
& Bul Update Configuration > D Productimage
Configuration > Name Product Image
B 27 Export M Configurati
H xport Manager tonfhguration > Last edited by 2018-01-18 12:09:00 by STEPSYS
o {Z GDSN Receiver CIN Sample
2 {Z& GDSN Receiver XSD > Name Pattern
2 & Tcon > [ID Pattern [idl
@) Hustration > licon ]
= {Z¥ Image Conversion Configuration ——
K] Import Manager Configuration > MIME Types image/tF
E Installation Manual pplication/postseript
7 l=s< Logo > Dimension Dependencies
= =
il Manual O —
=) Match Link Golden Asset
% B2 Match Link Source Asset > Jasset Background Color ~ [ake
B ] msDs T —
2 & ow
2 Owners Manual > |asset Clipping Path abo
B Philps Assets
5 ﬂ » \sset Date Create abe
Z IO Product Video > Jasset Date Metadata abo
zl {9 57 Primary Image > |Asset Date Modify abe
= =] Single Product Shot > ©
Ready —=ull

The Reference Target Lock Policy is used for the Assets, Entities, Classifications, and Products
object types to manage how objects should be locked while they are being referenced. When a reference
between two objects is being created in STEP, the target object is locked to ensure that it is not being
deleted while the reference is being created, meaning only one process or user can edit it.

This can be an issue when running parallel imports where the first import locks the object type being
referenced and the second import eventually stops running because it cannot access the locked object.
The default setting for this property is set to 'Strict' unless changed to 'Relaxed’, and 'Relaxed' should
NOT be used on an object type for objects that are often deleted — this could result in poor performance,
and risk of locks and deadlocks.

When a reference between two objects is being created in STEP, the target object will be 'locked' to
ensure that it is not being deleted while the reference is being created. In most of these cases, deletion of
the object is not a deletion from the database, but the deletion that occurs due to revision control when an
insert of a new history entry occurs. This can be a major issue when running parallel imports where the
first import locks the object type being referenced, and the second import eventually stops running
because it cannot access the locked object. Although STEP continues to retry the import, this can cause
inbound feeds to be negatively affected.

The 'Relaxed' setting on the property puts a less restrictive lock on the reference target objects being
edited so that they can be updated concurrently by more than one process and/or user, with a full lock
being employed only in the case that a deletion is attempted. This setting, when used with object types
that are frequently referenced but rarely deleted, will improve the performance and stability of parallel
inbound imports, bulk updates, and users concurrently creating references to the same objects.

It's recommended considering changing the Reference Target Lock Policy to Relaxed when
optimistic locking failures occur frequently in the logfile, the transactions cannot be optimized, and the
object types that are frequently referenced but rarely deleted.
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B.4 Data profiling

The Category / Data Profile functionality provides a detailed overview of data in a specific branch of the
hierarchy in hierarchy tree. However, when large categories are profiled, the system uses a lot of
memory. This may have a negative impact on the system performance.

The Category / Data Profile functionality is enabled by setting the Enable Profiling option on objects
in Workbench > System Setup > Object Types & Structures.

For example:
[ References " Log ]
% Description
Mame »| » |Value
» ID SalesItem
» Name SalesItem
» Last edited by 2018-03-20 10:07:08 by STEPSYS

* MName Pattern

» [D Pattern [id]
* Manually Sorted es
* Enable Profiling es
* [Icon i

* Dimension Dependendies

» Reference Target Lock Policy]  Relaxed

Each profile contains information about the profiled data and provides easy access to correcting data
errors, for example:
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Head Wear rev.0.7 - Category Profile P2 comples=
Product || Product Variants || Sub Products || References || Referenced By || Images & Documents || Commercial || Tables (MSCITIUEAZIIIEN | Proof View || Status || StateLog || Tasks
Generated: Mon Jan 25 2016 16:22 Update Profile b4
@ Dashboard (7) Value Details () Reference Details Default -
Ohject Count Translation Status Average Object Completeness 29.3%
1P 10
10-20% 0
2 ? .
| Mot Translated (27) 0% a
objects
Eain; el
AR 1
Least Complete Attributes Approval Status
Attribute > Completeness DA% 4
Zip 0%
Discontinued 0%
Width (range) 0% -1 3
Stacked Height 0% = § .
SpecCaption TEST % Partly Approved (12) ——
W Complete Approved (8)
W ot Appraved (7)
80E% O
S O
] n r
Most Complete Attributes Object Type Count
Attribute > Completeness
International Distribution Number 100%
Path 100% Gray g
Domestic Distribution Mumber 100% W Salesitern (15)
Product Dimensions_calculated 100%: W ltem (8)
Product Group Description 100% [0 SalesitemFolder (1)
W ftemFolder (1)
W Lavel2 (1)
Otherobjecttypes (1) Black 3
1 n *

It's recommended to only enable profiling only when required.

Still, if it's decided to set the Enable Profiling option, then there're options to limit the memory usage
for profiling. It's recommended to use one of the following properties to limit memory usage.

e Setting the maximum of distinct attribute values considered during profile generation per attribute
in the sharedconfig.properties configuration file

DataProfile.MaxDistinctAttributeValuesConsideredDuringProfileGeneration
DataProfile.MaxDistinctAttributeValuesConsidered DuringProfileGeneration=100

+ Using default value
» Must be an integer.

This sets the maximum of distinct attribute values considered during profile generation per
attribute. The default setting is 100. When the limit is reached the following happens:

o Frequent value counts might become inaccurate. STEP uses a counting implementation

dedicated for counting in big data collections with a limited memory usage from
Clearspring Analytics.
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o The rare value count is disabled because only a frequent count can be maintained. In the
profile, the frequent and rare values cells for attributes with too many distinct values are
displayed with a light red background colour. The attribute completeness and count and
the value instance counts for profiled attributes are correct.

e Setting maximum number of distinct targets for the reference or link type that is profiled in the
sharedconfig.properties configuration file

DataProfile.MaxDistinctTargetsConsideredDuringProfileGeneration

+ Using default value
+ Must be an integer.

This sets the maximum number of distinct targets for the reference or link type that is profiled.
The default setting is 100.

B.5 WebUI configurations

The WebUI Designer is flexible and can configure a WebUI in many ways. However, not all configurations
perform equally well. Therefore, it is important to consider performance when configuring a WebUI. A
screen with little data and limited functionality will load faster than a screen with lots of data and
functionality.

Please also see the Health Check results (Appendix C) where the most urging WebUI issues are listed.

B.5.1 Use multiple WebUIs

The STEP WebUI configurations are files XML which are accessible in Workbench > System Setup >
Portals.

For example:
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B <orspein-production - DBA@ s/ eferenciligil conefounes 43 - STEPworkbenc o ) T - o0 «x

{File Edit View Navigate Format Maintain Window Help

Context |Global V|G € > ©' L [stepiportalesitor =Porteiconfigurationscontextii=Globalsid=s.ppiert =] [5] I8 [ [l Goto

! £ No Title R
3 3 Attribute Groups Status
I = Attribute Transformations & Description
= ction Sets Name >| > |Value
ontexts > D supplier
g ists of Values /LOVs
(] usiness Rules > Mame Supplier
z hange Packages > Defadlt
g vent Processors 5 Edit Web Ul configuration X
g bound Integration Endpoints
atch Codes and Matching Algorithms [k2xml version="1.0" encoding="UTF -8" standalone="no"?> } ) ~
@ Ltbound Tntegration Endpoints <E?Lm\(unﬁg xmins="http: [{stibosystems. com/step/portal-config” xmins:xsi="http:/jww. w 3.0rg /200 1/XMLSchema-instance™ portal

ortals This Asset portal configuration is a bare bone setup allowing Step users to maintain assets.
Example Portals Ithas no prerequisites apart from the creation of “Supplier Assets” and "Supplier Batches™ dassifications as descriped in the Step Pe
@ AdminPortal -
{3 Carrefour Portal de Usuarios <sareens>
{8 Pass - Portal de Usuarios 1 PANTALLA LOGIN —>
@} Robotics <loginscreen:>

° i.- %8 Supplier <parameter id="PortalTite” value ="STEP User Portal”/>
El - POCPortals <floginscreen>

g farkdion Profies <!~ PANTALLA LOGIN —>

2 orkflons

<sareen id="login" type="LoginScreen”>
i <parameter id="BottomStyle™ value="stb-inout-bottom"/>
{Z& Object Types & Structures <parameter id="TRightWidth" value="1"/>
Tags <parameter id="TopStyle" value="sth-nout-top/>
& nits <parameter id="Rightstyle" value ="stb-nout-right"/>
<parameter id="BottomHeight” value="-17/ v
< Users & Groups < N
B, Reference Types
332 Workspaces

[Z] Derived Events

[ STEP Workflow H

Save Cancel

When a user logs into the WebUI and opens the WebUI Homepage, the corresponding configuration XML
file is loaded. So, if the WebUI configuration XML file is big, then the WebUI homepage takes quite some
time to load.

A rule of thumb is to consider splitting the WebUI when the WebUI configuration is more than 25k XML
lines. Therefore, it's recommended to split up the WebUI into multiple WebUIs, each with their own
specific purpose.

B.5.2 Use small dedicated WebUI screens

A typical WebUI screen fetches all attribute values from the attribute group define in the WebUI screen.
The screen then filters out the attributes based on validity of for the product type and based on user
privileges.

Configuring attribute groups for the WebUI screen which contain large amounts of attributes will result

e Infirst listing fetching all attributes from the attribute group

e And then filtering out attributes for display based on validity of for the product type and based on
user privileges.

When the WebUI screen is configured to display the attributes from an attribute group with many
attributes, then that may have a negative impact on the loading time of the screen.

First analyse which attribute groups are used in the WebUI screen.

For example:

© Stibo Systems STEP Performance Assessment 109/174



Properties

Configuration ~ Web Ul style

SalesltemScreen - ISave”CIosa”New.._”Delete”Rename”Save as_..|

Attribute Value Group Component Properties gotoparent . |

The Attribute Value Group component can be
configured to display a group of aftributes values
valued for a selected object. Attributes added to a
selected Attribute Group will automatically be included
and displayed in the Node Editor screen. Used in
combination with a Node Editor screen .

Component Description

Attribute Group*

Group

Context Help

Display Mode Hierarchical - v

Then analyse how many attributes each attribute group contains.

For example:

[Object Type = Attribute
Search Below =
’VDisplay (Display)

op w Reset

Displaying 100 of 122 results Show Details

SfiboSystems

It's recommended not use attribute groups with more than about 100 attributes. In case many configured
attribute groups consequently contain more than about 100 attributes, then consider introducing attribute
groups specifically for WebUI display and organize the attributes to be displayed on the WebUI screens in

these WebUI specific attribute groups.

B.5.3 Avoid using images in multi-select WebUI screens

Another typical WebUI screen is a multi-select screen where a selection of the items is displayed in a
table. The table view allows for thumbnails of the items to be displayed as well. However, loading many
items with their thumbnails naturally requires fetching these thumbnails from the file system or database,

which may have a negative impact on the load time of the screen.

It's recommended to reconsider displaying thumbnails in multi-select screens when many items are

displayed and load time of the screen is considered slow.
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B.5.4 Use Lazy Loading for WebUI screens

For WebUI tasks where the user needs to inspect many aspects of an item, it's recommended to split the
information out into multiple tabs. However, the WebUI loads the screen including all tabs by default,
which may result in a slow loading time for the WebUI screen.

There’s an option in the WebUI configuration to apply Lazy Loading onthese Tab Page screens.
When activating, components will be 'lazy loaded’ from STEP and rendered only when needed (i.e., when
a tab is selected). This can reduce screen load time since only the needed components are loaded and
visible to the user.

For example:

Properties

Configuration ~ Web Ul style

SalesltemScreen lSave“CIose“New.._”Delete”Rename” Sﬂ""3|

Tab Page Properties go to parent

A component for displaying another

Component Descriptior -
omponent Description component inside a tabcontrol

I Lazy I

Title References and Classifications

The easiest way to analyse which WebUI screen can be lazy loaded is to run the STEP Health Check —
Check for Common Web Ul Configuration Errors.

[ Activity " Activity Dashboards " User Activity " Logs " Monitoring " Configuration " Thread Dump " Tools " Profiler

The chjective behind the Healthcheck funciienality is, to visualize infermation which have not previ y been ible to 1 and hence, give you as a customer the opport
designed to be run on a regular basis, which allows you fo continuously menitor and thus avoid miner issues to evolve into more critical situation. Please find detailed information in t

Available Tests

=
[7] Check for Common Web Ul Configuration Errors IMon Jul 24 15:17:02 CEST 2017 7 sec
) Hevised values should be unrevised Checks web Ul CEST 2017 0 sec
[T] Check sequences for some of the | oEaT 2997 0 sec
most common
[7] Assets Missing a Front Revision configuration CET 2018 0 sec
errors, that can
|:| Assets Without a History Entry cause f CET 2013 0 sec
[7] Atiributes that have both revised and not revised (externally maintained ECHoqmaes CEST 2017 0 sec
p
[ T TR PR -

The result of this health check displays the screens where lazy loading is not applied, for example:

The tab page screen type=NodeDetails ID=assetdetails / component type=TabControl ID=Main / parameter-list ID=TabPages / component type=TabPage ID=TabPages should probably be lazy loaded in order to prevent performance problems.
The tab page screen ID=Classification Screen / component type=TabControl ID=Main / parameter-list ID=TabPages / component type=TabPage ID=TabPages should probably be lazy loaded in order to prevent performance problems.
The tab page screen typ i i n/ type=TabControl ID=Main / parameter-list ID=TabPages / component type=TabPage ID=TabPages should probably be lazy loaded in order to prevent perfarmance problems.
The tab page screen typ / type=TabControl ID=Main / parameter-list ID=TabPages / component type=TabPage ID=TabPages should probably be lazy loaded in order to prevent performance problems.
/
n/

The tab page screen typ: type=TabControl ID=Main / parameter-list ID=TabPages / component type=TabPage ID=TabPages should probably be lazy loaded in order to prevent performance problems.
The tab page screen type=TabControl ID=Main / parameter-list ID=TabPages / component type=TabPage ID=TabPages should probably be lazy loaded in order to prevent performance problems.

It's recommended to run the health check and configure WebUI screen and tab to be lazy loaded, so that
the information only loads if the user clicks it.
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B.5.5 Use Type Ahead for LOVs in WebUI screens

For WebUI screens using attributes with lists of values (LOVS), the load time of the WebUI screen can
become slower when these attributes have an LOV with large number of values.

However, it is possible to make the LOV type-ahead when using it in the WebUI. This option comes in
two flavours:

e Force type-ahead for all LOVs in the WebUI. This is done via a property setting in the
sharedconfig.properties configuration file:

Portal.ValueGroup.LOV.ForceTypeahead=true

« Using default value

+ Must be a boolean (true or false). Force LOV attributes in value groups to use typeahead control type

Use this configuration when there’re attributes used in WebUI screens and many of the LOVs
used are large.

o Force type-ahead for certain LOVs in the WebUI. Certain specific LOVs can be configured not to
be forced to be type-ahead based. This is done via a property setting in the
sharedconfig.properties configuration file:

Portal.ValueGroup.LOV.ForceTypeahead.Exclude

+ Using default value

- Must be a boolean (true or false). Force LOV attributes in value groups to use typeahead control type

Be aware that this property excludes the LOVs to be typed-ahead, thus use this for the LOVs with
small number of values and for the LOVs which are required not to be typed-ahead.

The easiest way to analyse which LOVs have a large number of values, is to run the STEP Health Check
— Too many valid values for list of values.

Available Tests

|| Unused Pseudo Workspaces Mon Jul 24 15:18
[] Unused Pseudo Qualifiers Mon Jul 24 15:18
[T] Unrevised values should be revised Mon Jul 24 15:19
oo Many Workspace Helations Men Jul 24 15:17
i Mon Jul 24 15:16
[] Too many revisions for a node Check that no list
[] Toe Many Qualifier Relations ?nf;illf::nhggngum
[] Too Many Manually Sorted Products and Classifications valid values.
Having huge list
|:| Tooc Many Manually Sorted Aftribute Groups of values makes
it difficult to find,
[] Too many background procesees for an integration endpoint. search, select

and filter on
values

|:| Tooc Many Affributes Linked (Directly Mot Via Inheritance) to a Product/Clazsification

o s o o
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However, this health check only checks for LOVs with more than 5000 values. Therefore, it also makes
sense to check the WebUI screens themselves and determine where large LOVs are displayed.

It's recommended to use to optimize the WebUI screens by using the type-ahead options when attributes
have large LOVSs.

B.5.6 Configure Status Selectors in WebUI correctly

WebUI screens with workflow Status Selectors are configured to poll for updates in the background. The
Status Selectors update whenever the user submits an item. However, if there’re many status selectors

on one WebUI screen and / or the update polling is set very fast, the WebUI screen may suffer from bad
performance.

First, keep the number of status selectors in a WebUI to a minimum. A rule of thumb is not to have more
than 25 status selectors in one WebUI screen for performance reasons.

For example:

TRAIN Product Workflow 3 B8 298

Initial State 0
Review
Final State 0

Child Components

Rows

Secondly, the polling interval is set in configuration of the Status Selector Properties. Do not set the
polling interval to less than a minute. The default value is 60 seconds. Disabling the refresh interval is
done by setting the value to 0.

oo

. L P ‘Gua
IMAIN] [v] Eliminar|Renombrar| * |

Componente alternativo Status Selector Side Bar Widget A

Actualizacién automatica de [V
la lista de tareas del usuario
en modo de alternancia

Filtrar por coleccion Filterby collectio
Etiqueta para iniciar Crear nuevo articulo

[ - =]

Pantalla de resultados™ workflow-tasklist [v]
Mostrar filtro

Mostrar Iniciar vl

Camnnnantas earundarine
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It's recommended set the refresh interval on 60 seconds (default) or more and keep the number of status
selectors to a minimum (less than 25).

Business rules

Extending STEP functionality can be achieved in three ways, each with their own level of customization
and ability to achieve the desired functionality.

Custom Extensions

Extend STEP functionality with

- development of custom
EXtenSI()n API extensions by Stibo Systems

Extend STEP functionality with

Scripting AP| development of plugins and

components by customers

Expand STEP functionality with and partners

JavaScript Business Rules by
customers and partners

Business rules are one of the options to extend the STEP functionality with customer specific business
logic.

Business rules can be tied to e.g. imports, approval processes, workflows, WebUI screens, etc. and
provide a flexible way to tailor the core functionality in a very precise manner.

It is however important to understand that with this kind of flexibility comes a high level of responsibility.
The system load of the business rule execution may have effect on the performance of STEP. If there’re

a lot of business rules running and if the business rules are complex, then this will degrade performance
simply because STEP is very busy processing these business rules.

B.6.1 Business rules analysis
Business rules come in two variants:

e Business Conditions: A Business Condition tests something in relation to an object and will, if
applicable, evaluate to either true or false. Conditions should not have side effects (no actions).

e Business Actions: A Business Action does something in relation to an object such as changes
data in STEP, sends emails, start Background Processes or Workflows etc.

Business rules are typically used in

e Approval
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o Conditions can be configured to be tested when an object under revision control is
sought approved and can allow/prevent the approval.

o Actions can be configured to be executed on approval and can modify data in STEP
(typically data on the object being approved), send emails etc. related to the approval.

¢ Imports and Inbound Integration Endpoints
o Conditions tested during imports can allow/prevent the creation or update of objects.

o Actions executed during import can modify the objects being imported, apply actions
related to them, send emails, start Workflows etc.

o Workflows
o Conditions can be used to allow/prevent transitions from one State to another.
o Actions can be executed when entering a State, when leaving a State, when performing
a specific transition and when a deadline is met. The Actions can modify the object being
tracked by the Workflow, other objects in STEP, modify the Workflow behaviour or send
mail, start other Workflows etc.
e Bulk updates
o Condition can be used as a pre-condition for executing the Action.
o Actions can be executed via a Bulk Update.
o Eventfiltering: Run Event Filter Conditions and Event Generator Actions.
There’re several ways to analyse and monitor business rules.
e Workbench business rule test menu
The Workbench business rule test menu is typically used during development

o Testing: Right click the business rule and select Test Business Rule.

o Run the business rule a couple of times separate against objects (e.g. products) of which
you’re certain the business rule will fail or pass.

o The also analyse the timing of the business rule to see its performance.

When a long running business rule is identified, then use the test menu to test the performance of
the business rule.
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For example: The following screenshot shows that the business rule took about 0.98 milliseconds
to complete the business rule for item 1S.C4V-3026853. Nevertheless, be aware that it might
take longer or shorter for other Items.

3 Test & Time Business Rule b3

Test Object |(15.c4v-3026853)
Timing 0.982053 ms
Resuit Non Applicable

Message

Log

Rollback changes after test

[ Execute in Approved Workspace

Notice that context specific Javascript binds does not work in Business Rule Test

o

This method of business rule analysis gives a first indication of the performance of the business
rule for a certain item.

e Workbench business rule statistics tab

Secondly, the Workbench provides a business rule statistics tab to see the performance of the
business rule over time.

The business rule statistics tab displays minimum, maximum, average and total duration of the
business rule as well as the number of invocations per selected period. The period can be
configured to a period of an hour to a week.

For example: The following screenshot shows the same business rule which was invoked more
than 100 times during the last 7 days. That average duration was about 138 ms.

CMWEntryState - Statistics

Business Rule || Usage |JELCLEALTN | Log || Status

9 Performance statistics

linimum duration ms

Jverage duration 138.28 ms

iaximum duration l2092ms

Total duration 153.225

nvocations 1108
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It's possible to click on the maximum duration of about 2092 milliseconds. This shows which item
the business rule took longest to execute.

This method of business rule analysis gives an indication of the performance of the business rule
over a period of time.

¢ Admin Portal activity dashboard for business rules

The Admin Portal provides the possibility to track and trace business rules performance over a
given period.

The dashboard for business rules is available in STEP Admin Portal > Activity Dashboard >
Business Rules.

For example:

Logs " Monitoring " Configuration ” Thread Dump " Tools " Profiler ” Healthcheck “ Send Diagno 4kl -’

Selected interval: 2017.10.06 00:00 - 2017.10.13 23:50 Business Rules

2

Average evaluation time Longest evaluation time
ATG_MNoAlim_Metadatos 315706,70 AssetClassifyC4 4133633,00
DeleteCatNavBR 27643586 ~ EvaluatelmgRefAlibECommBEC 3073227 .00 A
CreateReports 28820,50 EvaluatelmagesAttributesCondition  2618268,00
COVPublish 24305,70 CMWPublishStateBA 240601,00
CMW EditionStateBA 16196,43 COVPublish 63515000
CMWPublishStateBA 11597.76 CMW.Updated.C4A State 623186,00
EvaluatelmgRefAtibECommEC 652303 StartWFFromEndpaint 54740200
COV.CreateEntityStateBA 621326 W WROB.InitiateUpdateStateBA 547240,00 v
AssetClassifuCd R115.08 WERCMCA LndateC4AStataRA £320A4 NN
Total time Evaluation count
StartWFFromEndpoint 3332512300 Vino-Lov 1468120,00
WROB.InitiateUpdateStateBA 3219513800 A PBREsperaDatosWFDENOA 21357,00 A
AssetClassifyC4 29585718,00 ApproveSMS 20808,00
EvaluatelmgRefAtibECommBC 22948015,00 ATG_SMS_Data 207862,00
CMW EditionStateBA 22156718,00 ATG_Metadata_Afiribute 16906,00
acn-4d54b79d-c2b9-4871-903b- EANValidatorSmartSheet 15051,00
a5143b70c32¢ 18519259,00 '

ValidatorFormatSmartSheet2 13818,00
WFRCMC4.UpdateC4AStaleBA 18262980,00 v InitializeSequential 2575.00 v
CMWPublishStaleBA 17128893,00 Snacifirfinlinahin Alimimnart 7RAR NN

The period over which the statistics are gathers can be configured. The dashboard shows the top
business rules over the configured period, with:

o The longest average evaluation time
o The longest maximum evaluation time
o The longest total time

o The number of invocations
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This method of business rule analysis gives an indication of the performance of the most
demanding business rule over a period of time. Most important is to analyse the business rules
stated under “Total time” since these are the business rules with the longest average evaluation
time and the most number of invocations.

¢ Admin Portal business rule tracing

There’s an option in the Admin Portal of version STEP 8.1 and higher to trace business rules.
The functionality of the Business Rule Tracing section of the Tools tab is described within the
interface itself.

Business rule tracing can be enabled for a limited period. When enabled, detailed trace
information will be written to log files available via the admin portal ‘Logs' tab and at the server
location specified with configuration property Log.BusinessRuleTraceRoot.

Note that enabling business rule tracing will have a negative impact on performance. To minimize
the impact, it is advised to add as many filters for the tracing configuration as possible.

Click the yellow information icon next to each parameter for a complete description of the
parameter / filter and any relevant information for populating it.

[ Activity | Activity Dashboards | Logs | IDS Logging || Menitoring | Configuration | Thread Dump | T

 Business Rule Tracing

Business rule tracing can be enabled for a limited period. When enabled, detalled trace
information wil be written to log files available via the adrin portal Logs' tab and at the server
location specified with fon property Log BusinessRuleTraceR

Note that enabiing business rule tracing will have a negative impact on performance.

To minimize the impact, itis advised to add as many fiters for the tracing configuration as possible.

Trace Duration :
Configure Filter(s)

User :
Business Rule ID(s)
Select Activity v
Select Business Rule Type : | Action,Condition, Library v

System Setup migration tool
System software snapshot

Http Authentication Test Tool Serviet

When the necessary information has been added, click the Activate button to begin tracing.

Note: Once tracing has been activated, the relevant business rule(s) must be triggered in STEP
within the time frame defined in the Trace Duration parameter so that the rule is active for tracing.
Furthermore, if the system is stopped or restarted, any tracing that was in progress will also be
stopped.

Tracing will stop automatically when the specified duration has expired. Alternatively, users can

click the Stop button (available only when tracing is in progress) at any time to kill the trace prior
to completion of the duration.
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The detailed trace information will be written to log files available via the admin portal 'Logs' tab
and at the server location specified with configuration property Log.BusinessRuleTraceRoot.

B.6.2 Do not update data via business conditions
Business rules come in two variants:

e Business Conditions: A Business Condition tests something in relation to an object and will, if
applicable, evaluate to either true or false. Conditions should not have side effects (no actions).

e Business Actions: A Business Action does something in relation to an object such as changes
data in STEP, sends emails, start Background Processes or Workflows etc.

It's highly recommended not to update data with business conditions, but with business actions.

o Use only business actions to manipulate data and use business conditions to validation
conditions.

e Do not try to implement side effects in a business condition. In many cases, the STEP system
assumes that business conditions have no side effects. This is also why business conditions
natively do not have a transaction.

It's recommended to analyse if there are business conditions which manipulate data or have other side
effects. If found, then fix these accordingly.

B.6.3 Keep business rule transactions small
Business actions have a transaction, which allows you to manipulate data in STEP.

However, business actions with long transactions will degrade the performance. Furthermore, STEP runs
with optimistic locking policy. The longer the transaction, the larger is the probability of introducing an
optimistic locking failure when running the business action simultaneously. See paragraph B.3 Optimistic
locking for more information.

Business rule transactions therefore must be kept small. This means that it's necessary to develop
business rules in full control of even the worst-case scenario.

Traversal of a substantial percentage of the complete data range should be avoided, and changes to data
must be kept local (to the nearest surrounding of your main data object).

Therefore, do not introduce business rules that follow and potentially change the objects of transitive
closures of referential structures, such as everything underneath a high-level folder in the product
hierarchy containing thousands of children. This will cause severe performance problems. Rather, use a
bulk update or a customer specific background process.

Alternatively, if the business rule transactions cannot be simplified and optimistic locking failures still
frequently occur due to the business rule, then consider setting Reference Target Lock Policyto
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Relaxed of these object types the business rule applies to. See paragraph B.3.3 Recommendation: set
reference target policy for more information.

B.6.4 Avoid large business rule libraries
Be aware that JavaScript libraries are compiled each time on execution. Each dependency is stacked into

a big script and this one is compiled before each execution of the business rule by using the
ScriptEngine.eval () method.

For example: Script S is depending on library A and library B. Library A is depending on B. In this case
the script is stacked as follows:

e A:script
e A:B::script
e B:script
e S:Bindings
e S:uscript

STEP caches the scripts instead of reloading them from the database. By default, 100 business rules are
cached. Still, as a rule of thumb, it takes about 500 milliseconds to compile about 8,500 lines of code at
each business rule execution. Therefore, be careful with huge libraries, especially if these are dependent
on each other and are used in many business rules, since these libraries will be compiled every time the
business rule is executed.

Even if the large library is broken down into multiple libraries, but the libraries still maintain to be
dependent on each other, then still it doesn’t resolve the issue.

It's recommended to analyse which performance increase can be achieved by making the library
functions local to the business rule itself, in case large libraries are used and the business rule suffers
from bad performance.

B.6.5 Avoid infinitive loops

Be very careful not to introduce an infinite loop in a business rule.

Infinitive loops will lead to severe degrade of the performance of the affected application server(s) and
ultimately make the entire STEP installation irresponsive.

It's recommended to analyse its business rules and determine if infinitive loops are avoided.
B.6.6 Apply exception handling

If an error occurs during approval, an exception is thrown from the domain layer. If this exception is
catched in business rules but not re-thrown, it will not reach the exception approval handler. In this case
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you can end up with objects that can be inconsistent where some parts are approved and others are not.
This behaviour also has a negative effect on the performance of the business rule.

It's recommended to pay attention to proper exception handling to avoid this behaviour when using “try-
catch” in business rules.

e Whatis NOT recommended

Exception is not re-thrown and therefore will not reach the exception approval handler which may
cause inconsistent objects (some parts are approved and others are not)

try {
node.approve () ;

} catch (exception) {

o What IS recommended

Exception is re-thrown and therefore will reach the exception approval handler avoiding
inconsistent objects

try {
node.approve () ;
} catch (exception) {

throw exception;

For example:

try {
currentObject.createReference(targetProduct, accRefType.getiD());
} cateh (e) {
if (e.javaException instanceof com.stibo.core.domain.UniqueConstraintException) {
logger.warning("Cannot create reference - reference already exists, or reference is single o
} else {

throw (e);

[
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It's recommended to analyse its business rules and determine if the recommended way of business rule
exception handling is used. The exceptions are handled correctly (re-thrown) if the “try-catch” is used in
business rules.

B.6.7 Set business rule logging

STEP provides the option to set the detail of business rules warnings and errors which should be logged
in the log file. Logging many details may have a negative impact on the performance, simply because the
STEP system will be by logging these details.

It's therefore recommended to configure the business rule logging properly to avoid unnecessary logging
of business rule details.

e Usethe BusinessRule.Warning.Threshold configuration property in
sharedconfig.properties to specify a threshold in milliseconds for business action
execution. If it takes longer to execute or test a given business action, a warning is posted in the
main STEP log file.

The value is in milliseconds. So, BusinessRule.Warning.Threshold=10000 means write
warning to the STEP log file whenever a business rule execution takes longer than 10 seconds.

BusinessRule

- Setin: fopUstibo/step/sharedconfig. properti
+ Using default value Time before logging slow business rules - in milliseconds
+ Must be an integer.

e Usethe Log.Level.com.stibo.scripting.StepScriptEngineManager configuration
property in sharedconfig.properties to specify the level of detail for logging business rules

results.

The values are ALL |FINEST | FINER | FINE | CONFIG|INFO|WARNING|SEVERE | OFF and use
the appropriate level for each STEP server environment consciously. For example:

o Set the log level details on STEP DEV and STEP TEST to FINE to trace errors.
o Set the log level details on STEP QA to INFO or WARNING.

o Setthe log level details on STEP PROD to SEVERE.

Log.Level.com.stibo.scripting. i i FINEST

- Setin: /opt/stibo/step/sharedconfig properties

+ Overrides default "INFO This is the log level to use for the specific class legal values are: ALL, FINEST, FINER, FINE, CONFIG, WARNING,

+ Must be matched by / " - o
(ALLIFINESTIFINER|FINE|CONFIG|INFO|WARNINGISEVERE|OFE)/ SEVERE and OFF To turn on tons of log for com_stibo code write: Log Level com.stibo=FINE

= This applies to all properties matching: /Log\.Level..*/
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o For the logging of business rules, it's good practise to log the result of business rule during
development on the development server, but remove the logging when development of the
business rule is successfully finished and deployed to the test, quality and production servers.

The use of business rule logging can be analysed by analysing the STEP log file. In case the log
file contains business rule remarks and results, then the business rule logs to the log file.

An easy and transparent way to turn logging on and off, is to set a Debug Flag (y/n) in the
business rule code.

For example:

//Debug 'flag' DO NOT use unless you develop or test

//When doing tests DO NOT test on large amount of products

//REMEMBER to turn 'false' when you are done

var isDebug = false;

//Function to handle whetever logging of debug information should occur or not
function logDebug (message) {

if (isDebug) {logger.info (message)}

logDebug ("Here’s a message for the log file")

It's recommended to avoid unnecessary business rule logging by configure the business rules logging
settings in the sharedconfig.properties configuration file and set a logging debug flag in the
business rules code itself.

B.6.8 Avoid the function GetChildren with many nodes

Business rules using calls "getChildren" on a huge number of children may cause memory problems. It
should not be possible to expand a node having more than 10.000 children.

The problem that the "getChildren" uses an unsafe call that will read all children. It should be changed
into using "queryChildren".
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TreeNavigatorServiceBean

public List getChildren(final String internalld, final Class wantedChildType,
final Manager manager) {

} else if (obj instanceof Product) {
Product product = (Product) obj;
children = product.getChildren(); // also works for product overrides <—— Unsafe!!!

It's recommended to analyse the business rules and determine if “getChildren” is not used on a selection
with more than 10.000 children. Otherwise, change it to “queryChildren”.

B.6.9 Use arrays instead of multiple read calls

Business rules using calls to the database for large sets of data again and again, will perform significantly
worse than using one call to get the data, push it into arrays and work from there, because the number
calls to the database will be minimized

Also in situations where multiple business rules are executed sequentially (e.g. as part of an approval
process) and these business rule fetch the same data from the database multiple times again and again,
it's worth to rewrite these business rules to fetch the data once, push the data into (multi-dimensional)
arrays, and use the arrays, instead of reading the data from the database again and again.

It's recommended to analyse the business rules and determine if data is read efficiently from the
database (once instead of many times) and arrays are used. Change the business rule to read data from
the database preferably once and use arrays to work with the data in the business rule.

B.6.10 Consider using an extension

When all of the above doesn’t bring the desired performance results and the business rules keep
performing slowly, then it's worth considering using an extension instead of business rules. Some of the
code using in JavaScript (business rules) might run faster in Java (extensions).

An example is the option to develop a custom event processor instead of executing many complex
business rules on import of data.

Possible benefits of such a solution are:

¢ Event batching is used by the processor to ensure that business logic is executed exactly once
per product per batch, even if multiple or many imports were executed for a single product.

e The example plugin optionally uses the parallel processing framework to maximize performance.
Potentially this allows a ‘strict’ transaction endpoint to still benefit from parallelization in that rule
execution can be multi-threaded while still ensuring data integrity.

e Optimistic locks and deadlocks can be resolved in cases where the locks are caused not by the
import itself, but by logic that accesses and writes to objects shared among parallel import
processes.
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o A common example of this occurs with tree structures. If parallel imports are executing
on children of a common parent, each of which executes business logic causing an
update to the parent, deadlocks (and sever performance degradation) will result.

o Another performance-related issue with this pattern is that the business logic is executed
once per child. However, if the import logic is changed to republish the parent to the
event queue instead of each child, event batching will result is a single update to the
parent object, regardless of the number of children imported.

e For STEP 7.4+ solutions, the same concept can be applied using an outbound endpoint
configured with a business rule pre-processor. Simply execute import business logic in the pre-
processor, then discard the event so that no exports are ever produced by the endpoint.
However, endpoints do not use multi-threading while executing the pre-processor, therefore the
execution time may be longer than if a custom event processor is used.

However, such a solution also has some consequences:

e There will be a delay between importing data onto the object, and the business rule running. If
timing is an issue, please consider other options.

e The business rules running in such a processor, will have less information available than the
same rule running during import, as the object cannot be inspected in both its previous and
current form as easily.

e Only cases where extreme amounts of logic are executed should be considered for this solution.
And in such cases, it should also be considered why it is necessary to run such complex logic.

Imports

Bulk data imports in STEP are executed manual or automated. Automated bulk data imports are via the
standard Inbound Integration Endpoints (IIEPs) in STEP which is the standard tool for bulk message
based data import into STEP.

Bulk data imports into STEP may can vary from very fast to slow, highly depending on the expectations
and on following up the good practices for imports described in this paragraph. A clean, simple, optimized
import without any processing may perform about a hundred records per second, whereas a cluttered,
complex import with complex processing may perform one record per second or even slower.

Whether a fast or slow import is perceived to be a problem or not, highly depends on the situation. A slow
import performance of about one record per second for example, is fine when a small number of records
are imported on a daily basis. However, if the import of a large number of records will take weeks to
finalize, then this is will probably be problem. Acceptable import performance therefore highly depends on
the import scenario and it's therefore important to describe the use cases for imports clearly first.

If the STEP system suffers from perceived bad performance during import, then these recommendations
should be followed up.
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Please be aware that optimizing the import performance, may have an adversely affect the performance
of the system as a whole.

B.7.1 Avoid import errors
It's important to avoid import errors for performance reasons.
The most common types of error messages are described in the STEP Documentation
e Data Exchange > Inbound Integration Endpoints > Import Error Messages
e Data Exchange > Inbound Integration Endpoints > Import Error Message Examples

Import errors are shown in the Background processes under the Execution report and the number of
errors and warning are also displayed as shown below.

Description Importing

Execution Server doc-rel

Status completed with errors

Created Sun Feb 05 06:49:19 EST 2017
Started Sun Feb 05 06:49:20 EST 2017
Finished A

Processing Time Om2s

Mime in Queue Omils

# of warnings 0

# of errors 1

§ Execution Report

Retrieval started (Sun Feb 05 06:49:21 EST 2017)
Retrieved 8817 bytes (Sun Feb 05 06:49:21 EST 2017)
Conversion started (Sun Feb 05 06:49:21 EST 2017)
Converted 6 objects (Sun Feb 05 06:49:24 EST 2017)
Logged on

Mapping started (Sun Feb 05 06:49:24 EST 2017)
Mapping completed (Sun Feb 05 06:49:24 EST 2017)
Import Started (Sun Feb 05 06:49:24 EST 2017)
Logged On

Using import mode "domain”

Starting first import pass (creating system setup objects)
Starting second import pass (importing data)

12 Row &, Column : The attribute with ID "ShortltemDescription’ isn't valid for object product with |D "888254)
Imported 2 new products, 0 new classifications, 0 new entities and 0 new assets.
Processed 4 existing products, 0 existing classifications, 0 existing entities and 0 existing assets.
Skipped 0 products, 0 classifications, 0 enfities and 0 assets.

Deleted 0 products, 0 classifications, 0 entities and 0 assets.

Found 0 warnings

Found 1 errors

Import completed (Sun Feb 05 05:49:26 EST 2017)

Errar file generation started (Sun Feb 05 06:49:26 EST 2017)

Error file with 1 object{s) generated (Sun Feb 05 06:49:30 EST 2017)

Similarly, the execution report can also be viewed in the log file by looking up the background process ID.
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[ Backaround Process | JETYID

P Properties

Property > Value

Started by IISERL

1d BGP_115400 |
Description Irnparting

Execution Server doc-rel

Status completed with errors

Created Sun Feb 05 06:49:19 EST 2017
Started Sun Feb 05 06:49:20 EST 2017
Finished A

Processing Time Om2s

mime in Queus Omls

= of warnings 0

# of errors 1

Submitting bg-process (BGP_115488) with template (stibo.Importer) to queue (IN)

2017/82/05-06:49:28 2cB com.stibo.servicemanager.beans.DefaultBackgroundProcessInvocationImpl run INFO: Start
handling of bg-process (BGP_1154@@) (recovery=false)

2017/82/85-06:459:21 2c8|USERL|BGP  com.stibo.util.unstable.plugin.DefaultPlugin init WARNING: Unable to find
parameter name: ValueSubstitutionAssetIDName

2017/82/05-06:49:21 2cB|USERL|BGP  com.stibo.util.unstable.plugin.DefaultPlugin init WARNING: Unable to find
parameter name: WordSubstitutionAssetIDName

2017/82/85-06:459:21 2c8|USERL|BGP  com.stibo.util.unstable.plugin.DefaultPlugin init WARNING: Unable to find
parameter name: LibraryAttributeTransformationIDName

2017/82/85-06:459:25 2cB|USERL|BGP  com.stibo.systemconfig.ConfigUtil getPropertyTypeCheck WARNING

The property Import.IsMarkNodeFilterValuesModification is not documented, check
com.stibo.core.domain.impl.importer.ValueFilterHandlerDomain. <clinit»(ValueFilterHandlerDomain. java:38) and read
http://confluence.stibo.com/display/RD/STEP+5+configurationtproperties

2017/82/85-06:45:3@ 2c8|USERL|BGP  com.stibo.core.domain.impl.backgroundprocess.BackgroundProcessImpl updateStatus
INFO: Setting status on succeeded bg-process (BGP_11542@)

2017/82/85-06:45:3@ 2c8|USERL|BGP  com.stibo.core.domain.impl.backgroundprocess.BackgroundProcessImpl§l2
lambda$run$@ INFO: Succesded updating status of bg-process (BGP_115488)

2017/82/85-06:45:3@ 2c8 com.stibo.servicemanager.beans.DefaultBackgroundProcessInvocationImpl run INFO: Finished
handling of bg-process (BGP_1154@@)

2017/e2/85-07:00:16 af com.stibo.systemconfig.ConfigUtil getPropertyTypeCheck WARNING

The property Log.ConfigurationPackagesLogRoot is not documented, check
com.stibo.admin.FileUtil.getConfigurationPackageslogFileNames(FileUtil. java:265) and read
http://confluence.stibo.com/display/RD/STEP+S+configurationtproperties

2917/02/05-87:00:53 4e com.stibe.systemconfig.ConfigUtil getPropertyTypeCheck WARNING
The property Log.ConfigurationPackagesLogRoot is not documented, check

The most common errors encountered during data import refer to an invalid attribute value. Sometimes
there is a mismatch with the attribute's validation type, other times there is a mismatch with one of the
other setups. For example, the attribute's constraints, such as masks, minimum and maximum values,
maximum length, LOVs, the object's own object type, and so on. Therefore, when you encounter an error,
look at the attribute setup and review the constraints.

Even if you load attribute values for an object, not all values will be automatically available in STEP.
Attributes must be made valid for an object before the values can be accessed via references. STEP will
always load attribute values if the object’s type is valid for the attribute, and the attribute values meet the
validity criteria. But, the attribute itself must be a valid attribute for that object, that is, linked somewhere in
the object hierarchy or classification hierarchy where the object resides.

Make sure the statements in the STEPXML are typed correctly, for example
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o If the import file is having wrong case for the property UserTypeID such as UserTypeId, then
the performance will degrade.

e |f the import STEPXML file has no Parent IDs given for the products, then the new products are
not getting imported. If you do not want to import new products, then add “Reject new” product
tag in the file, so it will not try to import those and give an error for missing Parent IDs. So, put
RejectNewProducts="true" in the header of the STEPXML file in that case.

Recommended is to analyse the import errors and fix these accordingly.
B.7.2 Import file - Avoid missing targets
The structure of the import file can be optimized for import performance.

Ensure that your import files do not have missing reference targets, that is reference nodes which are
missing in the file.

If the reference target doesn'’t exist in the same import file, then the target does not exist at the time of
import. The importer will skip the product and trigger a second import pass after the initial completion.
The reference target doesn’t exist in the system at the time of the second import pass, the background
process will log an error due to missing reference target.

A second import pass caused by missing targets bears a heavy performance impact. The sequence of
the nodes in the import files is important. Therefore, analyse the import files and determine if there’re no
missing reference targets.

B.7.3 Import file - Avoid forward declarations
The structure of the import file can be optimized for import performance.

Ensure that your import files do not have forward declarations, that is reference nodes being created later
in the file.

If the reference target existed later in the same import file, then the target does not exist at the time of
import. The importer will skip the product and trigger a second import pass after the initial completion.
The reference target will exist in the system at the time of the second import pass, which will allow the
import to succeed.

A second import pass caused by missing targets bears a heavy performance impact. The sequence of
the nodes in the import file is important. Therefore, analyse the import file and determine if there’re no
forward declarations.

B.7.4 Import file - Avoid multiple updates of same object in one import file
The structure of the import file can be optimized for import performance.

When creating import files, ensure that the same product or entity is not updated several times in the file,
for maximum performance.
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When creating import files, ensure to structure the files by modified nodes, and not by attribute. It is faster
to update a single node with 10 attributes once, than updating each attribute individually.

B.7.5 Import file - Avoid updates of same object over multiple import files
The structure of the import file can be optimized for import performance.

Update the same node with all relevant information in one file, rather than splitting it over multiple files or
imports. Thus, understand the data patterns of busy endpoints and attempt to structure import files so
that any given product or entity appears in the fewest number of import files as possible.

If a given product or entity is distributed across several import files instead of consolidated into one, this
will cause duplicate execution of business rules, approvals and cache load. It also has the potential to
dramatically increase revision history, which is a performance detriment of its own.

B.7.6 Import file - Use Term Lists for price data

The structure of the import file can be optimized for import performance.

Use Terms Lists for price data where appropriate. Especially for complex, time-limited / quantity limited
price data, consider using terms lists for to speed up imports.

B.7.7 Business rules on import - necessity

Using business rules on imports is a powerful tool, but like all powerful tools comes with some risks.
Complex JavaScript business actions will add execution time to imports. Therefore, consider if any
automated actions are necessary on import. The less automated actions on import, the faster the import
itself will perform.

Consider the business process and consider if it's necessary to have all or even any actions immediately
on import. Try to architect your solution so that imports can run 100% free of any business actions

wherever possible.

The same consideration is valid to any action that happens automatically on import, such as workflows,
approvals, etc. All of these are extremely useful, but try to minimize their performance impact.

See B.6 Business rules for more information on business rules.

B.7.8 Business rules on import - avoid optimistic locking
Using business rules on imports is a powerful tool, but like all powerful tools comes with some risks.
Minimize the risk of optimistic locking caused by business actions on import:

e Business actions that execute on tree structures or commonly referenced objects may contribute
to optimistic locking or even deadlock failures.

© Stibo Systems STEP Performance Assessment 129/174



SfiboSystems

e Any business action that triggers an approval inside of a try/catch block, can cause the reporting
of an optimistic lock (as well as subsequent retries and eventual failure) if an approval condition
failure is caught and the original exception is not re-thrown.

¢ Any action that throws an exception with the actual word “exception” in the error message will
cause the importer to believe that an optimistic lock occurred, resulting in retries and eventual
failure.

See B.6 Business rules for more information on business rules.

See B.3 Optimistic locking for more information on optimistic locking failures.

B.7.9 Business rules on import - design for performance

Using business rules on imports is a powerful tool, but like all powerful tools comes with some risks.

If there are business rules on import, then fully map the business rule execution of each import
(especially endpoints) carefully to understand the full impact of the configurations. Ensure any business
rules running on import (via approval, import actions, or through a workflow), has acceptable
performance.

o |f there’s complex business rule JavaScript logic being executed on the import, then try to simplify
the complexity.

e Business rules that read or update objects other than the one being imported (reference sources
or targets, parents, children, etc.) will reduce performance because only the imported product is
likely to be resident in cache at the time. Business rules that iterate through children of the
imported product are particularly common but very expensive performance wise.

o Consider if it's possible to ensure that no business conditions exist allowing a logical exception or
lock contention. Imports should, above all else, succeed in quickly importing data with absolute
reliability. Business rule execution for the purpose of automation or transformation is secondary
and should be treated as fail tolerant. This means that the criticality of a rule failure is far less
than that of the import operation itself. In the event of an exception, rules can be fixed and
executed again, whereas import records that are skipped can be difficult to rectify on a busy
system.

e Pay attention to duplicate executions. For example, an approval triggered in a global business
rule as well as in a local state transition rule. If so, then ensure no such double-checking occurs.

See B.6 Business rules for more information on business rules.
B.7.10 Design workflow initiations on import for performance

Consider whether the import results in workflow initiations and/or transitions.
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When a product is initiated into a workflow or a state transition is triggered by an import, all business rules
configured on exit of an existing state, transition between, or entry to the next state will execute as part of
the import process

o If workflow initiations and/or transitions are necessary, then consider if the business rules trigger
on entry or exit. If a logic is executing on these transitions, the import performance may be
heavily impacted.

¢ Also consider if these business rules initiate more workflows or auto submit to other states. A
single workflow submit may cascade into hundreds or even thousands of lines of executed
business rule logic. Ensure this does not happen.

e When a workflow business rule conditions fails, the current transaction will be rolled back which
impacts performance heavily.

B.7.11 Design approvals on import for performance
Consider whether the import results in approvals.

If approvals are necessary at import, then consider which approval conditions and actions will be
executed.

Try to ensure that endpoints are importing externally-maintained data. Externally maintained data
requires no approvals, therefore consideration for approval conditions and actions is not required.
Externally-maintained data has no revision history. Therefore, revision history growth is not a
consideration.

B.7.12 Design event-driven exports for performance

When importing externally maintained data, or importing and approving, all changes must be checked
against any event-driven Outbound Integration End Points, to check if an event should be generated.

Consider which approval events are queued on Outbound Integration End Points and which event filter /
generator rules will be triggered. If a large number of Outbound Integration End Points exists, and if these
listen on attribute groups, the system must, for each, make the check “Does this attribute exist under the
given attribute group”. This can lead to performance degradation.

Ensure that the Outbound Integration End Points to as specific and few attributes as possible.
B.7.13 Avoid complex privileges at import

When importing, all privileges are checked, for each piece of information imported. In the cases where
the data is not imported, all privileges are checked as well.

This often includes a hierarchy check, e.g. “is the product below a certain root node”, which can take a
significant amount of time for large imports.
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Therefore, ensure that any imports happen as a user with as broad and few privileges as possible to
avoid excessive privilege-checking. Limiting the number of privileges for the importing user can improve
performance dramatically. Only the user configured on the endpoint as the importer is relevant, this
import user should generally have relatively few permissions, to ensure performance.

B.7.14 Use parallel imports for the same Inbound Integration End Point

There’s a way to configure the Inbound Integration End Point (IIEP) so that the import files of the IIEP are
imported in parallel. This might be convenient if you want to do an import of many separate import files
which need to be imported via the same IIEP.

However, if the separate import files consist of the same objects, then this might result in optimistic
locking errors which will degrade import performance. Parallel Imports where many products or entities
reference a single shared target object (classification link targets do not apply here) will encounter lock
failures, because by default STEP will take a row lock on the reference target during import.

Resolve or reduce this issue by setting the reference target lock policy to “Relaxed” on the object types
that have many reference sources.

Overview of the parallel import configuration:
e Transactional setting = None
o Define a separate endpoint process queue, e.g. Migration
e Setthe size of the queue in sharedconfig.properties

Screenshot of the IIEP configuration with Transactional Setting on None and Queue for endpoint process
on Migration.
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[ Inbound Integration Endpoint Wizard X
Steps Configure Endpoint
1. Identify Endpoint Processing
2. Choose Receiver Processing Engine STEP Importer P
3. Configure Endpoint Transactional se@ v
4. Configure PreProcessor
5. Configure Processing Engine  context
6. Canfigure PostProcessor Workspace | Main w

7. Schedule Endpoint
8. Configure Error Reporter

Context ROOT ~

Queue Settings

Queue for endpoint InboundQueue
Queue for endpoint processes Migration
Maximum number of waiting processes 1000
Maximum number of old processes 1000
Maximum age of old processes 1y

Mumber of messages per background process |1

Back Next Finish Cancel

Screenshot of the sharedconfig.properties file with
BackgroundProcess.Queue.Migration.Size=10

BALSAFAFIFFIFITAETR

# Migrsation parallel imports
EAPITEFIEAE IR T AT

BackgroundProcess.Queus. Migration.Size = 10

Explanation of the Transaction Setting is None: Using the 'none' transactional setting processes data in
parallel processes, without any transactional restrictions or data dependencies (useful, for example, when
processing assets).

This allows the queue size to be larger than one (1). Data is not processed in a strict order and if one
background process fails, the endpoint continues to process data in the next background process in the
queue.

Data Source Waiting Processing
{queue size = X}

(4
[*

It's recommended to configure parallel imports of the same IIEP if the parallel imports are possible and if
the parallel import doesn’t result in optimistic locking failures.

Mone
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B.7.15 Migration scenarios

The import recommendations apply to operational scenarios on production environments. Nevertheless,
the recommendations can also be applied to one-off migration scenarios, although the migration
scenarios are usually performed on a separate environment where the results are copied to a production
environment via database copies.

Initial data migration is typically handled differently from standard imports because it's a one-time
operation and the volume of data is generally far greater than a typical import would be expected to
process. It’s also generally expected that a greater level of effort will be invested in preparing the import
messages or files so that the migration can complete over a reasonable period.

When preparing migration data files consider the following:

e Transformation business rules may be required specifically for migration. Attempt to avoid using
rules that read from or write to many related objects or children. Business rules should, wherever
possible, only transform data on the object being imported.

e With serial endpoints, attempt to load products in the smallest number of import files possible. For
example, load each product exactly once, providing full attribution. This reduces the number of
times each product must read / flushed from cache.

e If necessary, parallelize the migration endpoint so that multiple concurrent background processes
can be utilized.

o If there are many references between objects, optimistic locks or deadlocks may occur. Even in
the absence of actual locking errors in the logs, you may find that performance is slower than
expected due to the lock waits required to update reference targets.

e Consider using two passes to rectify this. Create one set of import files that contain all information
about the products except for references. Load these into a parallelized inbound endpoint. Create
a second set of import files containing only references. Load these into a separate serialized
endpoint. Both endpoints may be able to run at the same time, so as the data going into each can
be offset to the degree that the same products are not presented on one endpoint at the same
time as they load on the other.

e Be cautious of business rules that update products other than the one being loaded when using
parallelized endpoints, this presents a prime opportunity for optimistic locking. If the need for
these types of rules is present, consider using bulk updates to execute the logic after import is
complete.

B.7.16 Setup STEP for maximum import performance

The setup of STEP can be optimized for import performance.

e Ensure that any imports happen as a user with as broad and few privileges as possible, to avoid
excessive privilege-checking.
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e Ensure that there is only a limited number of Outbound Integration Endpoints are listening on
change-events, to avoid excessive checking of event validity.

o Make sure to set “Relaxed” locking policy for commonly referenced products to ensure
performant imports.

e Tryto ensure that endpoints are importing externally-maintained data as much as possible.

e Avoid Optimistic Lock Failures by ensuring not to update the same product at the same time
across multiple imports.

o Use parallel imports as needed, but be aware of potential performance degradation across the
rest of the system.

Recommended is to optimize STEP for import performance.
B.7.17 Miscellaneous import related optimizations

There’re other miscellaneous import related optimizations possible which are described elsewhere in this
document.

e Remove inactive and unused IIEPs: It's good practice to remove inactive and unused IIEPs on
operational STEP systems. There’s no need for these IIEPs in operational production
environments and therefore it's recommended to remove all inactive IIEPs which are not used.
When the inactive IIEPs are removed, then also corresponding background processes are
removed.

e Set lIEPs to remove files and background processes after import

o Configure the IIEP to remove the import files after successful importvia files after
load = No

o Make sure STEP can recognize the import file directories to be able to remove the import
files after successful import

o Configure the IIEP not to keep the import background processes for too long via defining
Maximum number of old processes and Maximum age of old processes

in hours.

e Use the standard asset importer: It's recommended to switch to the standard asset importer if the
legacy asset importer is used.

e Make sure assets and other objects are not imported into one huge folder: It's recommended to
import assets and objects in a granular folder structure.

o The standard asset importer can automatically create the folder structure of assets.
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o Furthermore, make sure to split uncategorized objects products into subfolders.
e Balance the import schedules of the different imports to balance the STEP system load

e Finally, validate the hardware sizing and consider In-Memory to improve import performance
Exports

One of the primary goals of most STEP implementations is to reduce the time to market requiring the flow
of data from STEP to external systems such as ERP systems and e-commerce systems.

If the STEP system suffers from perceived bad performance during export, then these recommendations
should be followed up.

Please be aware that optimizing the export performance, may have an adversely affect the performance
of the system as a whole.

B.8.1 Use event based exports over static exports

Whilst this can be achieved using static exports it is usually much more efficient to utilise event
messaging via an event based exports.

In reality, for a larger STEP system with several million products, an event based integration is the only
viable approach. Not only from STEP perspective (the time taken from the STEP side to export all data),
but also from the receiving system perspective (the time to import the all data).

It's recommended to use event based exports over selection based exports where possible.
B.8.2 Limit the number of Outbound Integration End Points

Having an excessive amount of Event Based Outbound Integration End Points (OIEPs) can adversely
affect the performance of the system as a whole.

Don’t configure too many event-based OIEPs. Too many OIEPs adversely affect the approval / external
attribute change process as each change must be checked against each OIEPs triggering definition to
check whether the OIEP is interested in that specific change.

The Stibo recommendation, generally, is having no more than 10 Event Based Outbound Endpoints

B.8.3 Limit the volume of exported data

To ensure maximum export performance, the usual strategy is to limit the amount of information
exported, or limiting the amount of times the same node is exported with the same data.

With Advanced STEPXML it's possible to define what data to export and leave other data out.
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For example, only include the export attribute groups instead of including all attributes. Also, the CSV
export as well as Generic XML export allows you to configure the data only what’s needed.

For example: the following highlighted section in the screenshot exports only the reference Accessory.

F5 select format bt
Mapping || Advanced
Advanced STEPXML ~

Exports data in a STEP XML format. Note that this format ignores the leaf objects only setting.

Template | <zuml version='1.0"7>
<STEP-ProductInformation>
<Entities ExportSize ="Minimum ">
<Entity>
<Mamef=
<Values Indudelnherited="true">
<Value AttributeID="Training"f >
< Values >
<[Entity >
<EntityCrossReference/>
<ProductCrossReferencef=
< [Entities =
<Products ExportSize="Referenced">
<Product=
<Mamef=
<Values IndudeInherited="true">»
<ProductCrossReference IndudelnheritedReferences ="*" Type="Accessory"=
<Mame /=
<Values Indudelnherited ="true">
<Value Derived="true" AttributeIlD="Training"f>
<Values>
< [Entity >
< ProductCrossReference >
<EntityCrossReference IndudeInheritedReferences="*" Type ="TrainingProductEntityReference™>
<Entity Referenced="true">
<MName =
<Values Indudelnherited ="true">
<Value Derived="true" AttributeID="Training"/>
<Values>
< [Entity >
< EntityCrossReference =
<Product>
</Products>
< STEP-ProductInformation >

oK Cancel

If's recommended to use Advanced STEPXML exports and limit the exported data set over STEPXML
exports which exports the entire data set.

B.8.4 Optimize the triggering definitions with object types

To ensure maximum export performance, the usual strategy is to limit the amount of information
exported, or limiting the amount of times the same node is exported with the same data.

The Outbound Integration End Point (OIEP) triggering definition can be optimized by tailoring an OIEP’s
triggering definitions to ensure that objects aren’t exported that aren’t required.

For instance, if exporting to an e-commerce system, only the product itself is potentially relevant.
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Triggering on other object types, risks spending time exporting objects which would be irrelevant further
downstream.

[ Qutbound Integration Endpoint ” Configuration ] Event Triggering Definitions [ Background Processes "
e ]

Object Types

Event Filter

SalesItem, Training Entity Ttem

|

§ Triggering Attributes
Mame

Marketing
Add Attribute

@ Triggering Table Types

able Types >

Add Table Type

@ Reference Type Triggers

Reference Types
Product to Entity Reference
Add Reference Type

B.8.5 Optimize the triggering definitions with triggering attributes and references

To ensure maximum export performance, the usual strategy is to limit the amount of information
exported, or limiting the amount of times the same node is exported with the same data.

The Outbound Integration End Point (OIEP) triggering definition can be optimized by tailoring the OIEP’s
attribute triggering definitions to ensure that objects are only exported when necessary. An e-commerce
system for instance, is probably only interested when certain attributes of a product changes, like its
description or similar. Triggering on attributes that are irrelevant for the receiving system, therefore makes
little sense.

Tailor an OIEP’s triggering definitions for export channels specifically. Triggering attributes can be
specified by attribute group and attribute groups can be created specifically for export channels. For
example, attribute “WebsiteAttributes” contain only the attribute relevant for the website export channel.

[ Qutbound Integration Endpoint H Configuration ] Event Triggering Definitions [ Background Frocesses ”

§ Triggering Object Types
Object Types

SalesItem, Training Entity Ttem
Add Object Type

Event Filter

riggering s

Mame I
I) Marketing I
@ Triggering Table Types

'Table Types > |

Add Table Type
FEF'_'_lm ype Triggers
I Reference Types I

' Product to Entity Reference I

© Stibo Systems STEP Performance Assessment 138/174



SfiboSystems

B.8.6 Optimize the triggering definitions with event filter and event generator

To ensure maximum export performance, the usual strategy is to limit the amount of information
exported, or limiting the amount of times the same node is exported with the same data.

The Outbound Integration End Point (OIEP) triggering definition can be optimized to tailor the event
filtering and event generation possibilities.

For example: Take care when handling inheritance as changes to attributes residing higher up the
hierarchy can affect a significant number of products, if all child products are exported. In those cases,
consider replacing a single high-level attribute change event with multiple child-level events.

If this is performed using the event filter / event generator mechanism the significant volume of resultant
events can be handled in multiple batches which enables output files to be kept to a reasonable size, and
opens up the possibility of exporting multiple batches in parallel reducing overall export times.

I Qutbound Integration Endpaoint H Configuration ] Event Triggering Definitions [ Background Processes H Statistics H Error Log Excerpts ] Log [ Status ]
@ Triggering Object Types
Chject Types Event Filter * |Generate Event >
» SalesItem, Training Entity Item

As we typically no longer use “approval” as a mechanism to determine whether data is suitable for
publishing (we often approve much earlier within the product lifecycle) we are often asked to limit the data
exported to just “published” SKUs. The event filter and pre-processor functionality can both meet these
requirements although they operate in slightly different ways.

Alternatively, we could export all data downstream (related to the underlying events) and a middleware
based solution could determine which data to route to which target system.

B.8.7 Consider using multiple dedicated OIEPs

In many cases, a single OIEP is used to monitor all product changes i.e. both attribute and reference
changes.

In this case, it's easy to see how the assignment of many products to a classification e.g. “Christmas
Gifts” could cause a significant volume of data to be exported, delivered, and processed by the receiving
system, even though no actual product data has changed.

This issue could be avoided through the use of multiple OIEPs

e One OIEP for listening for traditional product (attribute) changes and outputting all data for the
product

e Another OIEP for listening for reference changes and outputting minimal data e.g. product ID and
target ID.
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B.8.8 Consider use multithreading

To increase export performance when exporting from an event-based Outbound Integration Endpoint
(OIEP), it's possible to increase the number of threads for a given OIEP.

Common setup is to use multithreading when there is a large amount of data going to a downstream
system on a regular basis, and when the downstream system is capable of handling it. Consider the
following points before increasing the number of threads to more than one:

e The STEP system hardware should have enough resources to perform with multithreading.

e The downstream (receiving) system must be able to handle parallel events.

[ Outbound Integration Endpoint ]I Event Triggering Definitions ” Backgro

D Configuration
Process Engine STEP Exporter
Error reparter Mot Defined
Schedule Mot scheduled
Queue for endpoint CutboundQueus
Queue for endpoint processes Out
Transactional settings Sirict

I Mumber of threads 3 I
Maximum number of old processes 1000
Maximum age of old processes 1y
Contexts French, German
Workspace Approved

Although multithreading can increase export performance, it may have a negative impact on the overall
system performance when a large amount of data is involved. Therefore, run the settings in a test
environment, starting with a small amount of data and then increasing it, before implementing it in your
production system.

It's recommended to consider using multithreading when there is a large amount of data going to a
downstream system on a regular basis to improve export performance. However, multithreading may
cause overall system performance degrade. Therefore, it's necessary to test it before implementing it in
your production system.

B.8.9 Optimize the batch size

The appropriate batch size is typically based on the size of messages and downstream system
processing capabilities:

e Use a smaller batch size for larger messages

e Use a larger batch size for smaller messages
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However, a small batch-size, or no batching at all, will invoke the export engine and surrounding
framework many times (once per batch) incurring a significant overhead.

In addition, a small batch-size could also cause the same product to be exported multiple times in the
cases where a product has been approved multiple times in quick succession, or there have been
changes to externally maintained data (in this case one event will be created for each external change).

[ Outbound Integration Endpoint ] Configuration [ Event Triggering Definitions ” Baclground Processes ][_g

§ Configuration

Process Engine

Error reporter

Schedule

Queue for endpoint

Queue for endpoint processes
Transactional settings

Mumber of threads

Maximum number of old processes

Maximum age of old processes

Contexts
Workspace
9 Event Queue Configuration
Ewent Actions: | Forward Rewind Purge Republish

STEP Exporter
Mot Defined
Start every minute
QutboundQueue
Qut

Strict

1

1000

ly

Context1, ROOT
Approved

1000 I

|> Mumber of events to batch
> Mumber of event batches to Indude per delivery

1

Therefore, consider using a larger batch-size (e.g. 1,000 — 10,000 events) as this will achieve two key

aims:

e Larger batches will invoke the export engine and associated framework fewer times incurring less

overhead

e Larger batches will reduce the amount of duplicate product data exported

Don’t try and generate one product per file by setting the batch-size=1. Whilst this setting does, on the
surface, appear to deliver the required results, in practice there are several problems associated with this
approach.

Be aware of the batch size specified though the GUI, a system-wide setting is used to limit the number of
events included within a batch ensuring that the exporter does not try and export too much data in a
single invocation. This configuration in sharedconfig.properties is
OutboundExportService.BatchEventsMaxSize.

OutboundExportService

» Using default value

Defines the maximum number of events to generate xml for - if you experience memory problems in eventsAsXML(), you could try
» Must be an integer.

to lowed this value.

It's recommended to avoid small batch sizes.
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B.8.10 Use cross-context exports

One, perhaps surprising, effect of the recommendation to limit how much data is being exported, is the
recommendation to generally always export Cross Context STEPXML on an endpoint, rather than having
multiple Endpoints, each exporting in their own context. This is because having multiple endpoints also
means exporting the non-context sensitive data multiple times.

Do not try to configure multiple OIEPs each outputting product details for a single context. Consider using
a single OIEP configured with multiple contexts as the overall export time will be significantly faster.
Subsequently, the context splitter post processor can be used, if separate context files are required.

[ outbound Integration Endpoint | [N el | Event Triggering Defintions || Backaround Processes || Statistics || Emor Log Excerpts || Log || Status |
@ Configuration

Pracess Engine STEP Exporter

Errar reporter Not Defined

Schedule Start every minute

Queue for endpoint OutboundQueue

Queue for endpoint processes out

Transactional settings Strict
Mumber of threads 1

Maximum number of old processes 1000

[@ximum age Of 010 processes 157

Contexts [Australia - English (en_ALY), Austria - German (de_AT), Belgium - Engish (n_BE), Brazl - Portuguese (pt_ER), Colo,

B.8.11 Limit the inclusion of additional data
Additional data can be included in the export using several different methods
e An event generator can be used to add additional objects by using derived events.
e A pre-processor can add additional objects to the export set associated with the event batch.
e The Advanced STEPXML template can be used to include additional objects via e.g. references.

In all cases consider the impact of adding any additional objects and whether they are really needed as
adding many additional objects will slow the export process.

B.8.12 Limit the usage of multiple templates per OIEP

STEP allows the usage of multiple output templates per Outbound Integration End Point (OIEP). Multiple
output templates can be associated with a single OIEP enabling the OIEP to handle different types of
objects/events, each having the ability to be output in a different format.

This allows the user to totally change how data is exported for different kinds of objects, which allows
great flexibility. However, some considerations must be taken, when using this feature. Whilst this does
seem appealing, its use can have a severe impact on performance as each time a new output template is
required a new batch is created.

An alternative approach could be to have the Family and SKU changes handled by different OIEPs.
However, this isn’t an option if the events need to be sent in sequence. In this case it’s easy to see that
the SKU change could be exported, and delivered, before the Family change.
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Another solution to the problem is to use STEPXML as this can easily contain the Family and SKU data in
the same file.

B.9 Scheduled processes

The scheduled processes are visible in STEP > Workbench > BG Processes > Scheduled Processes.

Scheduled processes might have an influence on the performance of the system, for example if the
search query to fill the collection is not optimized.

It's recommended is to analyze the scheduled processes and see if the collections (searches) can be
optimized and / or the business rules can be optimized.

See B.6 Business rules for more information on business rules.

See B.12 Searches for more information on searches.
B.10 Revision control

All major data objects in STEP including products, assets, classification, and entities are under revision
control. This means that you can go back in history and view and compare old revisions, and revive an
older version of an object.

In STEP, historical versions of objects are stored in “Revisions”. A revision represents a historical
“snapshot” of an object.

New Revisions are created when:
e Arevisable object is created
e The object is approved
e The object is modified after it has been approved

e The digital media file associated with an Asset object is changed (digital media files stored in
STEP only)

e The object is modified by a user different from the user who triggered the previous Revision
A new revision will not be created with every change to a revised object and thus, STEP does not have
traceability on the field level. This means that not all historical versions of e.g. a value are stored, but only

the latest version of the value for each revision.

If the same user is making continuous edits to an object, these are not captured as a revision until the
object is approved, or another user makes changes to the object.
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Many revisions may have a negative impact on the performance of the system, and therefore it's key to
keep the number of revisions under control and remove unnecessary revisions.

B.10.1 Setting the revision threshold

By default, revisions on objects are created if a user makes a change to the object and the timing

threshold (number of hours) is exceeded from when the object was first touched after the last revision
was made.

This is particularly useful in cases where an object is primarily maintained by a single user and would not
otherwise have revisions made without that user choosing to do so manually. The threshold functionality
ensures that changes are recorded, without creating an excessive number of revisions.

The revision threshold can be found via Workbench > System Setup > Users & Groups under Revisability
Setting as follows.

< System Settings b
[ system setenss [

Mame: > |value >‘ A
| > Pr\mary Image ReferenceType Pr\maryPrcducﬂmage ‘
@ Administrative Tasks

Mame: > |value >

> Database Index Rebuild Required

& Table Defaults

Default Width Unit -
Default Height Unit ~

& Index Word Settings

| | 7| )‘

| > [IndexWord to Product Link Dependencies | ‘

§ Revisability Settings | |
|NamE > |Va|uE I > ‘
> rl'hreshold (hours) for changes by same user to generate a new revision |168 I ‘
| |
| |Eusir|Ess Rule » [Description » [Role > |Cnnd\ﬁnn >|
& Security Policy
Property > Enable >
» Password Strength Validation
> Password Expiration Expires after 0 % |days since last time the password was changed
» Prohibit Password Reuse Reusable after 0 5 |days v

The global default number of hours set for all revisable objects is 168, or one week, before a revision is
created. If any user acts on the object during the timeframe specified by the threshold parameter, a

revision is made when the time is exceeded. If no one acts on the object during that time, no revision is
made.

It's recommended to keep the threshold for revisions on the default setting (168 hours) to avoid excessive
creation of the revisions, which may have a negative effect on the system performance.
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B.10.2 Purge old revisions manually to create a baseline

Over time, the revision history grows, and this affects the time it takes to retrieve the front revision of the
object itself including its name, attributes values, and references. This may have a negative effect on the
system performance.

Therefore, it's recommend defining a policy for deleting old revisions that aren’t used any longer. Usually,
undesired revisions are first purged manually to create the baseline, and after that automatically purge of
old revisions is configured to keep the number of revisions under control. Also End Points are configured
in such a way that new revisions are not created every time the End Point runs.

Old revisions on Products, Classifications, Assets, and even System Configurations can be purged
manually via Workbench > File > Purge old revisions.

12 Purge
e :

Migration item
Supplier price
Search name dassification

& Object Types
g w Item container dassification

Project Classification
Product Overrides
ranslation dassification ﬂ

I FiIespedfyingIDsl |

" all Object Types

Date: IZUI?-U?-IU 09:11:01 J
I~ Purge All Workspaces
oK | Cancel |

A revision policy can be to
e Create a revision baseline by purging all objects in all workspaces
e Then e.g. on monthly basis purge all objects from a month ago and later

It's recommended to define a revision policy and create a revision baseline by manually purging old
revisions.

B.10.3 Automatically purging revisions periodically

Once the revision baseline is set by purging undesired revisions manually, an event-processor can be
configured to automatically purge revisions periodically.

This can be achieved by automatically purge old revisions via an Event Processor of type “Revision
Management”. Multiple revision management event processors can be configured, which enables the
number of revisions to differ based on the object type. It is recommended that all STEP systems have this
event processor set up as a means of managing the STEP database size.
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Please be aware that the revision management event processor does not search the STEP database and
removes the revisions of all objects when the revision management event processor criteria are met. The
revision management event processor is an event processor and only purges the revisions when an
event occurs, and only according to the criteria set.

For example: the following screenshot shows multiple auto-purge event processors with the result or
deleting 4 revisions.

53 LinusTest19700103 - stepsys@http://stepserver]307.stibo.corpi9870 - STEPworkbench
File Edit View Navigate Format Maintain Window Help

‘E [ & B (@ coto [iieme ~
AutoPurgeRevisionsProducts - Event Processor

Event: Triggering Definitions || Background Processes || Statistics || Error Log Excerpts || Log

| e Cum r ¥

b4 Context |Global - Englsh (en_AA)

System Setup

>

2 21 Attribute Groups

= (£ Attribute Transformations ® Description ~
5 Hame »| > value >
"

il > D lutoPurgeR Froducts

S| -5 Lists of Values /LOVs S
| Asset Importer > Name lutoPurgeRevisonsProducts

% Asynchronous Services > Type FuventProcessor

E Cha”g Padage > Last edited by 2017-12-05 08:32:57 by STEPSYS

Sl e

o L, AutoPurgeRevisionsAssets > Enabled es

i, AutoPurgeRevisionsEntities o Confiaaton

@ Current Background Process Log

i, AutoPurgeRevisionsProducts.
i, AutopurgeRevisionsPublication

Next poll scheduled for Tue Dec 05 12:33:03 CET 2017 (Tue Dec 05 08:33:03 CET 2017)
L _i&, Matdmg and L\nklrvg Event Processor Product

--jly Promote Artices (Fast Track)
L.-glly Promote Articles (Ordinary)
(51 Gateway Integration Endpoints
lobal Business Rules
bound Integration Endpoints

latch Codes and Matching Algorithms
utbound Integration Endpoints

Processed 0 of 1 abjects (0 only partially), deleting 0 revisions. (Wed Dec 13 17:11:01 CET 2017)
Processed batch with 1 events. (Wed Dec 13 17:11:02 CET 2017)
Processed 1 of 1 abjects (0 only partially), deleting 1 revisions. (Thu Dec 21 11:56:24 CET 2017)
Processed batch with 3 events. (Thu Dec 21 11:56:24 CET 2017)
Processed 0 of 1 abjects (0 only partially), deleting 0 revisions. (Mon Jan 22 17:13:44 CET 2018)
Processed batch with 2 events. (Mon Jan 22 17:13:44 CET 2018)
Processed 0 of 1 objects (0 only partially), deleting 0 revisions. (Thu Mar 01 14:11:22 CET 2018)

[ STEP WorkFlow ” Bookmarks

ortals
' I Processed 10f 1 objects (0 only partially), deleting 4 revisions. (Wed Mar 07 12:44:55 CETQUTE)'

[E] Derived Events

(& Object Types & Structures

-l Tags «
Units hd

Ready -l

Truncate

4l 1-110f11 Ik 23 Save Report

v

Defining such an event processor is as follows:

First, the revision management event processor is created

1) Goto System Setup and right-click the Event Processors setup group.

2) SelectNew Event Processor, and the Event Processor Wizard will be displayed

3) Enter an ID and Name and select Event Processor. Recommended is to define a separate revision
management event processor for each object type, thus use something as the following ID and Name
“AutoPurgeRevisions”

4) The next step of the wizard allows you to configure the event processor.

e User running event processor plugin: Here it's recommended to create a separate user for each
event processor. This user needs to have privileges which include the objects being processed.
Recommended is to create a user called “EVPROCPURGEREV” or something.

e Number of events to batch: Specify the batch size. This allows multiple events to be transmitted
in a single batch. Setting this number too low can result in slower processing as more
background processes will be required. Recommended is to leave this at 1000.
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o Days to retain events: Specify the number of days to keep events once processed. Leave this at
0.

¢ Queue for event processor: Enter the name of a queue to process data from the event processor.
The queue is automatically created if it does not already exist. Recommended is to name it
‘EVPROCPURGEREV” or something.

e Maximum number of old processes: Specify the number of ended processes the system will
keep. Succeeded and ended processes are deleted when the number exceeds the specified limit.
The oldest processes are deleted first. Setting this number too high may eventually degrade
performance. Recommended is to set the value to 10.

¢ Maximum age of old processes in hours: Specify the maximum age of ended processes that the
system will keep. Ended processes are deleted when the maximum age is exceeded. Setting this
number too high may eventually degrade performance. Recommended is to leave the value to
168 hours.

o Limit of lines in execution report: Specify the maximum number of lines to store from the
execution report in the log. This setting impacts storage used. Recommended is to leave the
value to 1000 hours.

e Select Processor: In this case it's the Revision Management. This event processor type allows
automatic purging of object revisions to limit the total number of revisions retained.

5) The Revision Management processor plugin has the parameters as described below.

It's important to know that a revision must fall outside all conditions set in the Days to keep, Number
to keep, and Processing time parameters in order to be deleted.

Many clients only want to keep the initial revision and previous revision. In that case use the
recommended values described below.

e Days to keep: uses calendar days to determine the age of a revision, and keeps only those that
are less than the number of days specified. Recommended for most client is to set this to 1.

¢ Number to keep: maximum number of revisions remaining after processing. Recommended for
most client is to set this to 1.

e Processing time: determines the maximum number of seconds that the processor will run on
each object. Recommended for most client is to leave this to 30.

o Keep initial revision: when set to Yes, the first revision is kept, even if it falls outside all other
conditions. Common setup is to keep the initial revision if you want to know when an object was
initially created.

So again, important to know is that a revision must fall outside all conditions set in the Days to
keep, Number to keep, and Processing time parameters in order to be deleted.
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For example: the following parameters

m Event Processor Wizard @
Steps Configure Processing Plugin
1. Identify Event Processor
2. Configure Event Processor Days to keep 730
3. Configure Processing Plugin Number to keep 100

4. Schedule Event Processor o
Processing time 30
5. Configure Error Reporter Processing Plugin

Keep initial revision | Yes P

[ Back | [ mext | [ Finsh | [ cancel

Which means:
e The revision being processed is at least 731 days old, AND
e More than 100 revisions will remain after deletion of the revision being processed, AND
e The processor has not run for 30 seconds on the revision being processed, AND
e The revision being processed is NOT the initial revision.

6) The next step is to set the schedule of the event processor. This can be done e.g. once a day.

Once the revision management event processor has been created, the event trigger needs to be set in
the Event Trigger Definitions tab.

e |t'simportant to know that the revision management event processor works on an event of an
object. Thus, if an object has been changed and meets the event definitions, then an event is
generated. And if an event is generated, then the revision management event processor is
executed to remove the revision of that object only when the revision management event
processor criteria (as set above) are met.

In other words, it's not the case that the revision management event processor searches the
STEP database and removes the revisions of all objects when the revision management event
processor criteria are met. The revision management event processor only removes the revisions
according to the criteria set of a single object when an event is triggered of the single object.

Thus, it's necessary to define which objects are subject for triggering an event and what the
triggering criteria are.

o First select the object types which are subject to triggering in the triggering object type.
Here you select the object types which are subject to trigger an event for. So, if you created a
revision management event processor for products only, then you select the product objects
types of which the revisions need to be removed.
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Now, a common mistake is to think that’s it. But STEP doesn’t trigger anything if you do not
specify the

e Triggering Attributes and / or

o Reference Triggering Types and / or

e Miscellaneous Triggering Types.

Therefore, you need to specify

e Which attribute value changes cause a triggering of an event (Triggering Attributes),

e Which reference changes cause a triggering of an event (Reference Triggering Types),

¢ And / or which miscellaneous triggers cause an event

Basically, in almost all cases you want that every attribute value change and every reference

change triggers an event for the revision management event processor. This means that you

select

e Triggering Attributes: Select all attributes by selecting the main attribute group

o Reference Triggering Types: Select all relevant reference types. So, if you created a
revision management event processor for products only, then you select all the available

product reference types there are.

This results in the following.

© Stibo Systems STEP Performance Assessment 149/174



SfiboSystems

Isip01-a51-.phusocak - STEPwarkbench =I5
Moton Widou i

B2 content ouanie €S> Cwl s = OB 2 O @ soto [ E|
System Setup Auto-Purge Revisions - Event Triggering Definitions

=

Alermatie e hoeveshedseenhed, Alernaevererpdrgseenbes... N
+ Publcaton, Publcason group types, Publcation secton types, Pub. N

29 e

it werion || oot | [T 86 rocesmes (1) || earch || e
§umi

e Finally, you can also set the miscellaneous triggers at the bottom:

¢ Names enabled: Triggers an event when a change is made to the STEP Name of
triggering object types for a global revisable object, or when a workspace revisable object
is approved. An output template must be configured with a Modify event or the endpoint
will skip the event since it cannot find a corresponding template.

e Parent links enabled: Triggers an event when changes are made to the parentage of
triggering object types for a global revisable object, or when a workspace revisable object
is approved. For example, when a product or asset is moved into another parent folder.
An output template must be configured with a Modify event or the endpoint will skip the
event since it cannot find a corresponding template.

e Attribute-links enabled: Triggers an event when attribute hierarchy link is changed on an
object of the types for a global revisable object, or when a workspace revisable object is
approved. For example, when an attribute is linked to a product or classification.

¢ Index-word hierarchy enabled: Triggers an event when an index word changes or is
added on a triggering object type. Common setup is to use indexes and this option for
print output.

> l_anguage{ountry

> FQ-Nawgaﬁor\
add Reference Type

@ Miscellaneous Triggers

Nemes enabled

Parent links enabled
Attribute-inks enabled
Index-word Hierarchy enabled
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Once the revision management event processor has been created and the triggering definitions are
defined, you can test the revision management event processor by enabling the Read Events in the
Event Processor tab. If you enable Read Events and then change some objects which comply to
the criteria set, then you click on Click to Estimate button, and a number of events should pop up.

88 plus-dev - STEPSYS@http:/ stpdi-as1-o.phuslocaksd - STEPworkbench =100%|
Fie Edt Vew Naigate Fomat Manzn Wndow Hep
H > ButoPrgehesons
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= > Type EventProcessae
K > Lastediedby R017-03-14 15:07:01 by STEPSYS
g » Enated e
: s |
9 Configration
D MName:
Liser running event processar plugn Evpromurgeey
Number of events to batch 1000
Days o retzin events o
5| 2 DeivedEents
E @ s 85 Queve for event processar EVPROC
HEES Masimm mumber of o processes 1
g Mesamum age of okd processes i hours 158
3| & Users A Grougs .
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| &3 Worgacs Processor Revision Management
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g
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If this test is ok, then the revision management event processor can be activated. This is simply done by

e Making sure the Queue Status is on Read Event (and not on Discard Events)
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¢ And then right-click the revision management event processor and select Enable Event
Processor.

The result is that the revision management event processor is enabled and will be invoked on the defined
schedule according to the defined event triggering definitions and will purge revisions as defined in the
revision management event processor.

You can check if all works well after a while by opening the revision management event processor and
check if there were events processed.

p5YS@htip: | [5tp01-as1-n.plus local:80 - STEPworkbench

] cortex: [T | < <- - O [ OE 2 O] et o B
System Setup Processar for Auto-Purge Revisions - Background Process
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] poe_s25%7
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Exccuton Server stp0tm oo

Seatis waitng
Vied Mor 15 1518230 GMT 40100 2017
Wed Mar 15 15:27:36 GMT401:00 2017
Vied Mar 15 15:27:38 GMT+01,00 2017

L | Jusas_» | _w | s e

It's recommended to define an auto-purge event processor per object type to automatically purge
revisions.

B.10.4 Revisions on Integration End Points

It might happen that Integration End Points (IIEP and OIEP) have a high number of revisions, in the
tenths of thousands or more. Huge amount of revisions will cause the system to slow down. Furthermore,
typically the Integration End Points tend to open very slowly.

The root cause of this problem is that the IEP poller is started by a different user than the one configured
in the IEP.

This can be noticed by running the Health Check in the Administration Portal and run the check Pollers
started by a different user than the one configured in the IEP

See C Analysis methodologies and recommendations via STEP Health Check for more information on
the Health Check.

When there’re Integration End Points (IIEP and OIEP) with tenths of thousands or more revisions, then
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e First make sure new IEP revisions are not created anymore every time these IEP run. This can
be done by

o Logging into the STEP Workbench as the same user who is defined under User. In this
example STEPSYS.

o Then disable and enable the Integration End Point in the STEP Workbench.
o The result is that the same user is shown under Revision and User.

e Secondly, revisions on IEPs can be purged from STEP 8.0 onwards by STEP Workbench >
File > Purge old revisions. Thenselect System Configuration and Inbound
Integration Endpoint Type and Outbound Integration Endpoint Type.

Please be aware that, if many revisions on IEPs occur and are purged, then the index of the database
should be re-build. Re-building the indexes can be achieved via the database administrator or via a JIRA
ticket.

It's recommended to analyse if the Integration End Points have many revisions, and if so remove these
revisions and make sure the revisions are not created automatically anymore.

B.11 Privileges

STEP has a very granular privilege system and the privilege setups.

However, understanding the sophisticated privilege setups is important because complex privilege
models may have heavily lead to degraded performance.

Running STEP as a user with a large number of very specific privileges will influence the performance of
basically any action in STEP that goes across a large number of nodes, values, or references, including
export, import, bulk update, recursive approval, matching, and "multi views" like task list and multi editor.

B.11.1 Privilege configurations

The privileges of STEP are additive only. This means that whenever a basic action is executed, STEP
looks for the first privilege that provides the permission. Thus:

o |f the user has global permission to everything, the list of privileges to consider is very small and
the privilege check is cheap (and can be skipped in certain cases).

o However, if the list of privileges is very specific and granular, the search for the appropriate
privilege takes longer

o Finally, if the user tries to do something without having the privilege, the conclusion that the
privilege is not there, is the most expensive check of all.

It's recommended not to overdo the privilege setup to avoid excessive privilege checking.
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B.11.2 Privileges at imports and exports

When importing or exporting data, all privileges are checked, for each piece of information imported or
exported.

Ensure that any imports / exports happen as a user with as broad and few privileges as possible to avoid
excessive privilege-checking. Limiting the number of privileges for the importing / exporting user can
improve performance dramatically. Only the user configured on the endpoint as the importer / exporter is
relevant, this user should generally have relatively few permissions, to ensure performance.

It's recommended to ensure that any imports / exports happen as a user with as broad and few privileges
as possible to avoid excessive privilege-checking at imports / exports.

B.11.3 Privileges in the WebUI

A typical WebUI screen fetches all attribute values from the attribute group define in the WebUI screen.
The screen then filters out the attributes based on validity of for the product type and based on user
privileges.

Configuring attribute groups for the WebUI screen which contain large amounts of attributes will result
e Infirst listing fetching all attributes from the attribute group

e And then filtering out attributes for display based on validity of for the product type and based on
user privileges.

When the WebUI users have complex privilege settings, then the filtering of the data based on these
setting will be excessive, which may have a negative impact on the loading time of the screen.

Furthermore, privilege restrictions can be set in the WebUI configuration itself. Be careful with this and
avoid excessive privilege checking in the WebUI XML configuration since it may degrade performance.
The additional privilege restrictions can be recognized in the WebUI XML files by searching for “restrict="

<component id="Actions" restrict="Messaging,Normal user,Read Only, AssetManager,Data Stewards,Integration,Integrations,POC Country Group, PO«
<parameter id="Buttonlabel" wvalue=" n.stibo.DeleteAction. Label"/>
<parameter i "DeleteFromWor]
<parameter i "ApproveDeletion" "
<parameter id="ButtonType" v "ICON_AND_TEXT"/>
<parameter id="CssClass" value="DeleteButton"/>
</component:>

B.12 Searches

STEP searches can lead to a degraded performance when the recommendations are not followed up.
B.12.1 Use specific search criteria

The general recommendation for searching a STEP database with many objects, is to use the search
criteria as specific as possible.
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For example: specifying which object type to search for in which hierarchy is faster than searching for all
object types in all hierarchies.

[Object Type = SalesItem ]
' [search Below = Audio visual Equipment |

Tree

op Reset

Displaying 18 of 18 results Show Details

ame -3
> |Lul AC-ING551-16BU ID = I-SalesTtem-12112

> |Lul AC-IN6551-32BK D = [-Salesltem-12113

|..| AC-IN6551-32BU ID = I-Salesitem-12114

|..| AC-P7000-42 ID = I-Salesltem-13444

|..| AC-P7000-56 ID = I-Salesltam-13333

|..| AC-P7000-65 D = [-Salesltem-13112

|..| AC-P7000-79 ID = [-Salesltem-13113

W

W

W

W

m Setup ” BG Processes ]@

B
W

B.12.2 Searches with wildcards

Specify as many characters as possible before using wildcards (*). Never specify wildcard as first
character because this makes the database unable to use indexing in the query and it will have to
traverse all objects in the database.

For example: Use wildcard (*) after more than three characters.

B [Object Type = SalesItem k]
F!| [Search Below = Audio Visual Equipment k]
Wl | Search ™

N | |1-salesTtem-1=

& "'3" Advanced j

gp Reset

Displaying 11 of 11 results S-I-';-Dw Details"
ame »
ILAC-JNESSI-ISBU ID = I-Saleslfem-12112
ILAC-JNESSI-SZBK ID = I-Salesltem-12113
ILAC-JNESSI-SZBU ID = I-Saleslfem-12114

> ILA.C-P}'W)-d-Z ID = [-Salesltem-13444

> ILA.C-P}'W)-EE ID = I-Saleslfem-13333

W

W

tem Setup ” B Processes ]
W

Sys

B.12.3 Full Text Indexable

The "Full Text Indexable" setting on attributes allows for searching for individual words in the text value of
an attribute. When it's required to search for words or set of words in attribute values, then "Full Text
Indexable" can be considered.

However, applying full text indices on one or more attributes has a system-wide negative impact on
performance because it is much more expensive to read, write and query such values.
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For example: Use Full Text Indexable = No

m[ References ” Attribute Transformation ” Validity ” Prafile "E”_‘
® Descript
MName >| > |Value
> ID Consumer Description
* MName Consumer Description
> Last edited by 13-04-06 15:49:50 by STEPSYS
> Full Text Indexable Mo
” » Externally Maintained Mo
II> lcomoleteness Score

It's recommended to only enable "Full Text Indexable" on an attribute if doing full text searches on values
of the attribute is absolutely necessary.

B.12.4 Main object types

Use the Object Type criteria together with other criteria, at least when you specify major object types
such as Product, Entity, Asset, Classification, and so on.

However, in environments with where objects exist for this specific object type, the search can perform
slight better when you specify the major object types (such as Product, Entity, Asset, Classification, and
so on) instead of using the object type below the main object types.

For example: Use main object type Product instead of Salesltem (which is an object type below Product).

Object Typz ™
= [Product 7E1
= |Sear|:h Below = Audio Visual Equipment E‘
E [Search: I-5alesItem-1= k]
Wl
o v Reset || Search |
E Displaying 11 of 11 results Show Details
g ame ¥
all| > ILAC-JNESSI-IEBU ID = I-Salesltem-1211:
2 i!i.ﬁc-JNESEI-SZBK 1D = [-Salesltem-12113
E S . A MTMECEA FUOMIL TM o T CadanTéan 77 40
B.12.5 Do not use the root hierarchies in Search Below

Do not use a root node high in the hierarchy with many nodes below, it unless really required to achieve
the right search result.

For example: Use a granular hierarchy node in Search Below instead of using Primary Product Hierarchy
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b |Objev:tType = SalesItem |5|
= [search Below = Audio Visual Equipment k]
= HEEER ]
N | 1-salesTtem-1*
il | @ Advanced

Search

gp v Reset

Displaying 11 of 11 results

Show Details

ame

>

ILAC-JNESSI-IEBU ID = [-Salesltem-1211;

W

ILA.C-JNESSI -32BK ID = I-Salesltem-12115

W

ILAC-JNESSI -32BU D = I-Salesltem-12114

tem Sekup “ BG Processes ]
W W

ILA.C-P}'MAZ ID = [-Salesltem-134445

| # N AC-P7000-56 ID = I-5alesltem-13335

Sys

Specifically, in the WebUI, specifying many root nodes is not recommended.

It's recommended to specify the Search Below as tight as possible.

B.12.6 Basic searches

SfiboSystems

For basic searches in the STEP Workbench and STEP WebUI, use the following search syntax to

achieve the best performance:

e For finding attributes use Attribute-ID = value. Searches in values of this one specified

attribute only. For example: Manufacturer (Manufacturer) = Samsung

Search W
Manufacturer {(Manufacturer) = Samsung

@ pdvanced

=

Displaying 2 of 2 results

Reset

Show Details

Name

>

W

|.. AC-P7000-42 D = I-Salesltem-13444

W

|.a| AC-P7000-65 ID = I-Salesitem-1311z

e For finding objects use the ID or NAME field since these fields are indexed by STEP

o ID = value. Searches for objects by looking in the ID field only. For example: ID = ID =

I-SalesltemFamily-1311
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Search
| Search - [
ID = I-5alesItemFamily-1311
@ Advanced

gn Reset |[ Search

Displaying 1 of 1 results Show Details
ame »

* P7000 ID = [-SalesltemFamiy-1511

o NAME = value. Searches for objects by looking in the NAME field only. For example:
NAME = AC-P7000-42

Search

Search w
NAME = AC-P7000-42]
@ pdvanced

g Reset Search

Displaying 1 of 1 results Show Details
MName >

> P7000 I = [-SalesltemFamily-1311

When searching just for a value without specifying the Attribute, ID or NAME, then STEP searches for the
value in all attribute values, IDs, and names.

It's recommended to specify the Attribute, ID or NAME in searches.
B.12.7 Advanced searches

For advanced searches in the STEP Workbench and STEP WebUI, use the following search syntax to
achieve the best performance:

¢ Avoid enabling "Include Inherited Values" for attribute value search unless it is really needed

¢ Avoid enabling "Regular Expression” as it disables database indexing in the query and leads to
bad search performance.

It's recommended to avoid "Include Inherited Values" and "Regular Expression” searches where possible.

Matching and linking

The flexibility of matching and linking comes a high level of responsibility. The system load of this
functionality may have effect on the performance of STEP.

If there’re a lot of supplier items imported, if the matching and linking process is complex, and if the

approval of the golden record is part of the process, then this will degrade performance simply because
STEP is very busy processing these.
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The matching and linking and golden record functionality is designed and based on business
requirements. However, there’re some pointers to take into account when matching and linking process
suffers from bad performance.

B.13.1 Approval of the golden record

In many occasions it's possible to approve the golden record separate from the matching and linking
process or not approve the golden record at all.

When approval of the golden record is required, it may be possible to approve the golden record after the
matching and linking as part of a bulk update triggering an event processor scheduled to approve the
golden records.

It's recommended to avoid the approval of the golden records as part of the matching and linking
process.

B.13.2 Multi-context survivorship rules

In many occasions it's possible to avoid using multi-context survivorship rules for context specific names,
context specific attribute values, context specific image references, and context specific web-hierarchy
links.

Every time a multi-context survivorship rule is executed, then the matching and linking process doesn’t
end when the global value is not available, but it continues in all contexts and determined if there’s an
attribute value in a local context and copy that value to the golden record in that local context.

In the older STEP systems, the multi-context survivorship rules available via a custom extension and are
recognized as “Merging Contexts”.

Edit
@ Survivorship Rules
Criterion

> Mame: Trusted Source Name (Merging Contexts)
» Golden record kramp only promotion: Trusted Source Value (Merging Contexts)
» Golden record all source promotion: Trusted Source Value (Merging Contexts)

» 007 - Technical information: Trusted Source Value (Merging Contexts)

In the newer STEP systems, the multi-context survivorship rules standard available and are recognized
as “Multi Context”.

Multi Context Trusted Source Value

If multiple languages are defined, then a multi-context survivorship rule for a language-dependent name,
attribute values, primary image references, or web-hierarchy links will try to promote the correct value of
the supplier record in the right language of golden record.

Furthermore, if the “Allow values from ...” tick box is selected per default and will thereby allow sub-

dimension point to be updated from less trusted sources. How this works is best illustrated by an
example:
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e Assume the name is language dependent and the trusted sources are “SLRV” and “CNET”, in
that order.

e If the SLRV source (silver record) only has a name for “All Language” and the CNET source has
a name for “English”, then the English name, which is a sub-dimension point to “All Languages”,
will only be allowed to be promoted to golden record if the tick box is ticked.

The usage of multi-context survivorship rules obviously demand way more processing from the system
than simply promoting the global to the global golden record and stop there, instead of continuing in all
contexts and determined if there’s a value in a local context and copy that value to the golden record in
that local context.

It's therefore recommended to avoid using the multi-context survivorship rules as much as possible.
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Analysis methodologies and recommendations via STEP Health Check

There’s an option in the Admin Portal of STEP version 8.1 and higher to check the health of the STEP
system.

The Health Check is intended to assist users in identification and resolution of system and performance
issues. A set of standard tests are available and Stibo Systems reserves the right to add additional tests
as a need for them is identified.

[ Activity | Activity Dashboards || User Activity | Logs || Monitoring_| Configuration | Thread Dump | Tools | Profiler MSendnmgnumce" Localization =«

The objeciive behind the | ity is, 1o visualize which have not previously been accessible to customers and hence, give you as a customer the opportunity to infervene and rectfy the current state before it potentially
escalates to a real performance issue. Please note, that this functionality is designed to be run on a regular basis, which allows you o centinuously monitor and thus avoid minor issues to evolve into more critical situation. Please find detailed information
inJ

in the "My Issues/Document Repository’ area in JIRA.
Server time: 03/30/2018 13:51

Available Tests

]
[] Check for Common Web UI Configuration Errors Mon Jul 24 15.17.02 CEST 2017 7sec STEPSYS 5 -
Revised values should be unrevised CEST2017  Osec STEPSYS 2

Checks web Ul
Check sequences forsome ofthe  |opaT3017  0sec STEPSYS 1

most common
[C] Assets Missing a Front Revision configuration CET 2018 0sec STEPSYS 0

errors, that can
[] Assets Without a History Enfry cause CET2018  Osec STEPSYS 0

i
] Attriutes that have both revised and not revised (extemally maintainedinot extemally... () | Foueiot®™  ICEST2017 0see STEPSYS 0
[] Check LOV Used for Status by BGPS on Jul 24 151100 CEST 2017 0sec STEPSYS 0
[] Change Log Total Size Mon Jul 24 15:1121 CEST 2017 Osec STEPSYS 0
[] Change Logs Entries Per Node Mon Jul 24 16:15:14 CEST 2017 Osec STEPSYS o E
SRS | | i
Detected Problems
Revised values shouldbe

s Multiple (2) Data Error Yes

The sequence AUTOIDSEQ is invalid. The current sequence is
107083, however a row exists with the higher number 910836, used to

[7] Check sequences AUTOIDSED Data Error create extemnal ids (node table.name} is out of sync. This might bring Mo
back a false posilive, as users can have created an numeric external
ID larger than the sequence

+ Export Selected ltems o C5V | Q View Fix Log | b Fix Selected Issues

®100% -

The upper portion of the screen allows users to select health checks to be run, while the lower portion
provides results for the checks.

View the Detected Problems column after running the health check. A zero (0) value indicates no
problems have been found. A non-zero value indicates the number of issues identified from the check.

Users can select the tests to be run, and view a list of issues if any are found. In some cases, fixes are
made available. As fixes should only be applied only under the direction of Stibo Systems, applying a fix
requires a password that must be obtained from Stibo Systems Support.

However, some issues identified may be solvable by administrators and the tool serves merely to bring
them to light. In addition, it provides a way to aid Stibo Systems in resolving reported issues. If a system
is having performance issues, administrators should run the available health checks and send them to
Stibo Systems using the Send Diagnostics tool.
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Remarks before running the health checks

Do not run all health checks at once. Some health checks may take a while to run and may degrade
performance while running it. Therefore, always read the explanation of the health check before running
the health check.

Available Tests

|| 'Unusey Fseuu0 wudnien s MIUH Ul £8 12, 10.00 G231 2U 10
[] unused Pseudo Workspaces Mon Jul 24 15:18:37 CEST 2017
|:| Values have not been marked correctly deleted. Mon Jul 24 15:18:44 CEST 2017
[F] Unrevised values should be revised Mon Jul 24 15:19:11 CEST 2017
Attributes/Products which cannot be approved Mon Jul 24 15:19:20 CEST 2017

Search for CEST 2017
attributes/products
which migth make
approve fails with

[] Obijects Visible Both in Present and Past

an Oracle key
violation on

index Nofice this
search can be
very time

[consuming

For cluster environments: Use of this functionality on a clustered environment requires that the
Healthcheck.RootDir configuration property be set to a shared path to ensure that the health check
reports are available, regardless of the application server node that the admin portal is accessed from.

Healthcheck

This property needs to be set if STEP is running on a clustered setup.
This sets the root directory for storing healthcheck reports. If the
adminportal is running on a clustered setup this should be setto a
shared file system (like /workarea/healthcheck) to ensure that
healthcheck reports are synchronized between cluster nodes.
Otherwise we risk that healthcheck reports report false-positives in
adminportal, since a fix can potentially be applied from another
different app. server

« Using default value
« Must be an existing
directory.

Initial STEP Health Check results

The initial STEP Health Check results are embedded in the following document.

[EMBED THE CLIENT INITIAL STEP HEALTH CHECK RESULTS]
Final STEP Health Check results

The final STEP Health Check results are embedded in the following document.

[EMBED THE CLIENT FINAL STEP HEALTH CHECK RESULTS]
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Template for main performance problems and non-functional requirements

D.1

This appendix provides the template for the client to fill out by describing the main performance problems, non-functional performance requirements and
reproduceable performance use cases.

The template is accompanied with explanations and examples.
Description of the main performance problems

Describe the main performance problems. If available, also include the JIRA ticket number(s).
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Non-functional performance requirements

The non-functional requirements should indicate what is expected by the client from a STEP performance perspective. The non-functional requirements
should have been defined and agreed upon in an earlier stage.

The performance related non-functional requirements are described in a table as follows
¢ Nbr: Unique number of the non-functional requirement
¢ Non-functional requirement: Short description of the non-functional requirement
o Date: The date the non-functional requirement has been defined and agreed upon

e Agreed by: the list of people who agreed upon the non-functional requirement

For example:
Nbr. Non-functional requirement Date Agreed by
NFR1 STEP WebUI screens should respond in 3 seconds in nhormal operation 1st January 2018 John Doe
NFR2 Product import via Excel is finished within 3 hours 1st January 2018 John Doe
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Nbr.

Non-functional requirement

Date

Agreed by

NFR1

NFR2

NFR3
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D.3 Usecases

The performance use cases describe the most important performance problems in a reproduceable way step-by-step. Each use case should relate to a non-
functional requirement.

The use cases are described in a table as follows (for each use case):
1. Related non-functional requirement
2. Short description of the use case
3. The environment on which the use case is executed
4. The date and time of execution
5. For each task executed in the use case:

a. Nbr: Unigue use case step identifier which starts with the identifier of the related non-functional requirement first (e.g. NFR1.1 which is related
to nonfunctional requirement NFR1).

b. Task executed to reproduce: description if the task executed

c. Expected response time: the expected response time of the task

d. Actual response time: the actual measured response time of the task executed
e. Pass/ Fail: did the task executed fail or pass

f. Remarks: optional additional remarks
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For example:
6. Non-functional requirement: STEP WebUI screens should respond in 3 seconds in normal operation
7. Description: The WebUIl Homepage loads slowly
8. Environment: STEP Production
9. Date and time: January 10%, 2018
Nbr. Task executed to reproduce Expected Actual Pass/ | Remarks
response response | Fail
time time
NFR1.1 Start WebUI
NFR1.2 Login to WebUI “Products” with “stepsys” administrator account
NFR1.3 Wait until WebUIl Homepage loads 3s 30s Pass WebUI homepage loads slowly
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D.3.1 Use case 1
Non-functional requirement: ....
Description use case: ....
Environment: ....

Date and time of execution: ....

Nbr. Task executed to reproduce Expected Actual Pass/ | Remarks
response response | Fail
time time

US.1.1

Us.1.2

Us.1.3
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D.3.2 Use case 2
Non-functional requirement: ....
Description use case: ....
Environment: ....

Date and time of execution: ....

Nbr. Task executed to reproduce Expected Actual Pass/ | Remarks
response response | Fail
time time

us.2.1

us.2.2

us.2.3
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D.3.3 Use case 3
Non-functional requirement: ....
Description use case: ....
Environment: ....

Date and time of execution: ....

Nbr. Task executed to reproduce Expected Actual Pass/ | Remarks
response response | Fail
time time

Us.3.1

Us.3.2

Us.3.3
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D.3.4 Use case 4
Non-functional requirement: ....
Description use case: ....
Environment: ....

Date and time of execution: ....

Nbr. Task executed to reproduce Expected Actual Pass/ | Remarks
response response | Fail
time time

uS.4.1

us.4.2

us.4.3
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D.3.5 Use case 5
Non-functional requirement: ....
Description use case: ....
Environment: ....

Date and time of execution: ....

Nbr. Task executed to reproduce Expected Actual Pass/ | Remarks
response response | Fail
time time

US.5.1

US.5.2

US.5.3
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If performance tests have been executed, then the most important information about these executed performance tests are described in a table.

For example:

Nbr. | Performance test Date execution Results and issues found

PT1.1 | STEP WebUI performance test with 10 concurrent users on STEP ACC January 2n, 2018 No issues found
environment

PT1.2 | STEP WebUI performance test with 10 concurrent users on STEP ACC January 10t, 2018 Significant performance degrades
environment

PT2.1 | Import of 50.000 products via Excel in STEP using STEP IIEP “Import February 20t, 2018 No issues found
Products” on STEP ACC environment

Nbr. | Performance test Date execution Results and issues found

PT1

PT2

PT3
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Please be aware of the following basic rules when executing performance tests.

Any largescale performance testing must respect a couple of basic and very important rules for making realistic performance testing such as:

1.

2.

A good representative and realistic data set must be in place on a STEP system observing all hardware requirements specified by Stibo Systems.

Each time a performance test has run the database has to be reset so that every test starts from exactly the same point for origin. For example, just
manually deleting what is thought to be the test data is not good enough; there must be a restore from backup holding the agreed test data.

Simulating the behavior of multiple users working in parallel will require that the data these users are working with are parameterized. For example,
it's usually not very realistic behavior to start 1000 users working on the same product.

If user scenarios are recorded to be executed by the test robot, delays between consecutive user actions must be introduced reflecting realistic user
behavior. For example, a human being does not make multiple mouse clicks per millisecond.

Care must be taken about how to start the test. For example, it's usually not very realistic behavior when starting 1000 users within the same
millisecond in bulk.

Running strongly parallelized bulk updates or imports requires careful planning so that the test does not end up in massive updates of the same
resources leading to massive and not very realistic locking in the database leading to terrible performance timings.

Be sure that expectations are well-defined before executing any tests. What is a good result and what is a bad result. What is the goal of the
performance test? Usually the absolute results of the performance tests do not represent realistic behaviors, but performance test results should be
compared with previous performance test results to interpret the STEP system behavior over time.

Gather relevant monitoring data from the test. As a minimum, it's recommended to have a complete copy of STEPs diag folder for every test run. It
is also useful to collect Oracle data statspack/awr and OS information sar/nmon. It is advisable to keep this data at least until a few more tests
have been carried out.
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